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Prefacetc \l1 "Preface
This study, conducted under the auspices of the Police Foundation, is the first attempt to evaluate independently the impact that English legislation and practice has had upon the detection and prosecution of money-laundering (i) by financial institutions, and (ii) by Customs and police.  As we explore in the first chapter, this has been an area of considerable legislative initiative, and despite the continuing pejorative use of the term "banking secrecy" by the non-financial media, the reality is that in Britain today, this phrase is little more meaningful than would be the term "home secrecy" to describe the relative impermeability to the police of what happens behind closed doors.  The Director (and senior author) of the present study recently reviewed the changing face of police-bank relationships
, and this report takes that earlier analysis much further.  Based on interviews and observation with officers from the National Criminal Intelligence Service, Customs & Excise Investigation Division, police drugs and fraud squads, and with a variety of retail bankers and building society officials, as well as some other financial institutions, we have tried to piece together a portrait of the value of reports by people in financial institutions - whom for shorthand, we shall term "bankers" - of suspected money-laundering to police and Customs officers.  Because of limitations of time and of our brief, this is far from being a full review of the process of financial investigation, but we have sought to disentangle some potential measures of impact: the triggering of new investigations; contributing substantially to existing investigations; and the rendering of "useful" information for future investigations.  Some of our findings will doubtless disappoint those who had hoped that the diminution of banking secrecy would magically unlock the secrets of "organised criminals", whether these be drugs traffickers, sophisticated fraudsters, or terrorists.  Paradoxically, the same findings might reassure those who feared that such changes would simply make it easy for the police to catch large numbers of merely petty offenders: this has not happened either to any significant degree, when compared with street policing operations and with arrests and compoundings -i.e. financial penalties without prosecution - by Customs officers at sea and airports.  

Our observations about the modest effect to date on drugs trafficking and other serious crime arrests of these fast-growing exceptions to the principle of customer confidentiality should be placed in the context of the difficulties that are experienced by investigators of any set of major offenders.  Given these more general difficulties - in identifying who "the criminals" are, in keeping surveillance, and in developing and making use of informants - any "untainted" and unself-interested source of information is important, particularly when the information is "pro-active" (i.e. it arrives - at least in principle - before the police have gleaned the news that a crime has been committed or that the person whose transactions are reported upon is a suspected offender).  However, the time has now come to take stock of the advantages and disadvantages of the way in which financial information of this kind is handled, and to decide on appropriate priorities for the future.

To some degree adventitiously, the completion and publication of our study comes at an appropriate time.  On 1 April, 1994, a new statutory regime for money-laundering reporting came into existence: the culmination of years of negotiation within what is now the European Union, government, and Parliament.  Our study does not aim to be a racily written history of money-laundering: an industry that has been booming lately
.  On the other hand, though we do not expect this to sell as well as these popular texts, we hope that our research and analysis reported here will make a valuable contribution, not only in Britain but more generally around the globe, to the debate within financial, governmental, policing, and public circles about the future utilisation of these significant symbolic inroads into the privacy of individuals.

It is both hard and somewhat invidious to single out individuals from the multitudes who have assisted in our research.  But particular thanks go to our Steering Group of Sue Thornhill (British Bankers' Association), who chaired it, Mark Ballamy (Price Waterhouse), John Drage (Bank of England), DCI Charles Hill (formerly National Criminal Intelligence Service - NCIS), Michael Hyland (Michael Hyland Associates, formerly Midland Bank), and DI Graham Saltmarsh (NCIS); to Ian Wickens (NatWest Bank), Doug Hopton and Bill Morrison (Barclays), and David Trower (Lloyds); to Stephen Bowden (HM Treasury); to former DI Tim Wren and DS Terry Burke (NCIS); to DC Alan Snuggs (for his assistance as liaison officer in trawling through thousands of suspicious transaction reports at NCIS); and to the many officers from Customs & Excise (particularly Ron Harris), and from the City of London, Greater Manchester, Metropolitan, Merseyside, South Wales, South Yorkshire, West Yorkshire police forces, and from the South East Regional Crime Squad, whose insights have informed our analysis.  Finally, we are grateful to the British Bankers' Association, to Price Waterhouse (particularly Mark Ballamy), to Wilde Sapte (Richard Caird and Nicholas Walmsley), and to Dr.Barrie Irving, the Director of the Police Foundation, not only for funding this study but also for their advice and comment at all stages of it.  The chapters which follow represent our independent analysis and interpretation of the impact of suspicious transaction reporting on the investigation of major crime: if they make depressing reading for those looking for signs of a major breakthrough in the "War on Drugs" and other forms of "organised crime", we hope that it is not the messengers who will be blamed.

Professor Michael Levi and Mr. Michael Gold, Cardiff University, July 1994.

Chapter One
Introduction: the political and legislative background to this studytc \l1 "Chapter OneIntroduction: the political and legislative background to this study
The powers of the police and non-police organisations to investigate financial transactions, including money-laundering, have witnessed an extraordinary growth.  Since 1983, the UK has moved from a situation in which customer confidentiality was de facto and, except following the institution of criminal proceedings, de jure sacrosanct to one in which there is criminal liability for bankers who assist in disposing of what they suspect to be the proceeds of drugs trafficking or terrorism; bankers can report with civil impunity transactions that they suspect to be the proceeds of fraud or robbery; and they are regularly in receipt of (a) instructions from the Director of the Serious Fraud Office to disclose information under s.2 of the Criminal Justice Act 1987, and (b) Production Orders made by circuit judges under Schedule 1 of the Police and Criminal Evidence Act 1984 to disclose details of accounts and background papers.  The changing obligations may be usefully distinguished in terms of "pro-active" obligations (to inform the authorities about customer transactions of which criminal investigators and regulators may be ignorant) and "reactive" obligations (to respond to investigative enquiries about persons who are already "known to" the authorities).

What is the consequence of these changes in bankers' responsibilities?  In terms of operational data, we may note that during 1993, the number of pro-active disclosures made by banks to the National Criminal Intelligence Service (hereafter, NCIS) was 12,736 (compared with 11,542 in 1992); and in 1993-1994, 249 s.2 orders - far fewer than in the previous years - were made by the Serious Fraud Office (1994)
 to obtain banking information, while a further 408 such notices were issued to non-banking sources.  The major UK retail clearing banks undertake most of this work, but every financial institution is potentially at risk of prosecution or of receipt of a demand for information, particularly since new legislation came into force on 1 April 1994.  A fuller analysis of this varied legislation up to 1990 is available elsewhere
.  What we wish to focus on in this chapter is the development of the legislation, the Joint Money-Laundering Committee's guidelines, the European initiatives, and the Criminal Justice Act 1993.

But what is meant by money-laundering?  The Oxford English Dictionary (1989) defines it as "to transfer funds of dubious or illegal origin, usually from a foreign country, and then later to recover them from what seem to be "clean" (i.e. legitimate) sources.  The use arose from the Watergate inquiry in the United States in 1973-4."  The realpolitik is that it is a term of opprobrium to describe the movement of money to or from undesirable persons, organisations, or countries.  When the CIA moved money via BCCI, those Americans who knew about it might have called it "facilitating the national interest"; when the Mafia or the Libyans do the same thing, they (and we) call it "money-laundering".  The label may be used contemporaneously, as when a bank under surveillance knowingly launders "drugs money" (e.g. BCCI); but the judgment may also be applied retrospectively, as we can see in the succession of Serious Fraud Office cases such as Barlow Clowes, the Levitt Group, Maxwell, and Polly Peck International.  We note immediately one crucial difference: drugs trafficking proceeds are criminal ipso facto; indeed, under US law they are the property of the government.  However, what are in fact fraudulent transactions are labelled "laundering" only if and when the fraud is discovered and recorded as crime: some of the invoices that rewarded those who lent money unlawfully to purchase Guinness shares during its take-over of Distillers, for example
.  Corporate fraudsters also have the terrific advantage over other types of criminals that they already have corporate structures to utilise for "layering" and "integration" purposes - making suspicion less likely - and that they probably have legitimate financial instruments rather than cash to process through their accounts. (Though large and/or persistent cash withdrawals from company accounts or from professionals' client or office accounts may, and probably should, trigger in the minds of bankers the suspicion that the funds may be being stolen from the company, partners, or clients.)  A further issue - dealt with in greater detail in our analysis of the results of disclosures to NCIS in Chapter Three - is that the term "money-laundering" is so attractive rhetorically that it has been over-extended in practice (and, to minimise loopholes, in law) to include what seems to us little more than the deposit of cash proceeds of crime in a bank or building society.  Although technically, this may be "money-laundering", the behavioural differences between depositing money in a bank and leaving it there, on the one hand, and using inter-company international wire transfers to whizz money through a variety of jurisdictions, on the other, are so great that it is unhelpful to treat them as the same sort of thing
.  

BCCI and money-launderingtc \l2 "BCCI and money-laundering
The best method of both stealing and laundering money is to own a bank.  An illustration of the difficulties in separating out the varied aspects of criminality is the BCCI.  Whether the numbers are accurate or not is irrelevant for present purposes, but the Kerry Report
 quotes one investigator:

"It had 3,000 criminal customers and every one of those 3,000 criminal customers is a page 1 story.  So if you pick up any one of [BCCI's] accounts you could find financing from nuclear weapons, gun running, narcotics dealing, and you will find all manner and means of crime around the world in the records of this bank."

Discounting any over-dramatisation in these comments, so many of BCCI's transactions were - or were alleged to be - fictitious that it is difficult to work out which relate to fraud, which relate to tax evasion, and which relate to other crimes, including drugs trafficking.  But some fraudsters may not find it as difficult as other offenders to reintegrate funds, because they have what appears at the time to be a legitimate title to the money, sanitised by its origin in corporate transactions.  Whether or not laundering is a "problem" depends on what one is seeking to achieve by it.  In the past, fraudsters could hide quite happily in overseas locations where the governments were friendly: the history of Robert Vesco and others connected with the massive investment fraud Investors Overseas Services in the 1960s and 1970s illustrates this perfectly.  There was no risk of asset confiscation.  In that era, subject to the risks of civil judgments enforced internationally through the Hague Convention, the problem was simply to get the funds to one's desired location.  Now that the globe is shrinking, their problem may be not just getting the money overseas but keeping it (and themselves) out of the repatriative clutches of the authorities.  One objective is to create an absolute break in the money chain, if necessary by withdrawing the funds in cash from one institution and depositing them elsewhere.  Some of the manoeuvres connected with the transfer of funds in the Guinness "share support operation" are an example.  It depends on whether the offender wishes to create a chain which is hard to follow and will deter most people, or whether s/he wishes to make following impossible, in which case the purchase of bearer bonds or securities is a relatively simple ploy, if one whose legitimate objectives may be hard to explain to the sceptical, should the need to provide an explanation ever arise.

Depending on the culture of the group with whom they mix, bankers caught up as intermediaries in a scandal may well be concerned about whether they are labelled (in court or in the media) as blameworthy for their role in laundering money.   Commercial consequences here vary enormously.  At one extreme are those bankers who are under investigation for active complicity at least in regulatory breaches, which breaches have led to heavy fines in the US
.  At the other are banks who get bad publicity, even though no criminal charges ensue against them: for example, the role of Goldman Sachs in "laundering" money for Robert Maxwell for what they must have assumed were legitimate business purposes
; and the role of Union Bank of Switzerland (UBS) in Switzerland in allowing the wife of someone later alleged to be a major Colombian drugs trafficker to keep an account there with $150 million in it (Financial Times, 18 April 1994), though the latter account was dormant, as contrasted with Maxwell's active trading.  The image consequences may be independent of whether it was actually reasonable for "the bank" - an anthropomorphic term that may not imply corporate liability under either civil or criminal law - to behave as it did, given what it knew.  Arguably, though an initial cash deposit from Colombia of $50 million to open an account could have simply been "flight capital" derived from lawful economic activity, even in 1979, someone less focused on "doing business" might reasonably have suspected that it was drugs money and - though it is easy to be wise after the event and in a different culture - they might have taken more serious steps than they did to discover how the account-holder came to be wealthy; whereas many of Robert Maxwell's routine - and, for all we can know, since the courts cannot determine the mens rea of those who are deceased, quite legitimate - trading activities through public and private companies were "unorthodox" and labyrinthine.  How far do such negative headlines about assisting international criminals affect the financial institutions and, perhaps separately, the individuals caught up in the scandal?  How many people actually withdraw their accounts from, or do not trade with, bankers who receive negative publicity for their reported complicity in crime?  Perhaps quite few.  But even if there are no criminal or serious regulatory charges for the bankers, and even if their companies do not attributably lose profits as a direct result, individuals in prominent positions in those financial institutions may lose hoped-for promotions or honours, and that is salient to them personally.  Our reference to "banking culture", however, was an important qualification to this model.  In Russia and some other East European states - most of the West Indies having been cleaned up somewhat from "nameplate banking" - banks can be readily purchased for very little money - though few of them have electronic banking access to SWIFT - and such bankers are unlikely to experience the sorts of social conformity pressures described above.

Our basic point is that the difference between "money movement facilities" and "money-laundering" is often a fine one, particularly when viewed from the perspective of the banker who wants to "do the deal" because ultimately, performing services for paying customers is the source of banking profitability.  Traditionally, few bankers (or, for that matter, auditors, company formation agents, or City lawyers) have seen it as their function to help to prevent crime by informing the police on their own initiative about "suspicious behaviour": provided that they did not break the law themselves, or generate serious reputational risk, their task was to serve their customers or clients.  If someone was introduced as "all right" by an existing reputable customer or client, that was all they needed to take the new person or company on, and to transact for them any business that seemed relevant to what they had said about themselves.  They took on trust the probity and legitimacy of the people who were sufficiently part of the milieu of their existing (and presumably reputable) clients to be deemed by the latter worthy of recommendation.  It is easy to overestimate the sea-change in the underlying attitudes of professionals towards the legitimacy of their detail, but the Money-Laundering Regulations were intended to produce a very different approach to the social responsibilities of financial institutions and professionals: from our observations during the spring of 1994, their immediate consequences have been to induce greater fear and caution in dealings, particularly in the areas of customer/client identification and the acceptance of funds.

In introducing the extraordinary legal developments over the past decade, let us first summarise the principal conflict points between bankers and policing institutions.  The latter include the police, the Serious Fraud Office, DTI, and - particularly following the trauma of the Bank of Credit and Commerce International - the Bank of England.  It is possible to imagine a world in which the interests of the police (including non‑police regulators) in maximising intelligence collation and the interests of bankers coincided precisely.  However, this is not the world in which we live.  Why not?  Looked at globally, inhibitors of police‑bank harmony include the following:

1.
Though neither "bankers" nor "police" are homogeneous in their attitudes, some bankers wish on principle to maximise the confidentiality of the affairs of their customers, except under highly restrictive conditions, whereas many police believe that bankers, like citizens generally, have a moral obligation to provide them with any information relevant to the prevention and detection of crime.

2.
The culture and commercial interests of bankers, which may be affected by the different sensitivities produced by different frauds, as well as by the values and expectations of their customers.

3.
Legal rules regarding when information may or must be communicated to the police and to other policing agencies.  (The enactment of such legislation may be influenced by commercial pressures from indigenous financial institutions, or by the desire of the state to compete against other offshore financial centres by offering low registration fees and high transaction secrecy, or by membership of such bodies as the EU and the Financial Action Task Force, which impose obligations on their members to take certain minimum steps to counteract money-laundering.)

4.
Police or Customs confusion over the appropriate lines of communication with "the banks" ‑ a collective noun that obscures differences between banks and internal organisational complexities ‑ which may be affected by training or by its absence.

5.
"People factors".  Conflicts of personality or departmental interests, aggravated by poor training and job insecurity, can generate poor co-operation within and between law enforcement agencies and financial services institutions. 

These issues are worth remembering when we consider the conflicts that underlie the negotiated settlement between the varied financial institutions and branches of government - plus, more recently, overseas governments and international organisations such as the EU and UN - which have produced the current framework for regulating money-laundering.  The commercial and social dynamics involved mean that we are in for a period of perpetual readjustment, as experienced in the United States over the past two decades since the Bank Secrecy Act 1970 (Osofsky, 1993
), as different nations test out the limits of these controls, and seek either to gain a competitive advantage from under-enforcement or to produce a level playing field in practice as well as law.  

Given near-saturation of the illegal drug consumption market in the United States, it is not surprising that there has been a proliferation of importation into Europe as a final drugs destination from both the Far East and Latin America, as producers and dealers see the need for developing hitherto under-exploited affluent markets
.  A parallel development has been the awareness of the traffickers' need to hide vast amounts of cash proceeds and then "convert" them into a form from which they can benefit on a long term basis.  The problem is not merely one of accumulating apparently "legitimate" wealth.  Banknotes are very bulky, and are harder physically to conceal than cocaine/heroin of equivalent value.  As most street sales tend to involve small denomination currency, one could easily fill the entire floor of a large room with bags containing a million pounds total cash in this form.  There is a risk of being caught by law enforcement with this amount of cash, whose source is not readily justifiable: and there is also the need for physical security from rival gangs and/or associates.  Furthermore, as our analysis shows, the funds are not all profit.  Money has to be moved in order to pay for supplies and, indeed, for expenses which can be quite considerable.  Criminals' lifestyles - including holidays, cars, women, narcotics, etc. - are frequently extravagant and can soak up substantial sums in cash.  (Evidence on the extent of money-laundering is reviewed in Chapter Three.)

As a result of the information gained from major anti-trafficking successes, it has become apparent that some "criminal organisations" - a deceptively coherent term - use many sophisticated methods for solving these problems.  There are professionals who may have a business, accountancy or other appropriate background who specialise in dealing with high cash volumes without asking too many questions about the source of funds.  Though they may not be "organisational members" in the strict sense of being horizontally or vertically integrated, large outfits will normally employ their own "money movers" just as they employ their own "in-house" hit squad!  The US Treasury Financial Crimes Enforcement Network (1992: 7-10) observed:

"Cartel financial matters are managed by a number of financial specialists - the cartel accounts, the comisionista, the cambista, and the money-launderer -operating in a series of layers.  Working directly under the individual cartel bosses, the cartel's accountants handle financial matters through a money broker or financial advisor (comisionista).  The comisionista, despite his close association with the cartel, is independent of its control.  He advises the cartel boss on the most effective use of his earnings based on investments, money movements, etc.  Already established in the financial community, the comisionista has several mechanisms available to move money.  Perhaps the most important of these is the foreign money exchange or cambio.  The foreign exchange dealer or cambista may serve more than one comisionista.  His role is important in the cartel related money-laundering operation, as it is he who (1) arranges for money-laundering, (2) provides hard to find dollars to legitimate businesses, and (3) ultimately provides "clean" pesos for other cartel operations.  Usually, the cambista does not launder drug derived proceeds; rather, he arranges for the laundering to take place through another individual or organisation."

However, this illustration is from the outer extreme of professionalism in laundering.  The term "money-laundering" has become one of the buzz phrases of crime in the 1990s, and a "money-launderer" conjures up the image of an extremely sophisticated professional person based in a tax-haven who can instantly generate shell companies, nominee directors, electronic wire transfers, client accounts, back to back loans and all the other almost legendary paraphernalia of the "new criminal".  Indeed, there can be a symbiotic relationship whereby money-changers in countries such as Colombia provide the dollars for international trade finance (from their narcotics income) while transferring the local currency - in this case, pesos - to and from the local businesspeople to the drug cartels for deposit and reinvestment.  At the end of the day, "dirty" street cash disappears and someone ends up with a chain of hotels and casinos along some sunny coastline, or even a portfolio of investments in everything from property and oil, to financial institutions and government stock.  (Some unfortunates end up with some of the large number of unclaimed deposits in BCCI and other "scams" such as Barlow Clowes, which offer "discreet investments" to those wishing to hide their income from the tax authorities as well as proceeds of crime: many secret deposits or investments of this kind have become "money-laundering" only through legal prohibitions on "own funds" laundering.)  

As early as the 1960s, the FBI expressed concern about proliferating criminal ownership of legitimate businesses, and though political events in the 1992-94 tangentopoli scandal in Italy suggest that Camorra and Mafia have been an integral part of the apparatus of government as well as a threat to the public, there has been increasing political will to combat this threat to social control and enterprise
. 

Policing powers in relation to fraudtc \l2 "Policing powers in relation to fraud
Hitherto, there have been no specific powers granted to the police for the financial investigation of suspected fraudsters, in the way that there has been under the Drugs Trafficking Offences Act 1986 or the Prevention of Terrorism (Temporary Provisions) Act 1989 (hereafter, POTA), nor has there been any strong risk for bankers (short of conspiracy to defraud) in cases where their customers have committed fraud but where the banker has not reported their transactions.   Nevertheless, it is important to appreciate just how far the balance of power between police and banks has shifted in the brief period since 1984.  Before that year, the supply of information from banks to the police was conducted on a wholly ad hoc basis, sanctioned by law under the Bankers' Books (Evidence) Act 1879 only following "the institution of criminal proceedings", normally a summons or the laying of charges.  The provisions of the Act remain in force in Jersey today, though Orders in Council now in force in Jersey and Guernsey allow for mutual assistance in cases of "serious or complex fraud" (which can include bodies other than the Serious Fraud Office, but excludes tax fraud).  Now, though there are no statistics on how often Production Orders are obtained under Schedule 1 of the Police and Criminal Evidence Act 1984, they are a regular feature of many enquiries into serious crime and will become increasingly popular as the police extend their interest in the financial background of organised crime other than fraud: see the introductory chapter by Levi in Hewson (1993)
.

In a reactive context, there is no doubt that the inquisitorial regime has been allowed to prosper in fraud investigations to a far greater extent than would be allowable for drugs trafficking.  The social justification for this is puzzling, but it presumably arises because the explanations of suspects and witnesses are viewed as essential and as a reciprocal obligation for the right to trade at the expense of investors and creditors.  The documentary search powers and disclosure requirements have been more powerful in drugs and terrorism, but the powers to require answers to questions are greater for frauds, or at least the few dealt with by the Serious Fraud Office.  In recent years, the courts have consistently held that there is no right to silence or privilege against self-incrimination in white-collar cases under statutory provisions: see Levi (1993)
.  

Investigation powers of the police in relation to money-laundering tc \l2 "Investigation powers of the police in relation to money-laundering               

As we shall see in Chapter Three, the number of cases where fraud is specifically suspected and which lead to "voluntary disclosures" under the Criminal Justice Act 1988 is modest.  But this may be an underestimate because bankers may unconsciously feel happier suspecting and reporting "drugs trafficking" than "fraud", and because it is inherently difficult for financial institutions to tell precisely what sort of dirty money it is, if indeed it is dirty money at all.

Shady business operations may be involved in drugs or in terrorism, rather than fraud.  The legal regime has always had politically understandable variations in reporting regulations: the subjective test of knowledge required for conviction of bankers under the Drugs Trafficking Offences Act 1986 was added to in the Prevention of Terrorism (Temporary Provisions) Act by the objective "had no reasonable cause to suspect".  If there were any prosecutions of such "launderers" under these provisions of the Prevention of Terrorism legislation, the defence would have to prove to the jury's satisfaction that they neither suspected nor had reasonable cause to suspect that the funds were the proceeds of terrorism
.  The risk for bankers here is that at the time they handled the funds, they might not have considered the transactions suspicious, whereas in retrospect, perhaps they should have thought more about them.  There are also problems about what to do if one subsequently learns to suspect former customers: the safe policy is for the banker to disclose to NCIS even where the account has been closed.  Drugs funds may be expected to be laundered more evenly throughout the country than terrorist funds, but the objective reasonableness test clearly placed greater burdens on bank staff who could no longer plead the "thoughtless idiot" line of defence.

Prior to the introduction of the Money-Laundering Regulations on 1 April 1994, there was no general legal obligation on the part of a financial institution in the UK to satisfy itself as to the identity of its customers.  Before the first set of Guidance Notes in 1990, there were no consistent checks on simple deposit account‑holders: banks were pleased to have the custom of persons who presented no financial risk to them.  One of us conducted an experimental survey of several building societies in 1989, which revealed that all they required was some item of identification with the researcher's signature on it.  Whether they would have checked further after opening the account remains open, but by then, the funds could have travelled on.  This relative laxity ‑ which has now changed due to the effects of video and training programmes for building society staff ‑ encouraged some traffickers to use building society rather than bank accounts.  However, as we shall argue later, the type of business done by building societies means that - except for obtaining a cheque drawn on a society, which may be viewed as non-suspicious because it could be proceeds of housing transactions - they are unlikely to be used for sophisticated laundering, particularly by companies.

The deterrent implications of identification requirements are probably overstated: there is a flourishing black market in forged and stolen, and in fraudulently obtained passports, and documentary fraud in relation to fiduciary instruments also has been a recent growth area for professional criminals
.  The ease with which provisional driving licences and even full licences can be obtained in false names, without photographs, is a great comfort to money-launderers and fraudsters alike.  Though there may be an impact on the opportunist, casual cheque thief and the user of stolen or burgled cheques and credit cards ‑ important categories in themselves ‑ the need to obtain false identification will not deter the serious fraudster, though it will impose extra costs and inconvenience, and will help any subsequent jury realise that there were criminal motives right from the start.

Wherever legislation creates the risk of prosecution for assisting in disposing of the proceeds of crime without a consent to deal, this opens up not only the "legal duty" but also possibly the "interests of the bank" grounds for relief from civil liability for breach of confidence: see, generally, Tournier v. National Provincial and Union Bank of England {1924} 1 KB 461.  Normally, the "interests of the bank" notion is applied to the bank's ability to drop confidentiality when it is a party to legal proceedings.  But the notion could be widened.  There is no hard evidence on the extent to which publicity for under‑reporting per se ‑ rather than fear of bank insolvency or intensified police/revenue interest in clientele ‑ will lead basically legitimate clients to desert the bank.  But since it presumably is not in the interests of the bank to have its employees jailed and to receive bad publicity for assisting money‑laundering, this can open up considerably the opportunities for disclosure.  However, even this does not lead necessarily to a high disclosure policy, for in a competitive market for funds, ready disclosure of information may harm the interests of the bank also.  In any event, the Criminal Justice Act 1993 makes it clear that there is no direct civil liability (including defamation liability) for good faith disclosures of any suspicion of "serious crime".

Whatever the formal contract between banker and client may say, few clients are likely to appreciate the extent of the risk that their account details will be passed on to this multiplicity of government bodies.  Even legitimate clients who suspect that account details may be passed on to the police or to a government department ‑ and thence, who knows? ‑ may choose to bank elsewhere, within the jurisdiction or outside it: hence the importance of a global level playing field in practice as well as in law or rule.  Furthermore, banks (or parts of banks) that knowingly launder money will not avail themselves of disclosure opportunities, except perhaps as part of a subtle strategy to legitimate themselves in the eyes of the authorities.  (There were no reports by BCCI until after its closure, when liquidators Touche Ross flooded NCIS with disclosures.)  Nevertheless, legislation imposes potentially serious consequences not only of imprisonment but also of asset confiscation for those bankers who know or suspect that the money is the proceeds of drug trafficking, or who know or have reasonable cause "objectively" to suspect that the funds are terrorist moneys.  To date, there have been no corporate convictions in the UK for what one might describe loosely as "money-laundering offences", and the issue of corporate liability to confiscation has not yet arisen, as it has done in the US: see Levi and Osofsky (forthcoming)
.

Money-Laundering Regulation in Europetc \l2 "Money-Laundering Regulation in Europe
The Guidance Notes for banks and building societies in 1990 (substantially revised in 1993) required proof of identification for the opening of corporate, as well as personal, accounts, and noted (p.12) that in the case of transactions undertaken for non‑account holders of that institution, "special care and vigilance is required ... Identification documents should be treated as part of the transaction records and should be retained and retrievable."  Nevertheless, and despite the changes in 1993, it is arguable that reporting requirements in UK legislation seem best geared to persons opening up individual accounts and putting large wedges of money into them in cash: inter‑company and particularly international banking transfers by electronic means are much harder to regulate, except where there is prior suspicion and surveillance by the authorities.  Despite wide circulation of the provisions of the Drugs Trafficking Offences Act 1986, warning circulars from banking and building society regulators about the dangers of money‑laundering, and the Guidance Notes (1990, 1993) for banks and building societies, the "know your customer" rules for investment advisers under the Financial Services Act 1986 cue stockbrokers and merchant bankers, as well as clearing bankers, far more into the sophistication and financial means of their clients than into the origins of their (personal or corporate) money.  To this extent, one may argue that the draconian legislation has had more symbolic than practical value against major crime syndicates, if such syndicates exist at all in the UK.

The legal framework and enforcement policy can affect the level of awareness: sources agree that the prosecution in 1985 of the Bank of Boston and others for failing to make full currency transaction reports probably increased the general perception of the importance of these reports among bankers at all levels.  Where expectations of detection and heavy fines by regulators are high - as they are in the US - compliance levels will normally be high among profitable long term institutions.  However, where banks or their local employees are greedy or where, as in the US Crocker Bank case and many US savings and loan institutions during the 1980s, as well as BCCI, they (personally or institutionally) are under serious financial pressure, the temptation to cover up cash transactions will remain.  (After all, like marginal businesses who trade whilst insolvent and/or "fence" stolen goods in times of recession, the people and/or corporations do not expect to be there long enough to meet their criminal justice fate, or are willing to trade current benefit - which can be simply the postponement of unemployment or insolvency - against the relatively remote risks of future penal pain.)  That is why general regulation of the stability of financial institutions cannot be separated fully from checks on their probity, whether for fraud or money‑laundering purposes.

The Council of Europe Convention on laundering, search, seizure and confiscation of the proceeds from crimetc \l3 "The Council of Europe Convention on laundering, search, seizure and confiscation of the proceeds from crime
In 1990, the Council of Europe produced a Convention, ratified (as of June 1994) by the Bulgaria, Finland, Italy, Netherlands, Switzerland, and the UK; and signed by Australia, Austria, Belgium, Cyprus, Denmark, France, Germany, Greece, Iceland, Lithuania, Luxembourg, Norway, Portugal, Slovenia, Spain, and Sweden, in relation to laundering, seizure, and confiscation of the proceeds from crime.  Swiss ratification has already proven to be extremely beneficial to the massive investigations during 1993 into bribery of Italian politicians and judges.  

Article 6 states:

"1. Each party shall adopt such legislative and other measures as may be necessary to establish as offences under its domestic law, when committed intentionally:

a. the conversion or transfer of property, knowing that such property is proceeds, for the purpose of concealing or disguising the illicit origin of the property or of assisting any person who is involved in the commission of the predicate offence to evade the legal consequences of his actions;


b. the concealment or disguise of the true nature, source, location, disposition, movement, rights with respect to, or ownership of, property, knowing that such property is proceeds;


and, subject to its constitutional principles and the basic concepts of its legal system:


c.  the acquisition, possession or use of property, knowing, at the time of receipt, that such property was proceeds;


d. participation in, association or conspiracy to commit, attempts to commit and aiding, abetting, facilitating and counselling the commission of any of the offences established in accordance with this Article."

As in the UN Convention, Article 6(2)(c) provides that: 

"knowledge, intent or purpose required as an element of an offence set forth in that paragraph may be inferred from objective, factual circumstances", though note that it is the permissive "may", not the obligatory "shall".  Section 2 (a) also commends consideration of criminalisation where the offender "ought to have assumed that the property was proceeds".

Article 4 of the Convention provides that:

"Each Party shall adopt such legislative ... to empower its courts ... to order that bank, financial or commercial records be made available or be seized in order to carry out [investigations, searches, seizures, and confiscation].  A Party shall not decline to act under the provisions of this article on the grounds of bank secrecy."

So bank secrecy should not, at national level, present an obstacle to the carrying out of investigations, provisional measures and forfeitures in relation to the proceeds of crime.

Much of the Convention is concerned with international co‑operation, which is to be refused only under exceptional circumstances set out in Article 18.  One important part of that Article is s.7, which states that:

"A Party shall not invoke bank secrecy as a ground to refuse any co‑operation under this Chapter.  Where its domestic law so requires, a Party may require that a request for co‑operation which would involve the lifting of bank secrecy be authorised by either a judge or another judicial authority, including public prosecutors, any of these authorities acting in relation to criminal offences."

In relation to the freezing and seizure of assets, Article 13 (1) states:

"At the request of another Party which has instituted criminal proceedings or proceedings for the purpose of confiscation, a Party shall take the necessary provisional measures, such as freezing or seizing, to prevent any dealing in, transfer or disposal of property which, at a later stage, may be the subject of a request for confiscation or which might be such as to satisfy the request."

So ‑ if the domestic law of the requested country so requires ‑ international freezing cannot take place without some formal criminal justice procedure, an issue which currently arouses police complaints in the UK, since prosecutors, not themselves, have a monopoly on freezing applications, and all such applications have to take part in the High Court in London.  Third party rights are protected by the provisions of Article 22: ss 2(a) states that recognition may be refused if third parties "did not have adequate opportunity to assert their rights".  However, it is unstated whether the adequacy of the opportunity will be viewed substantively or formally, though criteria are developed in the Explanatory Report on the Convention.

In the light of complaints that some countries tend to dismiss mutual assistance requests for dubious reasons (including reasons of corruption), it is interesting that Article 12 (2) states that:

"Before lifting any provisional measure taken pursuant to the Article, the requested Party shall, wherever possible, give the requesting Party an opportunity to present its reasons in favour of continuing the measure."

Likewise, Article 30 requires requested parties to "give reasons for any decision to refuse, postpone, or make conditional any co‑operation".  Again, responding to twentieth century communications and the necessity for speedy action, Article 23 (2) allows judicial authorities, including public prosecutors, in cases of urgency to communicate directly ‑ including by fax ‑ instead of through a central authority.  Likewise, requests or communications may be made through Interpol (s.3).  Requests for information that do not involve coercive action can be transmitted direct, eliminating potential inter‑police communication obstacles (ss.5) in the electronic age, though not resolving problems about how resources are to be allocated by agencies in receipt of requests for assistance.

The European Community Directive on Money-Launderingtc \l3 "The European Community Directive on Money-Laundering
Criminal law matters are normally an issue reserved to member governments individually: they are not within the legal competence of the Community (now, Union) as a whole.  However, in the interests of developing a single European market in financial matters, the UK and other EU countries have agreed to treat attempts to combat money‑laundering as being within the competence of the Community.  The preamble to the Council Directive on Prevention of the Use of the Financial System for the Purpose of Money-Laundering of 31 May 1991 seeks to justify this competence by noting, inter alia, that

"when credit and financial institutions are used to launder proceeds from criminal activities ... the soundness and stability of the institution concerned and confidence in the financial system as a whole could be seriously jeopardized, thereby losing the trust of the public."

Member States of the EU can no longer refuse a licence to a bank which has been given a licence in another Member State.  The costs of financial supervision in the money‑laundering arena are very high and if some countries act vigorously while others do not, this will distort competition between the Member States.  

Fervent supporters of "subsidiarity" and even moderates might regard this involvement in regulating money‑laundering with (justifiable) suspicion as the "thin end of the wedge" for European Union interference in domestic criminal justice issues, insofar as much "significant" crime for gain involves the use of financial institutions at some stage.  However, given the problems that arose for Banco Ambrosiano and for the Bank of Credit and Commerce International as a result of their involvement in money‑laundering internationally, there is a plausible case here in relation to capital adequacy (and the consequences of large fines for money‑laundering), even if there is no evidence that depositors or shareholders are likely to be disturbed or directly harmed if the major banks do take deposits from or do other business with international criminals.  One should, in other words, distinguish between those laundering activities that imperil soundness and stability of the bank itself, e.g. non‑arms length loans to fraudsters, and those that are in some sense immoral but not unsound from a banking viewpoint.  (Though, depending on their competence and integrity with the bank's funds, the imprisonment of bank directors would normally count as "unsound business"!  Obviously, if the unlawful capital were materially large and prone to flight, prudential concerns would be high even to the morally tolerant.  But if all that was wanted was some sort of money market transfer in exchange for a fee, the capital adequacy implications would be non-material.)

Potentially, the ambit of money‑laundering rules is very wide: Article 1 of the (then) European Community (EC) Directive of 31 May 1991 defines it ‑ if "define" is the appropriate word ‑ as follows:

"the following conduct when committed intentionally [italics not in original]:

the conversion or transfer of property, knowing that such property is derived from criminal activity or from an act of participation in such activity, for the purpose of concealing or disguising the illicit origin of the property or of assisting any person who is involved in the commission of such activity to evade the legal consequences of his action;

the concealment or disguise of the true nature, source, location, disposition, movement, rights with respect to, or ownership of property, knowing that such property is derived from criminal activity or from an act of participation in such activity;

the acquisition, possession, or use of property, knowing, at the time of receipt, that such property was derived from criminal activity or from an act of participation in such activity.

participation in, association to commit, attempts to commit and aiding, abetting, facilitating, and counselling the commission of any of the actions mentioned in the foregoing paragraphs.


Knowledge, intent or purpose required as an element of the abovementioned activities, may be inferred from objective factual circumstances.


Money-laundering shall be regarded as such even where the activities which generated the property to be laundered were perpetrated in the territory of another Member State or in that of a third country."

The Directive applies to branches of third country institutions that are established in the EU, so no credit or financial institution is immune.

Except insofar as it will always include the proceeds of drug trafficking, the EU-wide definition of what criminal activities are to be covered by the Directive remains unresolved, with some countries currently wishing to restrict it to drug trafficking and others to any other offences regarded as serious by the Member States.  The text of the earlier proposed Council Directive of 30 November 1990 stated that the Directive would apply to "serious crime", meaning "a crime specified in Article 3, paragraph 1 (a) and (c) of the United Nations convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances adopted the 19th December 1988 in Vienna, terrorism and any other serious criminal offence (including in particular organised crime), connected or not with drugs, as defined by the Member States."  In short, it went for a rather broad and loose definition of "serious crime", though one no less vague than in s.116 of the Police and Criminal Evidence Act 1984.  However, by December 17 1990 and in subsequent drafts, the reference to "serious crime" had been deleted and was replaced by "criminal activity", defined as "a crime specified in Article 3(1)(a) of the Vienna Convention and any other criminal activity designated as such for the purposes of this Directive by each Member State."  There are to be further discussions concerning whether or not to extend the mandatory coverage of the Directive to crimes other than drug offences: the prospect of including tax evasion arouses particularly heated concerns, as the conflictual pressures mount between the fiscal crises of many European (and non-European) states
, on the one hand, and the desire to maximise financial services turnover and not to discourage "enterprise", on the other.  However, the trend - strongly encouraged by the Financial Action Task Force - is to move towards all-crime laundering legislation, with the possible exception of tax, though this sometimes raises problems where individual countries do not have cognate substantive criminal offences (tax evasion being an example).

There is a certain irony in what is plainly a political compromise between Member States, insofar as the Directive will apply mandatorily to the proceeds of drug trafficking but not to the proceeds of fraud against the European Union.  The latter is surely more central to Union concerns than is the former.  In practice, whether or not specifically provided for by law, mechanisms that detect or prevent drugs money‑laundering are likely to affect fraud (including EU fraud) money‑laundering.  (Though this does not mean that these different predicate crimes will be dealt with in the same way once detected by financial institutions or, for that matter, once detected by the authorities.)

The Criminal Justice Act 1993 and its Aftermathtc \l2 "The Criminal Justice Act 1993 and its Aftermath
The Criminal Justice Act 1993, one of whose objectives was to implement the EC Directive, makes it a crime for financial institutions to fail to report matters that they "know or suspect" constitute drugs money-laundering, though how this can be proven remains unclear.  It is not an offence to fail to report suspicions of other crimes, such as fraud, so theoretically, it could constitute a defence to argue that the banker suspected tax evasion but thought that the trafficker was "not a druggie type".  (Provided that the state of knowledge and assistance was not such as to constitute conspiring with the account-holder to commit crime, including assisting in the disposal of the proceeds of "serious criminal conduct".  As noted earlier, this differential crime-based liability also constitutes a significant problem in relation to terrorist finance, for the prosecution must prove the linkage of the funds to terrorist activity.) 

S 29 amends s.93 of the Criminal Justice Act 1988 to criminalise those who enter into or are otherwise concerned in an arrangement whereby the retention or control of another's proceeds of crime are facilitated "knowing or suspecting that A is a person who is or has been engaged in criminal conduct or has benefited from criminal conduct."  This s.93A now includes drug trafficking offences, terrorist activity, "major" thefts and frauds, robbery, forgery and counterfeiting, blackmail, and extortion.  It lifts any civil or regulatory liability for those who disclose "to a constable", and gives defences (ss.4) to prove, inter alia, "that he did not know or suspect that the arrangement related to any person's proceeds of criminal conduct" or that if he did know or suspect, he intended to disclose, but there is reasonable excuse for his failure to do so.

Importantly, given the problem of who within the chain of corporate command is responsible, ss.5 provides that employees are expected to disclose "in accordance with the procedure established by his employer" for reporting.  The Money-Laundering Regulations 1993 require institutions to appoint "an appropriate person" to be responsible for compliance with the legislation.

Similar provisions arise in s.30, which relates to the acquisition, possession, or use of the proceeds of criminal conduct.  This establishes a defence that the person acquiring the property gave not significantly less than the value of it.

S.31 (s.93C of the Criminal Justice Act 1988 as amended) criminalises anyone who 

(1)
(a)
conceals or disguises any property which is, or in whole or in part directly or indirectly represents, his proceeds of criminal conduct; or

(b)
converts or transfers that property or removes it from the jurisdiction

for the purposes of avoiding prosecution ... or the making or enforcement in his case of a confiscation order."

Likewise with those who perform such acts on behalf of another "knowing or having reasonable grounds to suspect" that part or all of the property is the proceeds of crime.  It will have to be proven that the proceeds are the proceeds of crime, but the objective test applied here may catch professionals (including company formation agents) who agree to assist in transferring moneys to offshore locations with banking secrecy.  Viewed together with the client/customer identification requirements in the Regulations (discussed below), the ambit of the law is significantly enhanced, at least in theory.  Whether prosecutors will feel confident enough to prosecute the less obvious cases (applying the Code for Crown Prosecutors' "reasonable prospect of conviction" rule), and whether, in any event, such professionals will be deterred by the expected probability and consequences of exposure and conviction, may depend upon their general economic circumstances and their greed (or blackmail/intimidation by the "primary offenders").  

S.32 of the Act deals with "tipping off", and is applicable to anyone - and bankers are prime persons here - who "knowing or suspecting" that a constable "is acting, or is proposing to act, in connection with an investigation which is being, or is about to be, conducted into money-laundering" or that a disclosure has been made to a constable, 

"discloses to any other person information or any other matter which is likely to prejudice the investigation, or proposed investigation, mentioned ... or any investigation which might be conducted following the disclosure ..." [italics not in original]

The above sub-section is important because (presumably subject to the "likely to prejudice the investigation" test - and how likely does this have to be?) it covers any disclosure - the great majority - that is realistically not likely to be acted upon, and therefore any "leaks" back to customers who have been reported and not followed up might be offences.  The Criminal Justice Act 1993 applies to extra-territorial acts (in keeping with the jurisdictional extensions in other parts of the Act).   

The Money-Laundering Regulations 1993 require all banks, building societies, credit institutions, authorised investment businesses (including solicitors and accountants conducting investment business), life insurance businesses, and other undertakings carrying out financial activities listed in the annex to the Banking Co-ordination (Second Council Directive) Regulations 1992 to establish and maintain policies, procedures, and training programmes to guard against their businesses being used for the purpose of money-laundering.  Irrespective of whether or not money-laundering has actually taken place, failure to comply with the requirements of the Regulations is punishable by up to two years imprisonment, a fine, or both.  This is a highly significant development, because it attacks what one might term "the structuring of ignorance" by institutions that in the past could rely on disclaiming "guilty knowledge": although the naïve (or purportedly naïve) may still escape unscathed from the subjective criteria for full criminality - they suspected nothing! - they may be caught for failing to have proper systems in place.  (Or this may be the pretext or "tripwire charge" for what is truly suspected complicity.)  In theory, the system of "auditing" account-opening and funds transfers should catch many acts previously unremarked upon.  

Bosworth-Davies and Saltmarsh (1994)
 present what to many may be an alarming portrait of the ambit of law in every sphere of criminal conduct that the Criminal Justice Act 1993 covers, observing inter alia, that (p.129) proceeds of crime "could even extend to the success bonuses paid to the directors of an investment bank or public company who indulged in a dishonest act of market manipulation or in a dishonest share support scheme in order to facilitate the success of a contested take-over or to minimize the underwriter's take-up requirement of an unsuccessful share flotation".  Similarly, they argue that since "churning" of clients' funds is theft, those professionals who assist in re-investing the commission from such "churning" commit an offence under what is now s.93A of the Criminal Justice Act 1988.  This may be correct technically, but the primary offences would have to be proven and there would have had to be some suspicion by bankers that the funds were the proceeds of crime.  In our view, this problem of proof would apply, for example, to the laundering of hundreds of millions of pounds in stolen certificates of deposit, such as those taken in the City of London in 1992.  Consequently, the proof both that the offence was committed and that those transferring the funds knew or suspected that they were the proceeds of crime, is far from easy.  Moreover, it seems implausible to us that the discretion to prosecute would be exercised harshly in this way: there is no historical precedent for aggressive enforcement of such conduct, unless it is part of a pattern of cases which suggests either active criminal conspiracy or highly negligent non-regulation of staff activities.  Nevertheless, many may feel that civil liberties should not rest upon the assumption that a benevolent state will choose, now and in the future, not to exercise its powers.

The scope of predicate offences which must, if suspected, give rise to reportingtc \l2 "The scope of predicate offences which must, if suspected, give rise to reporting
The current three-tiered system for reporting which differentiates between terrorist offences, drug trafficking, and other offences covered by what is now s.93A of the Criminal Justice Act 1988 fails to reflect the reality that the vast majority of suspicion-based reporting since the coming into force of the Drugs Trafficking Offences Act 1986 has not been based upon any knowledge or suspicion of any particular predicate offence.  

As a matter of bureaucratic politics, the more substantial the changes made to the laundering regulations, the more publicity and therefore the more (a) possible general deterrence and (b) suspicious transaction reporting they will generate.  (An increase in reporting would have to be accompanied by extra investigative resources to be anything more than symbolic, as we shall see.)  However though the developments suggested by the Directive and its legislative implementation have been broadly welcomed by the retail banks - being already the "best practice" in the mainstream financial sector - questions remain about their net effect on laundering, given the existence of a substantial underground banking "sector" and the sort of moral neutrality evinced by those who participated in the "movement" of moneys for Robert Maxwell.  Under the new legislation, would those banks that acted for Maxwell (or any other major corporate player subsequently accused of fraud) have been expected to look more closely at the beneficial ownership of the payees?  And what would their liabilities have been if they had failed to do so?  (A report to NCIS might increase banker's civil liabilities for constructive trust to "fraud victims", since such a report - if discovered by the plaintiff -might serve to indicate knowledge which ought to have put the banker on notice that the plaintiff's interests were being put at risk.  On the other hand, an internal memorandum raising a suspicion might have such a civil side-effect irrespective of whether or not the Money-Laundering Reporting Officer made a report to NCIS subsequently.  It may become a matter for the courts whether such relevant evidence becomes admissible in a civil action undertaken by a corporate plaintiff.)

Whether the banks should be expected to play the role of global Business Watchmen, particularly over fraud, is a moral principle that is debatable, but as the history of fraud trials in the 1990s such as Blue Arrow illustrates, the determination of whether bankers actually did suspect transactions but turned a blind eye to them will always be difficult to prove in a criminal context (Levi, 1993).  (The Council of Europe Convention, 1990, relates to all kinds of offences, but provides for a possibility of reservation against particular types of crime: the inclusion of non-drug crimes in money-laundering provisions is now the global trend.)

The impact of legislation on professionals' responsibilitiestc \l2 "The impact of legislation on professionals' responsibilities
The primary focus of our empirical study has been on financial institutions.  However, it must be emphasised that legislation has had a growing relevance also to accountants and solicitors, whose importance as knowing or unwitting intermediaries in money-laundering and in fraudulent schemes is often stressed by police: using professionals helps to legitimate the firm or person's activities and, in the case of client accounts, to screen them more effectively in practice from scrutiny by bankers and by the police.  As part of their effort to communicate to all solicitors that the legislation applies to them, the Law Society's Guidance Notes emphasise (para 3.2) that "It is important for solicitors to recognise that the substantive law applies to solicitors in their business capacity and not simply to those who are conducting investment business under the Financial Services Act 1986".  They focus upon the penalties for assisting in obtaining, concealing, retaining and investing funds known or suspected to be the proceeds of crime, and for tipping off; on the jail sentence for failure to report suspicion (and the release from the obligations of confidentiality), and observe (para 3.3) that "partners and employees of solicitors who are engaged in investment business and who follow the internal reporting procedures laid down by the firm will be taken to have reported knowledge or suspicion by following the internal reporting procedures".  The Notes also remind solicitors that "where a client or a third party through a client is using the solicitor with a view to furthering any criminal purpose, the legal professional privilege will not cover that solicitor-client relationship".  

The Guidance Notes (para 6.3) explain the Money-Laundering Regulation, observing: 

"Where a client who is effecting a one-off transaction is introduced to the firm by a financial institution or other business from within the EU which is itself subject to the EC Money-Laundering Directive, or by a regulated institution from a country with equivalent legislation ... the firm need not verify identity even if the transaction is for 15,000 ECU or more, provided the introducer has provided the name of the client, and given the firm a written assurance that evidence of identity has been taken and recorded.  It is important to note that this concession applies only to one-off transactions and not to clients forming a business relationship with the firm, and only where no suspicion is aroused."

As regards the money-laundering reporting officer, the person "should be of a seniority and position of responsibility sufficient to enable him/her to have access to all the firm's client files and business information."  Because of the extra burdens of training for those handling investment business (para 7.3): 

"Fee earners dealing with trust, probate, property and company formation matters are likely to handle from time to time investment business.  It may be prudent to consider training for clerical, secretarial and administrative staff who assist these fee earners.  Additionally, firms may wish to extend training to members of their accounts departments who may handle some of the documentation and financial records arising from investment business, and monitor the source of funds."

The Guidance (para 8) also stresses the importance of third party identification and that: 

"[f]irms' procedures should make it clear that where such evidence of identity is not obtained the business relationship or one-off transaction in question will not proceed any further. ... It is appreciated that some clients may object to a request by a solicitor for evidence of identity.  It is recommended that clients be told in the initial interview or client care letter of the reason for the request for such information."

Significantly, given the importance of the corporate form to concealment of funds, identification is not required where the firm or partner is known already or is a member of a recognised (securities) exchange.  Otherwise (para 8.6): 

"the firm should consider obtaining a copy of the latest report and accounts, or a copy of the certificate of incorporation/certificate of trade or equivalent.  Steps may need to be taken to verify the identity of one or more of the director/partners in line with the steps taken to verify the identity of personal customers."

Finally, where the police or Customs & Excise are conducting an investigation into money-laundering, solicitors are reminded (para 10.2) that they are contractually bound not to disclose information voluntarily (i.e. without a court order) except "where the solicitor has strong prima facie evidence that he/she was used for a fraudulent or criminal purpose by the client.  It will be rare for a solicitor to have that kind of evidence without he or she having suspected the client or a third party of using the client for money-laundering purposes."  (The implication is that the solicitor in such a case should probably have reported the client already for suspected money-laundering.)  

The Institute of Chartered Accountants in England and Wales is another professional body whose members are in a position to facilitate money-laundering.  We will examine only special points here.  The Handbook Statement observes (para 29) that where an accountant is replacing an existing accountant, communication with the existing accountant "will provide high quality evidence of the client's integrity and identity".  It goes on, in a rather general way (para 30):

"Informal evidence, such as an introduction from a trusted member of staff or existing client, may be taken into account in establishing whether proof of identity has been adequately achieved, but should not necessarily be regarded as conclusive.  In cases where a less close relationship is envisaged, or where unusual transactions have taken place, the accountant should have more specific proof of identity."

The accompanying technical release asserts that Chartered Accountants "are well able to form their own judgments on the necessary procedures and appropriate actions to be taken in order to comply with the Regulations and other applicable provisions.  This Technical Release is therefore intended to be advisory only with no mandatory effect."  Steering a difficult course between (a) unchallengeable but unhelpful appeals to common sense and (b) detailed but perhaps "impractical" guidelines, the Institute takes a pragmatic and far from mechanistic approach to verification, observing (para 3.3-6):

"Where a trusted employee or respected client of long standing introduces an applicant for business, a firm may take the view that no further verification of identity should be required so long as the introducer confirms in writing the identity of the prospective client.  Where these procedures do not provide evidence of sufficient quality to satisfy the engagement partner that the identity of the prospective client has been adequately verified, additional procedures will be necessary.  There is obviously a wide range of documents that prospective clients might produce as evidence of their identity.  It is for each firm to decide the appropriateness of such documents in the light of other procedures adopted."

To guard against forged copies, accountants are asked to "request sight of the originals" of documents such as utility bills and bank statements.  For non-UK residents (para 3.9), "where verification of identity cannot be obtained through UK sources, a passport or national identity card should be sought.  As with other methods of identification, this may not be conclusive, and should be supported by other evidence where possible."  On client servicing by post (3.10-11), such "arrangements should normally be avoided, particularly when initiating a client relationship.  Where offering tax or investment advisory services on a correspondence only basis, accountants should guard against the possibility of their services being extended to give an opportunity for money-laundering."  Where transactions involving large sums of cash or overseas banks or investment accounts are undertaken for occasional clients, positive proof of identity should be requested (3.17).

On corporate clients, the notes observe (3.14) that "standards of control vary between different countries and attention should be paid to the place of origin of the documents and the background against which they are produced."  In trust or nominee accounts, all major parties should be identified (para 3.15) and:

"the trustee and settlor should be identified, and the constituents of the classes of beneficiaries understood, and if necessary actively identified.  Where money is received by a trust it is important to ensure that the source of the receipt is properly identified, the nature of the transaction understood, payments are made only in accordance with the terms of the trust and are properly authorised in writing."

Where an accountant is unwilling to perform services requested because of doubts about the client, (para 3.19):

"Accountants must base their decisions on normal commercial criteria and personal considerations.  However, copies of any relevant identification documents should be sought and applications for services by suspected money-launderers or other perpetrators of serious crime reported."

Firms are encouraged to keep records including, inter alia, the origin of the funds paid by the client to the firm (including, in the case of cheques, sort code account number and name); the form and destination of payment made by the firm to the client; and whether the investments were held in safe custody by the firm or sent to the client or to his order, and if so to what name and address.

It is clear from these summaries that in the course of pressure on them to "do their bit" in the battle against money-laundering, solicitors' and accountants' normal housekeeping are to be tightened up considerably, and that they must also anticipate the extension of such provisions to other areas in which money or securities are handled, for example - in the case of solicitors - conveyancing.  The time and cost implications of these provisions are considerable, as the "compliance culture" has to be established in areas of legal and accountancy professional practice which formerly saw themselves as entrepreneurial.  Whether, in practice, outside the conduct of investment business, the regulations will be held to be sufficiently specific to "nail" a professional who wishes to sail close to the wind or who is more confident than accurate about his/her abilities to "spot a bad client" remains open to doubt.  This is part of the general, ineradicable tension between the enterprise culture, on the one hand, and the crime control or compliance culture, on the other.

Conclusionstc \l2 "Conclusions
Substantial legal changes are taking place in Europe and elsewhere in the field of measures to prevent money-laundering, to record consistently and to keep for five years information about clients and customers, and to facilitate international mutual assistance in relation to money‑laundering and the freezing and seizing of assets.  The moral and political pressure is so great that it is hard for countries to resist agreement, even if they are outside the European Union and therefore are not bound by the specific provisions of the European Directive (particularly if they are FATF members or wish to become members).  How the formal rules work out in practice is another question ‑ e.g. what counts as prompt response to an international request for information? ‑ but the requirement to explain does constrain previously laggard nations.  It should be noted, however, that if a regulatory "level playing field" is to exist at a substantive rather than at a merely formal, symbolic level, more attention will have to be given by regulators to compliance with the rules if competitive under‑enforcement or simple lack of motivation is not to undermine the effect of these developing rules and to reward those whose compliance is lowest, as at least some launderers route their transactions there.  The need for such an equalising and monitoring role is the rationale given by the European Commission and the Financial Action Task Force for their intervention in money‑laundering.   

The chapters which follow will analyse what the effects of the regime of regulating money-laundering to date are.  The new legislation has brought a dramatically increased awareness of transaction risk among financial institutions and professionals - at least in the immediate aftermath of the legislation - but far less change among the policing institutions to whom "suspicious transactions" are reported.  Every study is subject to the charge that its subject matter has already begun to change.  Nevertheless, to the extent that - as has been claimed by official sources - the new system introduced by the Criminal Justice Act 1993 and the Money-Laundering Regulations 1993 mainly formalises existing practices, unless there are major changes in policing and Customs investigative approaches and resources, our findings should give readers a sound guide to what is likely to happen in the future also. 

Chapter Two

Law Enforcement and Financial Institution Perspectives on the Disclosure Systemtc \l1 "Chapter TwoLaw Enforcement and Financial Institution Perspectives on the Disclosure System
Historically, good banking practice in relation to the dichotomy between customer confidentiality and the wider public good developed very gradually until the enactment of the Drugs Trafficking Offences Act 1986.  Between then and the enactment of the Criminal Justice Act 1993, the legislative stick has grown significantly, and financial institutions and their professional advisers have found it difficult to appreciate what their responsibilities are.  The very fact that, with the arguable exception of BCCI - though even there, the criminal charges had more to do with fraud than with laundering - there has been almost negligible application of the "big stick" is seen by many professionals as a worry, because no one can realistically assess how judges and juries are likely to adjudicate on whether an employee (or more senior person with responsibility for compliance) failed to report a suspicion of money-laundering.  Coinciding with the attacks on professional advisers in Guinness and Blue Arrow, these legislative changes have transformed the attitudes towards the role of compliance within the major financial institutions.  

Furthermore the legislation which attempts to "graduate" the strength of the stick according to whether the "suspected" predicate crime involves terrorism, drugs trafficking or other serious crime creates further confusion.  It is not surprising or unreasonable that bankers, their lawyers and auditors should want to seek detailed guidance from the Home Office, Treasury, and regulators as the money-laundering reporting officer, especially in a large institution, is meant to strike the right balance between diligent compliance, on the one hand, and reasonable protection of customer confidentiality, on the other.  (There is also the private and social cost of paralysing the business while such decisions are made.)  Given the fact that one of the consequences of "aggressive compliance" would be that law enforcement could become swamped by disclosures, there is a real fear that while the numbers continued to spiral, the effectiveness of the disclosure system could break down completely.  It would no longer conform to the British model of carefully targeted investigations based upon real suspicion, and yet would fall far short of the American or Australian system of transaction threshold reporting based around all transactions over a given financial amount.  However much the police privately assure bankers (and remind them that recent history demonstrates that there is little to fear), the concern felt by bankers is justified and there is a certain amount of empathy with this concern within both civil service and regulatory authority circles.  A compliance officer could argue that he was in an analogous position to a World War Two rear end gunner who was retired from that role after a limited number of sorties, as the odds against survival reached an unacceptable level!  The UK bank prosecution statistics may show a negligible mortality rate, but the risk is there.  For the benefit of those readers unacquainted with the UK approach, we set out below a brief outline of the British approach.

An outline of the UK transaction disclosure systemtc \l2 "An outline of the UK transaction disclosure system
1. The role of law enforcementtc \l3 "1. The role of law enforcement
The present system for the communication and distribution of disclosures, and for action upon them, has evolved significantly since the passing of the Drugs Trafficking Offences Act 1986.  The system in place is not a direct requirement of the Act, which did not even require the making of disclosures as such: it merely created a potential criminal liability for those who did not disclose.  However, it was acknowledged from the beginning that the system would be inefficient if there was no centralisation at any stage, for - particularly at a time when the estimated number of disclosures was 250 annually - it was wasteful to train every officer to deal with them.  So the (then) National Drugs Intelligence Unit (NDIU) was established as a sort of clearing house for disclosures - drugs trafficking being at that time the only offence for which disclosures without a court order were fully legally protected - and the major banks established systems of upwards referral through the fraud section to the NDIU.  This was the forerunner of the concept of the "appropriate person" with responsibility for money-laundering compliance established by the Money-Laundering Regulations 1993.  This allowed institutions to reassure their staff that once they had disclosed their suspicion to the appropriate superior, their responsibility ended.  It should not be forgotten that these pro-active reporting responsibilities were the first major breach in the principle that the sole responsibility of bankers was reactively to comply with court orders.  (See further, Levi, 1991.
) 

The system developed does not prevent a bank, or branch, or junior employee making a direct contact with police or Customs officers: there are occasions in which this happens, to expedite enquiries in "red hot" cases where the banker feels that, for example, surveillance of a cash "pick-up" is important, an institution will make a direct telephone.  On such occasions, the expected procedure would be to follow up with a formal disclosure to the central point in due course, even if only for administrative reasons.  However, this does not always happen: a fact which may lead to underestimation of the effects of pro-active assistance from financial institutions.  

It should not be thought that such help began only in 1986: examples are commonplace where bankers would walk out of the office leaving the relevant file open for an officer's inspection.  Some bankers would contact the police on their own initiative if they suspected that transactions represented the proceeds of crime.  However, the point is that previously, this was wholly discretionary and, because unofficial, could not be regulated by headquarters of either police or banks.  It was also legally risky, since leaks might lead to proceedings against the banks, though no-one could provide us with any examples of actual lawsuits against bankers for breach of confidentiality.

2. The role of financial institutionstc \l3 "2. The role of financial institutions
One of the principal effects of the European Directive, and of the Criminal Justice Act 1993 and the Money-Laundering Regulations 1993 which implement them, is to make compulsory systems of customer identification and the reporting of suspected money-laundering.  In practice, it may be very difficult to prove that institutions and persons did not pass on their suspicions: but the criminal law is used to making inferences about mental states that cannot be directly observed, and there may be not only witness statements from other bank employees who are concerned to exculpate themselves (rightly or wrongly!), but also internal paperwork which precedes the institution of criminal proceedings and therefore is not covered by legal professional privilege.  As a result of discussions, agreements, publications of guidance notes, proliferating education etc, there has been a continuous development of "best practice" which is uneven both within and between institutions and financial sectors.  The (almost completely) harmonious relationships between the major retail financial institutions and what is now the National Criminal Intelligence Service (NCIS) are the envy of most countries overseas: a fact that, given the Financial Action Task Force (FATF)'s rejection of the US/Australian "routine" transaction recording system in favour of a "suspect transaction" reporting system for global use, has made the UK a model for many other nations.  We flag here, however, the point we will make in detail later: good working relationships are not the same as effectiveness as a law enforcement tool.  As in many other spheres of "community policing", the assistance of people with relevant knowledge is important to the clearing up of individual crimes, but it does not automatically guarantee success in the outcome of criminal investigation, still less in the reduction of crime levels overall.

Some problem areastc \l4 "Some problem areas
The first obstacle to overcome was the fact that the defence to a s.24 offence was for an individual who was suspicious to make a report to "a constable", who could be just any officer.  This was highly unrealistic, since it was clearly inefficient to train all constables to deal with disclosures.  It was also clear that the direct weight of so much responsibility on junior bank employees was completely inappropriate, not least because many suspicions at branch level were too vague to justify a disclosure.  This point was not considered a major problem in the early days, when the total number of disclosures expected was extremely small.  Thus two essential needs were immediately recognised, indeed anticipated.  These needs were for (1) a central reporting point, which would distribute disclosures; and (2) deposit taking and other cash handling private institutions to institute compliance systems through which suspicion could be handled internally, and could be presented in a reasonably uniform house style.  This would mean that institutions could reassure their staff that once they had disclosed their suspicion to the appropriate superior, their protection under the Act would take hold regardless of the subsequent action or inaction taken by the institution hierarchy.

3. The role of the National Criminal Intelligence Service (NCIS)tc \l3 "3. The role of the National Criminal Intelligence Service (NCIS)
On receipt of a disclosure, the financial desk of the Economic Crime Branch of NCIS - which is staffed jointly by police and Customs officers - creates a file known as a FINLOG.  Duties in the handling of FINLOGs are allocated roughly equally between the two.  The duty officers must use their training and experience to make an initial decision as to which agency - police or Customs - each FINLOG should be allocated for investigation.  Copies of the FINLOG are always sent to HMCE and the appropriate police force.  (The judgment of "appropriateness" can be an art rather than science.)  Copies are also sent to Special Branch.  If Special Branch or HMCE (as a result of their own routine checks or otherwise) feel that the lead investigation should be handled by them, they will inform the appropriate force financial desk.  NCIS perform checks of their own on the databases available to them, though their computer systems are less advanced than was envisaged originally and staff constraints limit their ability to act as initial investigators or pro-active intelligence officers.

4. The role of HM Customs & Excisetc \l3 "4. The role of HM Customs & Excise
A FINLOG allocated to Customs will normally receive a minimum investigative effort involving from 30 minutes to an hour of time.  This initial investigation will involve perusal by an experienced eye plus a series of checks against various databases which are routinely available to Customs.  These include things as mundane as electoral roll, and local tax lists, as well as VAT, a database known as CEDRIC (awaiting updating), and others probably not fully described to us.  If HMCE finds any cross-reference within its existing databases (e.g. a name, an address, a telephone number etc), i.e. anything to suggest that some detail connected with the suspect has already found its way into HMCE's extensive databases, then a "hit" is registered.  This is probably the major criterion for determining the need for further investigation.  The intelligence analyst handling the FINLOG may decide to carry the investigation further merely on the basis of the information supplied on the FINLOG.  A hunch may form the basis for further investigation, just as HMCE officers on duty at airports may decide to search a traveller's luggage.  Perhaps the major point is that HMCE claim to investigate all FINLOGs at least minimally, i.e. with respect to database checks. 

5. The role of the police outside NCIStc \l3 "5. The role of the police outside NCIS
The normal minimum police investigation of those disclosures actually pursued will take of the order of five staff hours.  As well as involving additional database checks (largely locally-based, as - at least in theory, and subject to their workload - the nationally-based ones will have already been done at NCIS), the police investigation will probably involve phone calls to the disclosing institution and possibly a discreet visit to the disclosing branch of that institution.  If simple local enquiries strengthen the basis of suspicion, then authority may be sought for further action.  This would normally involve seeking a Section 27 Drugs Trafficking Offences Act 1986 Production Order for delivery up of documents from the disclosing institution.  The police have to convince the judge that there is sufficient evidence of a drugs trafficking nexus to justify the order.  The resource implications involved in initiating a surveillance operation are considerable, and this is therefore one of the major stumbling blocks in acting upon disclosures (though bankers may arrange to tip off the police the next time the customer contacts them and/or comes into the branch).  Criteria for investigation will vary inter and intra-regionally, according to pressure of work or simply the attitude of those in the department.

In theory, the investigating officer should write a brief report within 3-6 months on the progress/result of the investigation which is then filed at NCIS with the FINLOG.  (This has not worked uniformly well: officers have been particularly dilatory in failing to report "nil returns" as well as in failing to update interim reports, regarding such bureaucratic paperwork as a waste of scarce time when they could be doing "real" investigative work.)  Disclosures under the Prevention of Terrorism Act, plus further disclosures which are picked up by NCIS (or indeed any other agency) which appear to involve a terrorist link, will be investigated by Special Branch (SB).

Obviously the above is a simplification, and there are cases which will involve (or which ought to involve) co-operative efforts between more than one agency.  The essential principles are that if an investigation is likely to involve smuggling/international money movements, then in theory, Customs will control it; if it involves terrorism, Special Branch will control it (subject to the role of MI5); if it is locally-based crime or minor local trafficking in drugs, it will be controlled by the appropriate police force; if it is regional or national, it becomes the province of the Regional Crime Squad.  (See further, Wright et al, 1993.
)  Anything involving trafficking in imported drugs will always attract an interest from Customs.  Any information which could give rise to knowledge of importation could regenerate a major Customs involvement.  There are, however, unresolved areas of conflict involving international crime and money-laundering, where Customs and Regional Crime Squad officers, particularly, may not agree on whose case it is.

6. Feedback to and from NCIStc \l3 "6. Feedback to and from NCIS
It is the role of NCIS to supply official feedback to the disclosing institutions.  Initially, this is supposed to take the form of a (fairly automatic) "consent to operate" an account.  Later, the institution is supposed to receive a list of FINLOGs disclosed by it with one of two comments: either "under enquiry" or "no further interest".  In practice, the financial institution will normally have more meaningful and detailed information in respect of cases which have generated law enforcement "interest" directly from the investigating officer, who will naturally have developed some direct liaison with the institution, including a s.27 order.  There is general agreement that the official feedback system has not really worked well, partly because of the dilatoriness in the returns of investigating officers, and partly due to staffing problems and therefore backlogs at NCIS.  There is no legal requirement for law enforcement to provide any feedback to institutions on the stage of investigation into its disclosures, but this has been the source of some controversy.  The EC Directive also requires banks to be given consent orders to operate bank accounts on which they have made disclosures: these are given after considerable delays, of around five weeks on average in early 1994, having been seven weeks at some earlier points.  In a different sense of feedback, however, there is no systematic way in which either private or public sector organisations can learn systematically from their past experiences of dealing with money-laundering cases.

7. The role of regulatorstc \l3 "7. The role of regulators
Their major role is to ensure that the institutions they are responsible for regulating are complying adequately with the law.  A routine "audit" by the Bank of England is not comparable to an accountant's audit.  Resources are such that the regulator cannot realistically "audit" individual transactions.  Without the expenditure of vast resources, it can only "audit" published policies and procedures, and seek to assess the fitness of auditors.  However if, during the course of an audit (or by other means such as court proceedings, information in the press, or information supplied by regulators and law enforcement agencies), it deems that there is reason to suspect a shortfall in compliance, then a regulatory body has powers to investigate and if necessary take action, either by warning an institution or removing the person's and/or institution's licence to operate.  Routine audits by the Bank of England did not find anything amiss in respect of BCCI's compliance procedures.  This is not surprising: nothing in the routine operation of an institution compliance department is likely to prevent senior bank officials, especially directors, from involvement in questionable transactions on behalf of the bank.  However, the Guidance Notes (1993), as well as the expanded financial investigation division of the Bank of England, now provide a framework for regulatory supervision of compliance with money-laundering procedures, even if it remains unclear whether non-compliance will be detected and, if detected, acted upon in all but the most egregious cases.  There seems to be little likelihood of regulators assuming a pro-active "Big Brother" role in seeking out whether those they regulate ought to have been more watchful than they appeared to have been.  Yet at least in principle, banking and other regulators, and/or auditors, might trawl on their own initiative drugs trafficking, fraud, and other cases in which the firm had been used and ask why no "suspicious transaction report" had been made.  We explore some of these issues further in the final chapter.

Financial institution perspectives on the disclosure systemtc \l2 "Financial institution perspectives on the disclosure system
As the Joint Money-Laundering Committee - a combined body of government, regulators, law enforcement officials, and industry interests - appreciated when drafting its original and its revised guidelines, even assuming a genuine desire to comply, and complete integrity throughout the bank, it is hard to develop a realistic set of instructions that will guide the civic conscience of bank employees at all levels from director to assistant cashier without paralysing the banking activities or the handling capacity of the police.  This is a different problem from that we see in responding to requests for information from the police, for in the latter, except where the information is requested without a court order, no judgment of suspiciousness on the part of "the banker" is called for.  (Though problems can arise where there is localised misconduct of which Head Office is unaware: this, after all, was the claim of BCCI prior to its exposure about its Miami branch being on a laundering frolic of its own.)  It is where we are asking bankers to use initiative that real organisational communication problems arise.  This depends not only on the ethics but also on the nature of the normal banking activities of the branch: unlike mainland High Street branches, where at least some bank staff generally know customers personally, offshore branches in the Channel Islands, for instance, will normally have scanty information about clients unless they wish to borrow money.  (Though many banks there have clamped down severely on cash deposits from new customers.)  Inter‑bank international electronic payments transfers, perhaps involving currency swaps by the (presumed) corporate clients of third‑party banks that are common as hedges, would not be expected to excite the sort of interest that would lead to a report to the National Criminal Intelligence Service, at least prior to 1994.

But how can we identify suspicious transactions?  Sometimes, as in the case of the Mafia front car‑cleaning firm in the US that registered 200 cars going through one outlet on a day when a blizzard had stopped all traffic, trading claims are testable in principle.  But how, for example, are bankers to treat market traders and other substantial cash depositors from the Indian sub‑continent?  This, after all, is a major drug exporting as well as arms trafficking region.  Market traders are not best known for their book‑keeping (or for their high level of declarations to the revenue), and it is very difficult to verify the genuineness of the levels of trade that correspond to their currency deposits.  They often send money back home to support their families in India and Pakistan.  Bankers are not expected ‑ like VAT investigators ‑ to mount surveillance operations to check the level of trading of people who are, after all, good customers and (as far as the banker is aware) good citizens, but the situation can easily degenerate into methodic suspicion of particular ethnic or national groups simply on the basis of their area of personal (or even antecedent) origin.  This becomes more acute still where there is a potential terrorist connection: Irish accents may generate suspicious transaction reports on the mainland, whereas standard English ones would not.

In order to obtain a deeper understanding of the private sector perspective, it is worthwhile to consider whether the newly developed "partnership" between law enforcement agencies and the financial institutions is a balanced one i.e. are there "side effect" benefits to financial institutions being gained by the latter?  Views here are far from uniform.  One can simplify by dividing financial sector representatives into "hawks" and "doves", though this is best viewed as a continuum of attitudes.  The "hawks" are those who strongly resent the encroachment into the time honoured principles of customer confidentiality, and take the minimalist view that bankers should do only what the law strictly requires.  The doves, on the other hand, believe fully in the spirit of the EC directive and are willing to work closely and cooperatively with law enforcement in order to achieve the maximum effectiveness in terms of removing "crooks from the books", even if this involves erosion of customer confidentiality as well as compliance cost disadvantages. 

The situation is complicated by the obvious political considerations.  Some financial institution representatives pursue a hawkish line simply in order to attempt to ward off the continued build up of further demands to play detective.  Others have a genuine concern that in the pursuit of the amorphous concept of "integrity of financial markets", banks have unjustifiably been required to serve public sector roles which do not provide any private sector benefits.  Still others have stated that they would not mind the regulations so much if they had any confidence that other countries within the EU and outside it would actually apply the same regulations to which they had signed up.  On the other hand, the doves are inclined to see money-launderers as being part of the same criminal sector who commit frauds and thefts against the financial institutions, and argue that there is a long term business case as well as a moral case to join forces with law enforcement agencies to combat the "baddies".  In this sense, they adopt a more holistic concept of banking interests in an orderly, well regulated society.  Though this may ease with the protection of the "compulsion" in the Criminal Justice Act 1993, at least as regards drugs trafficking suspicions, many bankers are ambivalent about being seen as "sneaks": customers who in the abstract might believe in "law and order" tend nevertheless to value privacy in business dealings.

There are more cynical interpretations of motivation.  For example, there are "empire builders" anxious to maintain and increase the size and importance of their departments!  At one conference we attended, a senior representative of a major building society encouraged fellow bankers towards a dovish position on many grounds including the one that the systems developed for combatting money-laundering are also beneficial in combating frauds against institutions.  However we have spoken to compliance officers who claim that there is no experience to suggest that compliance with the anti-money-laundering legislation has any benefit whatsoever in combatting any of the frauds where the institution itself is one of the victims.  Given that money-laundering, by definition, involves the making of deposits and fraud involves the taking of loans, we are inclined - contrary to the view of Bosworth-Davies and Saltmarsh (1994)
 - that it will be relatively rare for money-laundering controls to produce benefits of this kind.  The principal context in which benefits do occur is in relation to requirements to verify backgrounds of those seeking to entice bankers into helping their fronts for advance fee frauds (which may not defraud the bank directly but are bad reputationally).  However, the fraudsters may not need to open an account to achieve this aim: a mere letter-headed response and a signature, that can be converted into a quite different letter in the middle, may be sufficient
.  A further dovish argument is that by developing a close working relationship with law enforcement agencies, the institutions can expect greater police effort in assisting banks on those occasions in which the institutions are the victims.  In a just world, such trade-offs might occur, and sometimes do, but they are inhibited by the fact that many Financial Investigation Units who examine the financial circumstances of drug traffickers and other major criminals are attached to drugs squads rather than fraud squads, so they have little direct influence on fraud investigations.  In fact, there are dovish compliance officers who have stated categorically that although their personal relationships with the police and Customs are excellent, they have not discerned any improvement in the assistance given to them in preventing or detecting frauds against their institutions since they reported more suspicious transactions
.

The other area where banks might hope to see a benefit is in respect of feedback.  However, given the speed with which loan decisions have to be made, it is fairly clear that bank lending decisions are not likely to benefit significantly from any acceptable feedback provided by law enforcement, unless it was almost instantaneous (e.g. "an arrest is imminent").  NCIS is not a credit reference agency, and since it takes several weeks even to issue a consent to operate the account disclosed - an obligation under the EC Directive - and since, except for "cash pick-ups" by suspected customers, few investigations are immediate, it would be impractical to hope for much loan decision-useful information from the authorities.  Secondly, in the eyes of the police, the "needs" of law enforcement will take priority over those of feedback.

Having disclosed, the financial institution in the UK can continue to operate the account in accordance with police instructions.  In the event that a commercial decision has to be made, it has to be made on a commercial basis using normal criteria.  Otherwise there is a danger that the suspect will effectively be "tipped off", not necessarily directly but indirectly as a result of an inexplicably harsh action by the institution
.  In other words, if the institution is sufficiently suspicious to report to NCIS, then they themselves are presumably sufficiently wary to view any proposition by such a customer with sceptical eyes.  (Though being a drugs trafficker does not necessarily make someone a bad credit risk, providing the bank has security over real property rather than, for example, over stolen or counterfeit bonds.)  Nothing that the police can tell them should alter the position.  It may be possible to conceive of situations whereby a customer currently in debt to an institution is about to be arrested, with possible consequences which could result in a bad debt.  However, the police would be unlikely to tip off the bank if there was the slightest risk that the suspect could draw an inference from the bank's subsequent actions in attempting to protect itself.  Such situations cannot be catered for officially.  In reality, one would expect that where there was a good personal relationship between the compliance officer and the appropriate agency, there might be occasions in which the bank was warned to "go easy" in respect of its commercial relationship: but such possibilities are heavily dependant upon trust and could not realistically form part of any official policy.

As we discuss further later, we consider that the current feedback arrangements negotiated with NCIS are neither working effectively nor particularly useful.  Telling a bank that a disclosure is "under enquiry" can mean anything from "We are about to raid 200 addresses in the biggest trafficking bust of all time initiated by your disclosure" to "It's been sitting gathering dust in a drawer with two hundred others theoretically waiting for someone to have time to flick through them!"  It is up to institutions themselves to ensure that all contact between particular departments/branches and law enforcement agencies is reported back to the money-laundering reporting officer, so that they can maintain an informed overview of the situation.  In cases where a bank feels that it would benefit from more information from a law enforcement agency, it would appear to be best practice for the reporting officer to sound out the investigating agency directly for information, while accepting that for operational reasons, s/he might not be given an answer.  (Though it sometimes can help if an investigator is able to say that a disclosure is under extensive and active enquiry, as opposed to saying that it is sitting in the in tray waiting for time to be considered!)  However, we reiterate that such possible communications, which undoubtedly already take place, cannot really be governed by formal regulations or even (clearly and predictably) by official guidance notes.  The clash between the demands for specific guidance to cover all conceivable circumstances and the demand for general principles is uncomfortably reminiscent of the (still unresolved) aftermath of the Financial Services Act 1986.

Our more general views about future developments are contained in the concluding chapter.  However, we believe that the legislation and revised guidance notes provide sufficient detail on which to base individual institutional policies.  We provide some additional recommendations for compliance departments, but they are more to do with procedure, management and education than identifying specific additional criteria for suspicion.  Bearing in mind that any guidance notes could be produced in court as a yardstick against which particular actions, or lack of action, may be considered, the more detailed those notes become, the more complex the task of the compliance officer.  Since the regulations are designed to apply to an enormous range of both types and size of institution, it is surely desirable that individual organisations have some flexibility to develop policies appropriate to their own scope and type of business. 

Overseas financial institutions with branches in the U.K. may be used to more bureaucratic regimes in their home bases, and to a more formal and possibly adversarial relationship with their own law enforcement agencies.  In such cases, we are confident that NCIS will continue its policy of education and relationship building.  Our observations indicate that the legislation exists mainly as a backstop, which is used against the employees of financial institutions only in the most blatantly suspicious circumstances, though as with all "community policing", such consensual approaches are always liable to crumble under pressure on the police.

Not unnaturally, institutions seek "insurance clauses" protecting their compliance officers (i.e. "appropriate persons" under the Money-Laundering Regulations 1993) from the risk of entering a "criminal frame" as a result of circumstances which could arise during the functioning of even the most efficient and honest department. Arguably, a department which is most efficient in its "filtering" of inappropriate suspicions is the one which lays itself open to the greatest risk, for it will make more decisions which may have to be justified by reference to a decision-making "audit trail" at some later stage: a system which discourages such filtering, on the other hand, will be overloaded to the extent that reports cannot be processed, let alone investigated.  However, those responsible for enforcing the legislation are reluctant to enter into any kind of explicit additional protective clauses on two grounds.  The first is that the legislation itself provides the right, if not duty, for institutions to filter suspicions which may have been raised within the institution at the "coalface" level once they have been disconfirmed.  (An admittedly flexible concept: when does someone responsible for compliance truly cease to have a suspicion?  It is precisely this that leads some banks to filter out relatively few cases, while others filter out most of the cases that are reported "up the line" from branches.)  Secondly, the legislation itself arguably has many potential loopholes built into it already that further concessions risk insuring dishonest as well as honest bankers.   

Law enforcement perspectives on disclosurestc \l2 "Law enforcement perspectives on disclosures
Views about the value of disclosures are often influenced by quite parochial operational perspectives.  An officer in a small Financial Investigations Unit, continually having to follow up the results of court orders and compile reports relevant to asset confiscation, who is suddenly faced with a pile of FINLOGs which relate to obscure transactions which perhaps had taken place several months previously, and which are fairly useless as an evidential starting point, understandably does not see such reports as central to his main task of investigating "known villains".  (Particularly if few or no previous reports have generated any "good prisoners".)  The views we have encountered range from the conscientiously helpless - "we keep plugging away but have not really had much success with these things"; to the downright cynical - "there just isn't time for these things; most of them are a waste of time"; and the despairing - "there's only me and a part timer plus one useless civilian assistant".  There are some more positive views such as "the majority are of high quality - I think we could build more cases given the resources"; "FINLOGs are the only objective and professional sources of information from the public", etc., but these are in the minority from among those we have interviewed.  There is no clear consensus among the police we interviewed about the value of disclosures or, for that matter, about the desirability of filtering.  In NCIS itself, and the Metropolitan Police - who receive the great majority of reports - there is more enthusiasm for filtering than in some other forces, where illustrations have been given of small disclosures leading to big results.  As one financial investigator observed, "most disclosures lead to nothing at all, but when they do lead to something, it tends to be big" (in terms of the cases dealt with by his force).  He cited one case where large wire transfers to London from France, from a company established in a third country, led to a large suspected fraud being detected pro-actively, before the victim had become aware that a fraud was under way, let alone before it was reported to the police.  This is the kind of case that gives officers the motivation to take disclosures seriously.

A fairly typical set of law enforcement problems is exemplified by the following cases.  (More positive ones are set out in later chapters.)  A bank sent a report to NCIS about a person who had been exchanging thousands of pounds in old notes for recent ones, in large tranches over a short period.  Because of delays at NCIS, this case was sent on to the local police more than three months later, having been checked on the NCIS and Customs computers: there was no trace of the person on either computer.  The local police checked out their local intelligence sources and found some prior misconduct, but there were no clear leads to indicate what offence, if any had been committed.  In another case, two related "gypsies" were exchanging thousands of pounds in pesetas at separate banks which, they accounted for by two different sources, being allegedly the proceeds of the sale of a vehicle and of an animal.  Local intelligence suggests that these are "suspicious characters" but the disclosure, though perfectly defensible, is hard to translate into law enforcement action.

Among those who responded to our questionnaire, the average financial investigator seems to spend about fifteen per cent of his time following up FINLOGs, mostly carrying out reactive investigations resulting from asset investigations.  Though the term "investigation" covers a wide spectrum, the minimum time officers stated that they spent on an investigation seems to be about five hours: this means that, given abstractions for other duties, officers cannot be expected to conduct more than six such investigations per week, or about 250 annually.  Few officers (and judges) outside the major urban areas have much experience of dealing with s.27 orders - ex parte orders from the court to authorise the inspection of banking records - and perceive this as a major obstacle to the conduct of further investigation.  This view is vigorously contested by some experienced officers: they argue that obtaining a s.27 order should always be possible on the basis of having received a disclosure.  If the request is advocated correctly, they could not see how it could be refused, since the justification for asking for the order is that a bank customer's conduct is sufficiently suspicious that his banker has breached the principle of banking confidentiality in order to report the matter to the police.  (See further, Hewson, 1993.)  Whether due to their ineptitude (as one officer alleged) or to the inexperience of the courts, it remains the case that police frustration has acted as a deterrent to financial investigation.  We should add that for a s.27 Production Order to be granted properly, some connection with drugs trafficking has to be shown, and it may be that this specific connection represents the principal forensic difficulty: it may be taken more seriously by some officers and in some courts than in others.

The crucial dichotomy is over the appropriate borderline between what financial institution staff see as the (unjustifiable) "fishing expeditions" and the (justifiable) provision of relevant evidence to police.  This conflict also applies when an investigating officer approaches a bank for more detail: some officers have complained of unhelpful reactions to their enquiries at local branch level, perhaps reflecting their lack of awareness that many bank standing orders require branches to route enquiries through headquarters departments (or just reflecting their desire for less bureaucratic rules which make investigations harder).  As in many spheres of policing, much investigative co-operation with banks is based upon good personal liaison and personal relationships as opposed to formal regulations.  Nevertheless, some argued that a s.27 Production Order should be sought at an early stage because "it protects both the investigator as well as the institution".   

Many police officers we spoke to displayed a high degree of confidence in their relationship with the major financial institutions and were certainly anxious that the legislators did not "upset the applecart" by introducing excessively stringent regimes.  Most officers had suspicions about the operations of certain minor and/or fringe institutions, but did not want to see the major banks and building societies indicted in court for errors or oversights.  Many saw the disclosure regime as having a very useful "spin-off" in developing lines of communication and found that as a result they were informally able to obtain assistance with investigations unconnected with disclosures.  This is a sensitive area, but there is little doubt that many regular "players" in financial institutions have an amicable routine relationship with certain law enforcement officers.

Some contrasts between police and HM Customs & Excisetc \l2 "Some contrasts between police and HM Customs & Excise
Though neither formal organisation is homogeneous in "its" views, and views change over time, the perspective that typically emerges from Customs is different from that which emerges from the police.  We were told by the former that the information provided by disclosures is regarded with great respect.  However, Customs investigators were reluctant to give specific case examples, making us unable to confirm independently whether their view of their value was substantiated by the reality of the yield.  Consequently, subject to the data on the apparently modest yield set out in the next chapter, we remain agnostic as to whether they really are as useful as they say they are.  However, reasons why Customs officers might value disclosures more highly than do the police are not hard to imagine.  It must be remembered that the primary sources of police information are reported crimes, witness or police descriptions, confidential informants, and surveillance: disclosures play a very small part indeed in this process.  Furthermore, police financial investigators are usually heavily involved in routine reactive work resulting from arrests.  Pro-active work aimed at seeing whether a suspicion held by a banker is actually based on criminal activity is not usually a pressing priority.  We have met investigators who have diligently worked on disclosures for several years without generating a single conviction!  Whereas the police are general practitioners geared to dealing in a variety of ways with all types and levels of crime and disorder - too much so when it comes to dealing with financial investigation - HMCE specialise in the importation of drugs and a much more limited range of frauds: VAT and EC fraud.  Customs staff are trained to sit by computer terminals all day and trawl information for clues: this is part of their operational culture, particularly those involved in VAT.  Their sources of information include not only disclosures but also tip-offs from other agencies, informants, and the results of their own surveillance.  As such, in spite of the fact that their "hit rate" appears to be so low, disclosures are perceived as playing a far more important part in their information system than in that of the police.  HMCE claim that the "intelligence" derived from the FINLOGS has an intrinsic value that we cannot reduce to percentages or evaluate.  For example, a name or address may lie dormant from an apparently innocuous disclosure; then suddenly, a connection is made and a major arrest occurs.  (Their acquisition of a free-text retrieval system, TOPIC, in 1994 may assist this process.)   

In short, pro-active financial investigations sometimes rely upon the adventitious generation of a "pattern of conduct" from disparate information arising either at one moment in time or over several years: disclosures are one source of such information or audit trail, and thus, provided that they do not distract investigators from other tasks (given finite resources), almost any financial transaction data have potential value.  This uncertainty and open-endedness, as we shall see, is one of the difficulties in evaluating the possible impact of disclosures on crime investigation.  From an alternative, more cynical perspective, belief in the importance of suspicious transaction reporting may represent the triumph of hope over experience.

Chapter Three

The Extent of Money-Laundering and the Place of Controls within Law Enforcement Strategiestc \l1 "Chapter ThreeThe Extent of Money-Laundering and the Place of Controls within Law Enforcement Strategies
Before we discuss the impact of the system of suspicious transaction reporting, it will be helpful if we examine what sort of phenomenon it is and how much of it there is believed to be in existence, and what sort of role it could be expected to play in the detection and prosecution of crime.  Like many terms in political and media discourse, "money-laundering" is used in very different ways.  In the past, somewhat less emotive terms such as "the black economy", the "informal economy", or "hot money" were used, often to refer to undeclared legitimate earnings i.e. cash money skimmed off from legitimate businesses for the purposes of evading tax.  All of these terms refer to money whose origins are such that the holders of the money feel that they need to screen it from scrutiny.  It is helpful to distinguish between illicit-source income and licit-source income, the latter referring to income from activities which are themselves perfectly lawful, e.g. building work done by people drawing unemployment benefit/income support; and false invoicing by multinational corporations to understate profits and/or evade exchange controls.  In the UK (and in many other countries), the way in which these different types of unlawful funds are viewed by law enforcement is extremely variable, depending not only on whether the funds-yielding activities are ipso facto criminal (e.g. trafficking in illegal goods and services) but also on which organisation is charged with the task of "policing" it.  For example the methods and powers available to the government for detecting income tax evasion are very different from those methods used to detect VAT or excise tax evasion.  Although the Inland Revenue and HM Customs & Excise are both controlled by the Treasury, their powers and approach are very different.  (See further, Levi, 1987
, 1993.)  Customs may pursue a suspected VAT evasion "scam" as a result of a disclosure, as they are part of the disclosure investigation regime, but NCIS has no brief to pass on tax evasion suspicions to the Inland Revenue.  (The extent to which the tax authorities would investigate information they received from such sources and would seek to reclaim funds owed might also be affected by fears for the safety of their staff, for example if "gangsters" or "terrorists" were involved.)  These anomalies are partly historical and partly cultural.  By contrast with the UK experience, much of the anti-money-laundering initiatives in the US and Australia have been driven by their tax investigators, who play a full part in the operation of such inter-agency organisations as FINCEN and AUSTRAC.  Attitudes towards tax evasion are ambivalent: people want the services provided by taxes but seldom view evasion as being as serious as "crimes which have victims" (Levi, 1987).  The Revenue are expected to investigate with very little assistance from other law enforcement agencies or the financial sector.  For this reason, the alternative possible benefit of the disclosure regime to government, whereby information concerning tax affairs - when coordinated with other available information - may assist the investigation of serious crime (and vice versa) seldom happens in the UK.  (When it does happen, as when a senior Revenue investigator allegedly supplied information about former Polly Peck chairman Asil Nadir to the Stock Exchange surveillance unit, which in turn passed it onto the Serious Fraud Office, there is a political outcry at "unfairness".)  No UK "gangsters" or even professional criminals have ended up in jail for tax evasion.

The situation is further complicated by the conflicting aims of a tax evader as compared with a full-scale money-launderer.  By the latter, we mean a launderer who has a major desire to convert his crime proceeds into openly displayable assets.  The tax evader typically has some assets and income on open display.  His problem is that he has more income than he wants to display because he wants to enjoy the fruits of his extra income without paying his taxation dues.  In other words he is happy to create a certain amount of black or "dirty" money which he can spend on high living and/or hide for a rainy day.  It may be that at a later stage, he may wish to "clean" the money up, i.e. launder it or relaunder it, but his initial act is not one of depositing ill-gotten proceeds, but the reverse act of removing and "not depositing" the money, at least not through his normal channels for financial deposits.  Some tax evaders simply open a series of alternative bank or building society accounts - in their own names, aliases, or the names of other family members - and continue to use those accounts to withdraw cash as and when required.  Others may hoard the cash or take it abroad and use it to invest or spend according to requirements: those employees who stole from the cages at the Bank of England - discussed in Chapter Four - notes left there for destruction spent large sums in cash on foreign holidays and cars.  Foreign nationals may use UK accounts for similar purposes in relation to their home jurisdictions, sometimes in order to evade exchange control regulations.  Take, for example, the case of the Colombians who, in 1991, changed US $30 million into travellers' cheques in Amsterdam, sent these by mail to Miami, and thence to Panama, at which point the money trail stopped, since there was no further surveillance potential (even after the US liberation).  This may have been described as laundering, but it is hardly sophisticated: it did not need to be!  All of these activities may give rise to suspicious looking movements but if, after investigation, such predicates are uncovered, then the law enforcement agencies concerned with acting on suspicious disclosures theoretically have no further interest (and certainly no obligation) to pass on information to other organisations which might have an interest.

In this chapter, we wish to spotlight that type of money-laundering which is the theoretical target of UK legislation.  Although the term money-laundering is used in the legislation, the actual transactions which are targeted fall far short of the full definition of money-laundering which involves converting crime proceeds to legitimate assets.  The fact that one has deposited one's proceeds in a bank does not mean that one has laundered them.  To continue the metaphor, they have placed the dirty items in the machine, without adding washing powder or switching the machine on!  What is targeted is any money which is the proceeds of (i) drug trafficking, (ii) other serious crime or (iii) has a connection with terrorist activities.  Any transaction involving such money is theoretically a target of "the system".  In practice, once it has gone past the deposit stage (and, perhaps, past the initial early transfer/withdrawal which often follows the deposit quite rapidly), it is unlikely to be suspected: once the cash is in the system, it immediately acquires some legitimacy by virtue merely of being within the system.  Customer identification requirements create a sort of Maginot line for launderers: if the "dirty money" passes the initial barrier, then the next transaction will by definition take place from an account and the account itself is already a "screen".  

Our trawl of data shows that in practice a significant proportion of disclosures are made after there has been both a deposit (or series) and a related early withdrawal or transfer (or series): so some of these transfers add value to the suspicious circumstances which could give rise to a disclosure.  However if these two sets of activities go by without raising suspicion, the launderer is almost home, provided that he does not suddenly acquire vast visible assets in his own name which he flaunts flamboyantly around his environment.  Even then it is arguable that unless they are already target criminals, the "newly moneyed" are too commonplace to excite general suspicion and thus end up in the police or Customs intelligence nets
.  An interesting exception was the occasion on which funds were transferred from a building society to a bank.  The bank became suspicious because the funds were immediately used for what appeared to be (and indeed were) multiple share transactions.  The sudden appearance of a large amount of money, if transferred from another institution, would probably not have been considered suspicious except for the fact that it was put to immediate use for a clearly criminal purpose!  One of the (reasonable) assumptions which is built into the legislation is that if the source of funds is from another UK institution (or even from a foreign jurisdiction, providing similar legislation/compliance requirements are in force) then it can be assumed that the money-laundering regulations have already been complied with, so there are no grounds for disclosing the transaction unless there are independent circumstances that give rise to suspicion.  Data analysis tends to suggest that those transactions giving rise to disclosures are overwhelmingly ones where the circumstances tend to be simple and obvious.  We presume that launderers do not remain static in their methods.  We were told by one officer that within 24 hours of the issue of the first guidance notes by the Joint Money-Laundering Committee, a copy found its way to a criminal organisation: anti-laundering publicity - and any advice which has to be distributed to large numbers of financial services employees - is bound to generate information to offenders
. 

Having given some thought to the scope of cash deposits which may fall outside normal operations, we feel that it may be helpful to introduce some hypothetical estimates of the possible volumes involved.  The speculation will not be purely random but will be related to such evidence that there is available from various sources.  There are other fora in which figures are mentioned which are described as estimates.  For example, the Financial Action Task Force (FATF), which has produced considerable copy on the subject of Methods and Statistics, arrives at estimates with appropriate disclaimers as to provable accuracy.  The dividing line between estimate and guess is a thin one, particularly with earnings from drug sales and prostitution, where there are few victims who perceive themselves as such, to complain about their loss of property.  We would argue that it is not possible on any evidence to improve on an order of ten estimate range for most of these figures. 

A first consideration is to consider the overall volume of the UK cash crime economy.  This may be broken into two areas: (1) so-called "victimless" or "racketeering" crimes, where the crime is indulged in consensually (such as drugs and prostitution) or where money is extorted without the crime being reported to the police; and (2) property crime for gain, where money or goods are stolen or defrauded.  As we will indicate later, estimating the amount of money generated by drugs trafficking is a hazardous business; this applies also to racketeering crimes generally.  Let us focus here on losses from property crimes with victims: for a more sophisticated analysis, see Levi and Pithouse (forthcoming).  It should be borne in mind that most frauds do not involve cash as such, and it may be the case that fraud, both reported and unreported, has a volume which exceeds cash crime.  It is easy to get fraud losses out of proportion.  In 1993-94, the Serious Fraud Office dealt with over £5 billion in fraud, and in 1991-92 - the only year for which this has been calculated - the Headquarters Fraud Division of the CPS dealt with £3.9 billion in fraud.  However, these represented the sums "at risk" rather than the amount actually taken, let alone the amount "laundered" after or before being taken.  Given the amount of inter-company transfers in cases such as BCCI, Maxwell, and Polly Peck, it is hard to know what to take as the laundering figure, since the eventual sums lost were moved around several times.  Additionally, we are aware of certain frauds about which the victims are inhibited from whingeing too loudly, because the investments of which they have been defrauded were originally financed by funds for which they are unwilling to account to the Revenue.  Likewise, in the Knightsbridge safe deposit store robbery and the unclaimed BCCI accounts, where many lost undeclared licit-source or illicit-source income.

There are also the proceeds of other forms of crime.  In 1992, recorded crime totalled £602,361,000 for domestic burglary and £454,775,000 for burglaries of commercial premises.  The amount involved in thefts totalled almost £3 billion, but if one excludes thefts of motor vehicles, on the grounds that few of them are re-sold for "ringing", the sum falls to £1,234,786,000, almost half of which was theft by employees, which includes the Maxwell and other alleged pension frauds.  The amounts stolen net of recoveries - which is the outside figure relevant for our purposes, since what is recovered cannot be laundered! - are £1,919,883,000 for theft
; and £992,345,000 for burglary.  Cost data for arson, robbery, and fraud are not collected by the Home Office.  In the case of most arson, there is no material gain for the perpetrators, and even arson for insurance purposes is partly to repay creditors, and thus not available for laundering.  The British Retail Consortium (1994)
 study revealed that in 1992, the economic losses to retailers arising out of crime - we have excluded the cost of repairs and collateral costs, since they do not bring profits to offenders - net of recoveries were as follows: burglary, £222.5 million; customer theft, £471.2 million; staff theft, £549.2 million; cheque and credit card fraud losses, £21.7 million (plus a further £165 million losses to financial institutions); "shrinkage" losses attributed to crime, £84.1 million; and robberies, £24.2 million.  However, these data do not include other sectors of the economy, and offenders would be fortunate to obtain half of the value of goods sold: on the (high-sided) assumption that all goods are resold for half of their value, criminals obtained £769 million from the retail sector in 1992.  (The resale value of new goods is higher than that of used ones stolen in burglaries.)  The 1992 British Crime Survey indicates that, net of recoveries, theft from vehicles totalled £184 million, and domestic burglary £800 million in 1991 (Mayhew et al, 1993
): on the generous assumption that offenders resell these goods and obtain one third of their value - it is often closer to one tenth - this would net them £327 million.  (We have omitted the cost of thefts of vehicles, because few of them would have been resold.)  Combining the British Retail Consortium and British Crime Survey data, we reach £1,096 million profits from crime other than financial services and bankruptcy frauds.  It is a matter for speculation how much of that money is subsequently laundered or even deposited in financial institutions, rather than being used for current living expenses and for "treats" to impress friends and neighbours, but there is no evidence that offenders have high savings ratios.  Rather, they are likely to be "party goers" who spend the money as they go along.  Finally, there is tax evasion and undisclosed income from lawful activity, most recently estimated at up to £50 billion, including also the sums involved in bartering of goods and services (National Audit Office, personal communication).

Turning now to racketeering and consensual crimes, the International Narcotics Control Strategy Report (1994: 467) estimated that "non-drug proceeds may account for a third or even as much as one half of total illicit proceeds converted in or transmitted through US financial institutions", and (p.4) that in Western Europe, "drug-related money-laundering constitutes no more than three-fourths of illegal proceeds transferring through or being converted by West European financial institutions (exclusive of tax considerations), and may be at that level or slightly lower in Eastern Europe where large sums of crime syndicate funds are being invested."  There has never been any serious attempt to measure on a national basis income from prostitution, and attempts to measure total expenditure on narcotics are rudimentary (see, for example, Sutton and Maynard, 1982
, 1984
).  To avoid double-counting, one would have to exclude income obtained from crime and from tax evaded income, and to include only sums spent on "vice", drugs and extortion from net lawfully declared income of (i) the drug user him/herself, and (ii) "voluntary donors" (e.g. from family members and begging, both significant sources of income to purchase drugs, whether by the Marquesses of Bristol and of Blandford, or by those from more humble families).  Thus, for every type of illegal drug, one would have to estimate both the amount consumed and how much of that was paid for out of lawful employment.  Though there is much public debate about the wider social costs of "the drugs problem[s]", with the possible exception of heroin, we have only a modest idea of annual drugs consumption.  In the careful review of evidence on drug abuse in Scotland, the Scottish Affairs Committee (1994: vi-vii)
 notes that "there are about 20,000 people in Scotland who inject illicit or prescribed drugs ... the tip of the iceberg when one takes into account the anecdotal evidence as to the prevalence of recreational drugs associated with the "rave" dance scene."  The only discussion of direct expenditure on drugs relates to drugs injectors, and it is observed that in Glasgow, "the average weekly expenditure on drugs by a drug injector is about £300.  Given an estimated 8500 injectors in the city, this equates to an annual expenditure of £132 million" (Scottish Affairs Committee, 1994: xv).  More broadly, Sutton and Maynard (1992, 1994) estimate that in 1990, 7,693 kilos of heroin were consumed in the UK: at an average price of under £80 a gram in 1990 (ISDD, 1993
), the total expenditure on illicit heroin would be roughly £580 million, some of which would have been paid for out of lawful employment or "donations".  We will not develop these data further at this stage, but the analysis will give the reader some idea of the methodo​logical problems involved in estimating expenditure on drugs at any level, let alone calculating the sums available for laundering rather than high-life and "set-asides" (in stored cash) for future drug deals.  Some alleged drug offenders in Britain have been arrested with millions of pounds in cash in their lofts and, depending on what those who sold to them did with their money, this indicates that the liquidity requirements of narcotics traffickers may be quite high, and/or that the "placement" of such sums is far from easy for everyone, particularly since the introduction of suspicious transaction reporting in the late 1980s. 

Van Duyne (1994)
 makes an estimate of the Dutch black economy and then suggests that by considering the difference between the export of Dutch banknotes and the re-importation of those notes, it is possible to put an outside limit on the volume of cash available for laundering.  The simple assumption is that all currency exported through legitimate financial channels (and thus reportable to the Dutch Central Bank, unlike in the UK), will ultimately be returned, since its only value abroad is its ability to be converted into usable local currencies by exchange and repatriation to the Netherlands.  This highlights a very important point about the laundering of money by cash couriering it abroad.  Ultimately that cash will be repatriated to the home economy or at least officially destroyed should it deteriorate physically
.  By no means all of that money is crime proceeds.  A considerable volume will be guilders simply taken abroad by tourists and travellers to exchange at their destination.  However a central aim of van Duyne's endeavours is to examine the possible outside limits of money-laundering volumes, to test whether such volumes could be considered to constitute such a significant proportion of GDP as to have any form of destabilising effect on the legitimate markets.  We share his concern that it is easy to over-hype assumptions about the criminal economy, as seems to take place, for example, in many television programmes such as those on Swiss banking.  Undoubtedly Swiss banks have handled a lot of "black money": whether the volume of such money is a significant percentage of their total turnover, or whether the Swiss now launder - at least as a primary depositor - a significant percentage of the total global sums laundered, are quite different questions. 

Furthermore, is one using as the unit of measurement for money-laundering funds which originate in crimes committed within England and Wales (whether or not convicted)?  Funds which pass through accounts in England and Wales, whether or not the "predicate" or "primary" crimes were committed there?  Or what?  Differences in jurisdictional rules mean that almost any system would produce double-counting internationally, but even setting that aside, it makes an enormous difference what crimes one includes.  Double-counting itself raises interesting conceptual problems: it seems to us to be perfectly legitimate to include double-counting of, for example, multiple inter-bank transfers, in measures of how much money-laundering there is, but to exclude double-counting in measures of the volume of the proceeds of crime that are laundered.

Against the above background, we attempt here to develop a hypothetical quantification model of UK crime cash likely to be deposited directly from receipt by the criminal into a legitimate financial institution
.  (By "legitimate", we do not necessarily mean either honest or compliant, e.g. we include deposit via client accounts of solicitors and accountants, etc.)  We ignore small time/inept operators of the type who are sufficiently foolish to handle relatively small sums of money in a way likely to arouse suspicion.  Perhaps the first question we should ask is whether there are any significant cash proceed crimes other than drug trafficking likely to come into this category?  Obviously there are semi-legitimate businesspeople who operate criminal sidelines other than drug trafficking: they may, for example, deal in stolen antiques, jewellery or vehicles.  Some "fences" will have front companies.  However it is reasonable to assume that the volume of cash deposits from sources other than drug trafficking is relatively small, at least in Great Britain, where gambling is legal and there is little protection racketeering compared with East European countries and the US (though because of the terrorist groups, Northern Ireland has more than the mainland).  After all, a crook needs to have a very profitable and steady source of criminal income to justify the need for and consequent risks involved in banking the proceeds of theft or receipts from the sale of stolen goods.

Let us consider the retail volume of trafficking sales.  The critical assumption made in most estimates of money‑laundering is that the difference between the cost and resale prices of narcotics can be treated as net profit.  Certainly, there is no "real" tax to be paid upon them (though the cost of corruption ‑ which is a profit to corruptees available for reinvestment or consumption ‑ has to be taken into account in analysing profits to narcotics vendors).  But since most dealers are also users, whose sales are significantly motivated by the need to finance their personal drug use, it is singularly implausible that actual funds available for laundering are anything approaching the aggregate theoretical "value‑added" between amounts of narcotics produced at import cost and amounts consumed at final market price.  This is an analytic approach that is used in its initial review by the Financial Action Task Force (1990) (hereafter, FATF) itself when discarding the use of production estimates as a basis for financial transaction analysis (FATF Appendix: 6), on the grounds that barter arrangements among farmers do not generate significant amounts of cash and "much if not all of the proceeds generated within Asian and Latin source and transit countries stay within these countries and are not transmitted through banking or other systems to the international financial market.  These proceeds may, however, be "laundered" domestically."  But the proceeds may be very substantial, and given the currency and political instability of most such countries, one would have expected the capital flight to non‑Third World capital centres to be quite severe, as it is for tax evaded and corruptly looted money.  Indeed, the Task Force later notes (p.9) that "there is need to test the ... assumption that relatively small amounts of proceeds generated in source countries are laundered in the financial centres".

The Task Force report observes (Appendix: 5, para 22) that:

"the total opium output is of less strategic importance to money‑laundering assessments, because the proceeds of concern are primarily generated by sales of heroin in Western markets, determined by demand."

Gross proceeds from heroin sales in US and Europe are estimated at $12 billion (p.7).  For proceeds from cocaine, the report multiplies total Andean output by the low and high current prices to generate a range of $36‑87 billion.  However, even assuming some price elasticity of demand, it seems absurd to expect prices not to plummet under such circumstances.  The report then goes on to use the high sale price figures as the basis for its estimate that "the combined street sales in the USA for heroin and cocaine would be $38.8 billion".  Likewise, again using high range estimates, "total European sales would be $8.8 billion."  We are then treated to the ridiculous assumption that if all imported and domestically produced marijuana were sold at current domestic prices, the revenue would be $67.2 billion in the US and $7.5 billion in Europe.  So this yields, as the proceeds (i.e. final sales value) not the profits of crime, $122 billion which the report ‑ by stressing the costs that have been left out of the equation ‑ intimates is conservative (p.8).  To be added also are other illegal drugs such as amphetamines ‑ estimated at $330 million in US, $157 million in UK, and $3.6 billion in Japan ‑ and LSD.  We are then treated to a financial leap of faith in which the Report concludes (Appendix, p.9): "It is not inconceivable that the value‑added total of all sales at all levels does indeed approximate the $300 billion cited by officials in several countries."

An oft-quoted figure for money-laundering in the UK derived from FATF estimates is £2.5 billion per annum.  Their estimation methods centre around such techniques as assuming that narcotics seizures represent about ten per cent of total volume, modifiable by source country production estimates, by registered addict figures and by studies which estimate what proportion of addicts are registered and what their average consumption and expenditure are.  Such methods are not applicable directly to non-addictive and/or non-registrable drugs, or to those which do not require closely monitored precursor chemicals.  Additionally, we regard the customary "ten per cent assumption" - that Customs officers confiscate ten per cent of all the drugs entering the UK - as being entirely speculative, particularly when it is assumed that this percentage is constant over time and between drug types.  In fact, given the bulk weight of marijuana, for example, one would predict that the proportion of marijuana imported that is seized would be greater than the proportion of cocaine or refined heroin seized.  Where the estimate that ten per cent of imported drugs are seized comes from is a mystery - it has been traced back to 1935 - but the demand for figures is omnipresent!  However if, for example, the quantity of heroin reaching the distribution level of the market was around 8,000 kilos in 1992 - see Sutton and Maynard (1992) for some detailed analysis of the estimation issues - one multiplies that by the average street price and this generates gross sales figures for heroin to non-dealing users and to dealer-users of an estimated £584.7 million in 1990.  Likewise, though the data are not available for other crimes, one could build up a model of total street expenditure on narcotics (ignoring issues such as male and female sex-for-drugs and other forms of barter, such as shoplifting and credit cards-for-drugs).  

The next question is, how much of this figure is available for laundering?  Here one needs to engage in informed speculation about the structure of the drugs distribution business and the various levels of mark up between importation and retailing.  Experience suggests that from the point of importation to the sale of street packages, the number of middle men and women involved is normally considerably greater than for legitimate trades in which one company imports or manufactures, and distributes to wholesalers, who then distribute to retailers.  In many cases of legitimate commerce, wholesalers are avoided, and in some cases manufacturers or whole​salers deal directly with the public through mail order.  Mark ups are based upon highly competitive considerations, and wholesalers in particular usually operate on very narrow margins.  Narcotics trafficking is not of this nature.  Despite a trend towards falling prices as drugs markets become saturated, most of those involved operate on extremely high margins (or the risks would not justify the enterprise), and there is no equivalent of direct mail order or catalogue marketing to drive prices down.  "Competition" is not governed by pure market forces: and couriers, drivers, and unloaders - who are not obtained by public advertisement - are not paid at union minimum rates (though they may be paid in low factor-cost drugs for personal use and/or resale)!  Also profits are enhanced between the intermediators by "cutting" i.e. dilution of the product.  For example, by the time heroin has reached street level it may only have a purity of a few per cent
.  Though patterns in the US vary by area, drug type, and gender, evidence suggests that most street-level dealers have a "party-going" lifestyle or are merely into subsistence-financing of their drug use: we would assume that they mostly used their cash proceeds to replenish their stock and to spend.  If we make the reasonable assumption that their profits on return are of the order of 80 per cent, then their wholesalers will only as a group recoup one fifth of the notional £2.5 billion.  

So now we consider what may happen to the £500 million pounds in the hands of the lowest strata of narcotics wholesaler.  If we adopt the model of Dorn et al (1992)
, we deduce that the majority of dealers at the level of direct interface with street dealers are of the diversifier (or "crime entrepreneur") variety rather than the sideliner (mainly legitimate businessperson).  If this is the case, they are likely to be fairly averse to the use of the financial system.  Given that they will be obtaining their supplies from an importer or another intermediary at a higher level, they have no need to pay for their supplies by any means other than cash.  Even if we assume that these dealers only make a 60 per cent profit on return, they would only be remitting of the order of £200 million to the next level.  Without going any further, we suggest that the order of magnitude estimate here of cash proceeds initially deposited for laundering (some of which may subsequently be layered and integrated) is of the order of only £100 million per annum
.

We could play endless games with figures.  We might, for example, wish to take into account the undoubted fact that funds obtained from crime committed overseas are laundered - at least at some stage in their financial travels - via the UK (and that some, probably lesser, sums are laundered directly overseas by outbound cash couriering).  We have been informed of cases in which many millions of "Mafia money" have been unwittingly laundered in one transaction alone.  But sophisticated statistical manipulations cannot make up for the almost total unreliability of the underlying data.  Although our estimates could be wrong, there is really no hard evidence that the annual figure for laundered drugs money is higher than this in the UK.  In fact, if it were assumed - copying the assumption about the proportion of imported drugs that are seized - that the disclosure system was as much as ten per cent efficient, we would get a much lower estimate of the total money laundered, i.e. of the order of a few million pounds.  However, we do not believe that the suspicious transaction disclosure system is anything like ten or even one per cent efficient in detecting the laundering of the proceeds of drug trafficking!  This is not in itself a criticism of those who operate that system.  It is perhaps more of a commentary on the misconception (as we see it) that the suspicion-based disclosure system could reasonably be a major law enforcement tool for the detection and apprehension of drug traffickers.  We would extend this analytical method to other forms of crime, for example the proceeds of extortion, tax evasion, and other crimes by the Provisional IRA, which are plausibly seen as needed to pay the (undeclared to the Revenue) cash "wages" of PIRA members and to be "reinvested" into cash purchases of weaponry and - latterly, as other sources of funding are cut off via the Northern Ireland Terrorist Finance Unit and RUC Anti-Racketeering Unit - narcotics.  Such proceeds of crime are needed, in other words, for organisational running costs: there is insufficient surplus for major laundering to be necessary.
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There are many definitions of money-laundering, some tortuous, some - for example, "concealment of the financial proceeds of crime" - very simple.  Money-laundering is hardly unique in lacking a common definition.  However, the conventional use of the term normally implies the presence of a three stage process, set out by the Financial Action Task Force (FATF), and repeated in the Guidance Notes (1993) and by Bosworth-Davies and Saltmarsh (1994).  The first stage is the riskiest: the depositing of cash in a legitimate account, most commonly a bank.  The second stage involves "layering": any movements or transactions which complicate and disguise the origin of the funds, normally to create a difficult audit trail.  The third stage is termed "integration": the conversion through the layering process into a form which the perpetrator can control, whether directly or indirectly (for example as a "shadow director").  

In practice, our observations suggest that there are many variations on this structure.  For example, if a dishonest or loosely regulated medium is used, the perpetrator may effectively dispense with the second stage: the third stage merely happens automatically, as the perpetrator safely spends or invests the money abroad as if the funds were legitimate in the first place.  Some forms of laundering - see the use of property activities below, and in the final chapter - also avoid the need for layering, as the "audit trail" is concealed by the manner in which the money is "deposited" in the first place.  The same applies to intermingling crime proceeds with legitimate proceeds from business.  A further point about "truly" laundering money is that it implies that in return for having "clean" money or assets, the perpetrator is willing not only to pay a percentage for money-laundering services but also to pay corporation or other taxes in the process of accumulating assets: it is quite difficult to show large personal assets without at some time incurring a tax liability.  (Though compared with the US and Australia, tax authorities are seldom introduced as an integral part of a co-ordinated anti-organised crime strategy.)  

We are inclined to ask what evidence there is that a significant proportion of "UK crime proceeds movement" conforms to the three-stage placement-layering-integration pattern.  For whereas the above model may be an appropriate one to apply to an organised crime outfit which employs its own professional launderer who specialises in "front companies", in back to back loans which are not repaid, and even the creation and use of "front banks" (also used in certain advance fee fraud scams), it does not seem plausible when applied to much UK "disorganised" crime.  For this reason, we prefer the phrase "money movement", which is simple and does not assume any sophisticated process or conformity to a particular definition of "money-laundering".  However, it also raises the question of whether there actually are a large number of sophisticated money-launderers "out there" who remain undetected and/or unconvicted because of inhibitions in our legal system or police inefficiency.  We have also considered whether or not looking at "unusual financial transactions" - the movement of money or monetary instruments - can be as well as actually is a useful method of developing intelligence about predicate crimes.  The phrase "money-laundering" arguably over-sensationalises and also over-complicates the more mundane matter of the simple and obvious need to "conceal the loot".

The crime of trafficking in illegal narcotics is generally perceived to be the most major source of criminal wealth in the last twenty years or so.  This is reinforced by frequent headlines highlighting the street value of heroin, cocaine, and cannabis seizures, not to mention the legendary wealth of certain named/suspected "drug barons".  Public concern is fuelled by the link between "drugs" - a term which over-homogenises acts of very different harmfulness and levels of "organisation" - and (a) violence (partly over competition for market share and status), and (b) property crimes resulting from the need or desire to purchase commodities whose price is artificially inflated because of their illegality and consequent high profit margins.  Irrespective of whether it is "the drugs" that do them harm or their personality conflicts that lead them to behave self-destructively, fears about the harm done by illegal drugs are frequently exacerbated by media reports concerning tragedies befalling some of the most privileged families in the land - the Marquesses of Bristol and Blandford, and members of the Guinness family, are oft-cited examples - as well as the urban underclass.

A further dimension of social concern about drugs is its connection with exotic "organised crime groups" such as "mafia" (now Polish and Russian as well as Italian) and "triads", and particularly, the Cali and Medellin cartels, who are probably the most efficient and ruthless of the international syndicates; and with "narco-terrorist" organisations (whose existence can most readily be discerned in Peru's Sendero Luminoso and the Golden Triangle's Shan Army).  However, the extent of the vertical integration of the supply chain by any of these crime syndicates - of whose existence we are fully convinced, though uncertainty abounds about their cohesion and form - remains very much open to question.  The proportion of the final street price of the various drugs that any given syndicate has to launder is highly variable, and is affected not least by the number of people whose income is paid out of the drug profits.  As we indicate earlier, it is as if companies were assessed on the basis of sales turnover, without taking into account their operating costs.  Nevertheless, there has built up a general belief that the size of the profits generated by organised crime could ultimately affect the stability and healthy functioning of the legitimate economy. 

To those who question whether the integration of such criminal funds is necessarily a bad thing - it may have benefited the economy not only of Latin America but even investment levels in the West - the reply is that such reinvestment possibilities simply add to the desirability of drugs trafficking to potential offenders, and that "integrated" criminals commonly use violence against other businesspeople and are able to undercut them because they have unfairly easy and cheap access to working capital.  In the US, organised crime groups have corrupted the political process, sometimes in league with businesspeople (Chambliss, 1978)
, sometimes not.  (Likewise, in Italy, as the tangentopoli scandal reveals.)  We should note that the apocryphal quote of leading gangster financier Meyer Lansky - "We're bigger than US steel" - was purported to have been made at a time when drugs trafficking formed no significant part of Lansky's empire.  (Unless alcohol is seen as a drug, which it was at the time.)  There is considerable evidence to suggest that the traditional organised crime activities of loan sharking, various forms of tax evasion (e.g. skimming off the cash business profits from mob controlled casinos), gasoline tax scams, the misuse of pension funds by corrupt union leaders or businesspeople, and illicit gambling (e.g. numbers rackets) have continued to be favoured sources of income within many organised crime outfits.  After all, robberies and trafficking carry much heavier penalties and can be easier to prosecute than complex financial crimes and prostitution.  (Though in the US, the risk factor is complicated by the all-embracing nature of the Racketeer Influenced Corrupt Organization Act, which covers two or more vice and fraud acts as well as drugs trafficking, and consequent civil and criminal forfeiture of assets.)

As a result of the fact that there is virtually no illegal substance on sale in the UK whose production has not involved at least some element of international trafficking (if only in precursor chemicals), the control of illegal drugs is obviously an interna​tional issue.  There is also little doubt that, knowingly or not, London is used as a conduit for both legal source tax evasion and illegal-source funds.  However, this report is concerned primarily with analysis and recommendations relevant to the UK, and there are many dangers in adopting assumptions which may be relevant to conditions in other locations.  For example, much of the early financial analysis undertaken by the FATF is heavily influenced by US experience and by American theorising about the nature of "organised crime".  We would argue that the nature of the drugs trade in the UK, the organisation of the UK underworld, and the influence of "the underworld" within the upperworld business and financial community are all very different from the US experience.  There is negligible evidence of bribery and corruption of politicians or the judiciary in the UK, nor, compared with the US (and, a fortiori, with many Third World countries), is there any plausible evidence of widespread "rotten barrel" corruption of UK law enforcement - police and Customs.  In this highly emotive area, it is very easy uncritically to adopt unquantified or inadequately researched assumptions, and then to use them to justify legal and police methods that may not be required or are less cost-justified.  Research to date, while not refuting the claim that large syndicates are responsible for much importation of narcotics, suggests that most distribution is by relatively small-scale user-dealers.  Indeed, as our study indicates, it is precisely such persons who are most likely to be caught by the suspicion-based reporting system.   

One NCIS officer mentioned that a drugs gang would be considered unusually large if it had as many as six members: many were operations conducted by a single individual or a partnership.  Dorn et al (1992) suggested two categories of traffickers who are of particular interest to us: "criminal diversifiers" and "sideliners".  (See, further, Wright et al, 1993, who found diversifiers to be the most common and sideliners the least common group investigated by local and Regional Crime Squad drugs squads.)  "Diversifiers" are professional criminals who dabble in anything profitable, whether it be bank robbery, fraud, or drug trafficking.  Such criminals will be used to dealing in "hot money" and "hot property": drugs money is obviously not as identifiable as the proceeds of a bank robbery, and besides, the criminal will need to keep plenty of cash around to use for the next drug deal: suppliers are not very keen on credit facilities, not least because of the risks of incarceration and asset confiscation for the debtor.  The chances are that the bulk of professional criminals will already have established methods of moving their proceeds secretly.  The image of a semi-retired bank robber attempting to open up legitimate accounts for the movement of vast amounts of trafficking profits is not one which seems to have caught the attention of law enforcement agencies in the UK.  "Sideliners" are otherwise legitimate businesspeople whose ethics or misfortunes are such as to permit them to dabble in drug trafficking as a "sideline".  Such individuals by definition already operate legitimate businesses and have the know-how, the established relationships with banks and professional advisers which can enable them to adjust their business structures so as to accommodate the intermingling of drug funds with legitimate takings.  Obviously this is much easier to achieve if their businesses are cash-generating, but with care and ingenuity, it is not difficult to expand an existing business structure to accommodate large cash additions. 

Let us take as an illustration, a suspected major trafficker in an urban area outside the major metropolises.  The suspect owned a large number of slum dwellings populated largely by "down and outs" and low-income unemployed who were ostensibly paying rents that they clearly could not afford, but - from bribery and fear - would insist that they were actually paying.  The police were unable to prove anything against the suspect, but he was under surveillance because informants stated that he was the major trafficker in the area.  Our point is that on the surface, property ownership may not appear to be an ideal laundering vehicle, but in fact, it can absorb an enormous amount of cash by making improvements, using self-employed labourers who are delighted to work for undeclared cash payments.  Properties are "invisibly" improved and capital gains can be made.  If questioned, the suspect can claim that he did the building work with friends, and unless he is under surveillance for a long time, it is hard to refute this.  A further scam involves purchasing a property for an artificially low price and topping up the difference with cash.  The vendor can gain by actually receiving a premium price for the property and also avoid any capital gains tax.  The purchaser has in one movement deposited and integrated - i.e. laundering without the middle "layering stage - a large five figure or even a six figure sum.  So a business set up which includes property dealing is an extremely flexible and sophisticated vehicle in which all the aims of money-laundering can be accomplished with the respectable result of ownership of relatively safe assets which - unless the bottom falls out of the property market - can grow and yield further income.  Estate agents are warned by circulars from law enforcement agencies from time to time to be alert to questionable purchase arrangements, but we are not aware of many occasions on which they have taken advantage of this opportunity!  We should add, however, that such conduct can simply represent tax evasion and/or the hiding of assets from partners during divorce settlements, etc.  Once a criminal enterprise has "kickstarted" itself into the business sector - and in the case of "sideliners", they are already there - the possibilities for money-laundering become endless.  The only limit is the imagination and determination of the perpetrator.

In order to highlight the problems faced by law enforcers, it may be helpful if we attempt to build a simplified model, to cut down the enormous number of possible permutations.  A further problem is that not all money-laundering operations have the same aims.  Scale - i.e. cash turnover - is another factor.  Obviously laundering millions per annum (or even hundreds of millions per annum, as with the Colombian syndicates) creates problems which do not apply to the laundering of (say) several thousands per month.  For the Colombian cartels, in particular, the notion of a "crime break", accompanied by an amnesty or reduced sentences, might even be welcome, since they have such severe problems repatriating and reinvesting their money.  

Large cash laundering requirements create the "clout" to corrupt some businesspeo​ple and professionals into providing sophisticated assistance, particularly where they see little downside risks for themselves.  For simplicity we will consider a model where the turnover is of the order of £500,000 per month, all in cash sales in sterling.  The gang consists of three principals who require to pay £100,000 per month in goods and expenses to their suppliers and transporters; £100,000 is set aside for internal expenses, i.e. cash payments to minor "employees" (loaders, drivers, warehousemen etc), travelling expenses, and "high living"; and it is desired to integrate £300,000 between the three principals who are looking to accumulate personal assets at a rate approaching one million pounds per annum.  In respect of this, they decide to split the accumulation of assets between three locations.  One is local, the other is a desirable sunny "bolt-hole", and the third is a "tax-haven" country where anti-money-laundering laws and tax declaration requirements are exceedingly liberal. 

The traffickers have two essential choices.  One is to avoid the direct depositing of cash locally, i.e. the cash is couriered abroad to an appropriate location where a friendly bank will ask no questions in return for a substantial commission.  This involves the risk and expense of using couriers, but is far less risky than using couriers to smuggle drugs, for even if they are caught, what offence can be proven (though they might have to sacrifice the cash)?  The advantages are that once this has been accomplished, layering and integration is relatively easy.  Furthermore bank cheques can be written directly to supplier front companies on behalf of the trafficker's own nominee companies, which may be located in countries - of which the closest is Liechtenstein - with high corporate or trust secrecy levels, making them impenetrable.  An alternative to cash couriering, which can achieve a similar result, is the purchase of travellers cheques and foreign currency at bureaux de change (who, in the past, did not figure highly in the reporting of suspicious transactions and who in any event are not as highly regulated as banks and building societies, though they are regulated more in the UK than in many overseas countries).

These methods have the benefit that all the risk is concentrated in the initial "money moving" stage.  This risk is minimised by splitting the cash into quantities which either arouse little suspicion or only give rise to losses when detected.  Although there are powers under the Criminal Justice (International Co-operation) Act 1990 to seize cash in excess of £10,000 until the carrier can prove that its source is not drugs, the barriers offered by down-sized border controls are too modest to catch many serious cash couriers except those already under surveillance. 

The other alternative is that the bulk of the laundering involves initial depositing within the UK.  To be conducted on a large-scale basis, this requires intermingling with the legitimate proceeds from a front business, the use of wire transfers from shell companies whose operations are fairly opaque, or the use of underground banking arrangements discussed by Bosworth-Davies and Saltmarsh (1994).  From this point the layering may involve movements abroad, with integration either abroad or at home according to requirements.  It should be apparent that this latter type of laundering requires a higher degree of sophistica​tion than the former.  One could hypothesise  that "criminal diversifiers" were more likely to courier abroad than to deposit at home, whereas "sideliners" may be more in a position to opt for a home-based method, with a purchase of assets abroad in order to avoid tax, as well as having assets in bolt-holes if the going gets rough.

The above is admittedly speculative, but is provided to indicate the enormous scope there is for avoiding the suspicion-based disclosure regime.  (This applies a fortiori to countries such as the Netherlands that have imposed a Dutch fl.25,000 lower limit for their suspicion-based system from 1994.)  Clearly there must be a significant number of operations which are based on some variation on the above model.  However, just as Dorn et al (1992) were unable to indicate the proportions of drug traffickers who fell into their various categories - though Wright et al (1993) did so on the basis of drug squad officers' reports - we are faced with a similar problem.  It seems unlikely to us that the vast majority of UK drug dealers engage in sophisticated money-laundering.  Other than the improvement of their homes and the ownership of rather more expensive cars, clothes and jewellery than could be accounted for by their official income and wealth, money tends to go on supplies, high living, drug use, and to be dissipated amongst wives, girlfriends, family etc.  The money may be used extensively within the normal economy, but only via the purchase of goods and services, not through sophisticated asset-building laundering operations.  Essentially, then, those who simply want to live well for the present have few laundering problems:  the only significant difficulties are for the criminal capitalists who wish to invest for the future.

It is generally accepted that law enforcement strategies have had limited success on drug consumption or trafficking, and probably less long term impact than have  exogenously determined variations in supply and demand.  Hence the periodic revival of demand reduction strategies and, increasingly, of toleration and even decriminalisation.  In essence, there are three major targets for anti-narcotics strategies:  producers, suppliers, and users.  Producers can only be targeted in their home bases, and this depends upon the resourcing, determina​tion and integrity of their local regimes (assisted by the regulation of precursor chemicals for synthetic products), and - in the case of natural products such as poppy and coca leaves - alternative sources of income for peasant farmers.  Obviously, parts of the supply chain and the demand chain are domestic, and some funds must be recycled domestically and internationally:  despite the deregulation of internal mobility within the European Union, Great Britain's island status presents different logistical issues for cash couriering than does the US's long land borders with Canada and Mexico, not to mention the close proximity of many nations in the West Indies with a desperate need for financial services business.  (The Isle of Man and the Channel Islands, being better established, do not have the same level of need for business of whatever kind.)  The need for offenders to launder money depends not only on (a) the gross profits from drug sales at various points along the supply chain, and (b) the "savings ratio" of drugs traffickers at various levels, but also on (c) the nature of the "drug of  choice" and the route through which it has to travel (which in turn interacts with [a]).  The ability to launder money depends on the vigilance, competence, and integrity of businesspeople and law enforcement.  We have not considered here the impact of the money-laundering reporting system on the diversion of questionable money transactions into riskier or at least narrower channels.  The idea here is that by reducing the number of channels through which suspicious money can reasonably flow, one increases the risk of exposure in those channels where it must flow.

The major sources of conviction for consensual crimes such as drugs trafficking are informants and surveillance.  Information is also received via the suspicious disclosure system and the result of random or alert police or Customs observations.  In addition all information is either treated as raw intelligence or "converted" into data base intelligence, so that information which in itself appears valueless may amalgamate into useful intelligence when drawn together with other strands.  There are no set circumstances which would initiate a major law enforcement operation.  For this reason, law enforcement officers, particularly in Customs Investigations Division, are hungry for information, any information, in the hope that the databases which are becoming increasingly "intelligent" (in the sense of computer intelligence) will make a connection:  an address, a phone number, a name, a location, a particular line of business etc., may all suggest a line of enquiry.  Disclosures may also enable the authorities to learn about assets which the offender would not otherwise have disclosed to them, increasing the eventual yield of asset confiscation.  

In summary, close attention should continue to be paid to the likely enforcement yield of any crime control strategy, in the light of sceptical, rather than sensational, appreciation of the organisation of the particular form of crime.  Without filtering or new methods of analysing data, and without an expansion in staff to investigate cases, we may be close to reaching the peak value of disclosures, dictated by the law of diminishing returns.  In the ensuing chapters, we attempt to review the extent to which this may be so.  However, intelligence about the nature of criminal organisation in the UK is far too patchy to enable us to tell readily when diminishing returns set in.  Moreover, though offset against tax as business costs, many of the costs of the money-laundering reporting system are borne by the private sector, making cost-saving and maximising efficiency of less concern to the Treasury and Home Office than they would normally be.  

Chapter Four  
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Having set the analytical scene in earlier chapters, in this chapter, we review the statistical data and illustrations given in interviews to provide a composite picture of the nature and impact of suspicious transaction reports to date.  Our essential methodological problem was to define useful parameters whose values could easily be ascertained, with reasonable speed and accuracy, by the NCIS liaison officer.  Some of the information we would have liked to know was not made available to us:  for example, we were not permitted to trawl the FINLOGs for direct information pertaining to the nationalities/ethnic/racial particulars of individuals reported upon.  We were, however, permitted to trawl for positive or negative information regarding British passport status.  The result of this part of the analysis, plus data from the pilot study and informal discussions with officers, suggests that a very high proportion of disclosures are of suspects who are non-white and/or do not have British passports.  If it is the case that ethnicity plays a significant part in the forming of suspicion, then it seems legitimate to discuss the extent to which this results from (a) prejudice, (b) a genuine but mistaken belief that certain nationalities or ethnic groups are more involved in certain types of criminal activity within certain areas; and (c) a genuine and correct belief that some groups - for example those of Nigerian background - are disproportionately involved in crime, particularly fraud.  As will be seen later, the "hit rate" of disclosures appears to be higher for British passport-holders than for others.  However this could be partly due to the fact that it is much easier to investigate one's own nationals, rather than that the "false positive" rate is unreasonably high for non-British passport holders.  It may be, however, that just as the police often find it suspicious for people of Afro-Caribbean origin to be driving expensive cars, bankers are cued into being suspicious of the same group depositing "significant" amounts of cash:  offender stereotypes are not the exclusive preserve of the police
!

Perhaps this is an appropriate stage to remind readers that data analysis produces statistics and correlations:  it provides no direct information about causes or the directions of causality.  All we claim about our interpretations is that they are consistent with the data, and are based also on our extensive interviews and observations to make sense of the data.  We assert, however, that in many fields, operational personnel develop "folk beliefs" about their subjects, which beliefs may not correspond to the evidence.  Careful analysis of data can provide a useful - if not always wanted - corrective to such "folk beliefs".

The list of parameters chosen for analysis was as follows:

1.
The organisation making the disclosure.  This was divided into 18 possibilities, including some large institutions as individual ones, and others grouped under general headings

2.
The legislation under which the disclosure was made, e.g. drugs, terrorism

3.
The nature of the account(s) involved

4.
The sex of the main suspect

5.
The age of the main suspect (if known)

6.
Whether or not main suspect was a British passport holder or not (if known)

7.
Employment status of main suspect, where known/appropriate

8.
Length of main suspect's relationship with disclosing institution (dealt with in ranges)

9.
The location, relative to the institution, of the main suspect's home address

10.
Whether suspicious activity involved only one transaction or several

11.
Whether or not transaction(s) only involved sterling within UK

12.
The financial scale of the suspicious activities (a range)

13.
The clarity of the reason given for the suspicion

14.
Whether the suspicion was prompted by information communicated by a law enforcement agency, i.e. "transferred suspicion"  

15.
Was suspicion due to information transferred from a source other than law enforce​ment, e.g. tip off, complaint, media report etc.?

16.
Were unusual deposits of cash involved in suspicion?

17.
Were unusual withdrawals or transfers involved in suspicion?

18.
Whether the NCIS "lead investigation" allocation officer was Customs or police

19.
To whom lead investigation was allocated by NDIU region

20.
To whom lead investigation was allocated by NCIS region

21.
NCIS classification of result

22.
Length of time in weeks between disclosure and report from investigating officer

23.
Feedback status to institution

24.
Whether full names shown

25.
Whether age or date of birth (D.O.B) was given

26.
Whether passport details were given

27.
Whether driving licence details were given

28.
Where there was a counterparty to a suspicious transaction, whether the details of that counterparty were given

29.
In cases of in-house transfer of account, whether identification (ID) records were also transferred

The salient results for the sample of just over 1,000 FINLOGS may be summarised, with some comments, as follows:

1.
72 % of the disclosures were made by the "Big Four" clearing banks.  Other deposit taking banks accounted for 6 %.  Building societies accounted for about 9 %.  Other disclosers included travel agents, securities firms, and insurance companies.  In view of the high profile given to compliance issues and the publication of separate guidance notes for the securities and insurance sectors, it may be of passing interest that these two sectors each accounted for just over 1 % of the disclosures made!  (We would expect this proportion, and certainly absolute numbers, to rise in future.)

2.
86 % were disclosed under the Drugs Trafficking Offences Act 1986, 4.6 % under the Criminal Justice Act 1988, and 4.2 % under the Prevention of Terrorism Act 1989.  These decisions were seldom related to judgments about the suspected 

predicate crime.  In most cases, there was insufficient information for the discloser to relate the suspicion to a specific sort of crime.  In those cases where there was quite a strong suspicion of a specific non-drug trafficking crime, or of terrorism, then a disclosure was made under the appropriate legislation.  Otherwise, habit tended to dictate that an unspecific suspicion of money-laundering was disclosed under the Drugs Trafficking Offences Act 1986.  Given that disclosures under the Criminal Justice Act 1988 were "voluntary" - in the sense that no criminal liability attached to bankers who did not report their suspicions that the proceeds originated in theft or fraud - some institutions did not report under that heading.  (This did not prevent them from reporting cases where they had strong reason to suspect a non-drug trafficking predicate, whatever the official line.  For further discussion, see the earlier section on banker perspectives.) 

3.
Just over 70 % of the disclosures involved a simple personal account.  The 
significance of this is discussed elsewhere.

4.
80 % of the main suspects were male.

5.
Where age was known, the bulk of those suspected lay between 25 and 45, about 17 % for 25 to 35 and similarly for 35 to 45.  It is noteworthy that in this largely early 1991 sample, 41 % of ages were not known.  It seems likely that the published Guidance Notes (reinforced by the Money-Laundering Regulations 1993 made pursuant to the Criminal Justice Act 1993) will by now have ensured that this percentage is falling, as new accounts fulfil more stringent identification requirements on opening.  However as will be seen later, a significant percentage of disclosures involve quite long standing accounts, where little can be done about thin or out of date account holder files:  the requirements for identification do not apply retrospectively.  One point worth noting about a business account is this: an institution - like a creditor - has no automatic way of knowing that the beneficial owner of a business using a particular account has changed!

6.
Of the 72 % where the passport status of the suspect was known, two thirds appeared 
to be non-British.

7.
The occupation of the main suspect was known in 80 % of cases.  This was spread over a variety of categories.  We do not know how well or badly these results would have correlated with a "non-suspected" sample of customers.  Less than a third were apparently in full time UK employment, and this makes sense in terms of the trigger of suspicion being a deposit inconsistent with known income.  Of course, some of the information may have been out of date or incomplete.

8.
Only 14 % of disclosures involved "one-off" transactions with strangers; in 21 %, the relationship had lasted between a month and year; the bulk - 31 % - involved relationships lasting one to five years; and about 20 % involved relationships longer than five years.  This might appear surprising at first glance, insofar as one might expect that sus​pect trans​actions are more likely to be associated with recent accounts opened up for the purpose of disposing of crime proceeds.  However, a long standing account will have an established pattern of use, against which it is easier to spot an apparently "out of character transaction".

9.
72 % of the suspects had a UK home address within the catchment area of the branch.  
However, a not insignificant 20 % of the suspects had a main address abroad.

10.
40 % of the disclosures involved one transaction only.  About 23 % involved a series of related transactions.  About 35 % involved "suspicious activity" over a period.  There may have been occasional difficulties in determining which of the last two categories applied in some of the cases.

11.
60 % of the reports involved purely UK sterling activities.  The remaining were roughly divided between cross border currency movements and foreign currency exchange.

12. 
About a quarter of disclosures involve £10-25k, with the next most common range reported being £25-50k.  Later this will be compared with the results for positives only.

13.
The liaison officer decided that in just over 2 % of disclosures, there was no clear reason given for suspicion.  However, the criteria he used to decide this were that there was (a) a description of a transaction and (b) a statement that it was unusual.  Had we been making this judgment (which required access to the disclosures, forbidden to us as non-constables), we would have required a more concrete basis for judgment of "clarity", so we regard his view as an underestimate of the proportion of cases whose reporting rationale was unclear.

14. 
This parameter sought to discover whether the disclosure was made in response to suspicion "transferred" by the police or Customs.  (We discuss elsewhere in this report "fishing expeditions" and more particularly which sort of "transferred suspicion" ought to generate a disclosure.)  In about 8 % of cases, the disclosure was triggered by such "transferred suspicion".

15.  
This parameter was similar to the previous one, except that it covered other sources of transferred suspicion, particularly a complaint by a friend/relative/ associate about the activities of the suspect.  1 % of disclosures originated from this source.

16. 
This parameter sought to discover whether the suspicion was partly caused by cash 
deposits.  Over half suspicions were triggered by cash deposits. 

17.
Over 60 % of FINLOGS involved transfer of funds.  Detailed information concerning the percentage of disclosures which involved both deposits and associated with​drawals, which was quite high, will be provided later.  

18.
The police allocated just under half the FINLOGS, while Customs allocated just over 
half of them.

19. 
This showed the way in which the cases were distributed by the then NDIU 
classification which involved nine police regions.

20.
This analysis was similar to 19, except that the lead was given by NCIS region.  It would not be appropriate here for us to publish detailed comparative statistics pertaining to individual NCIS police areas.  However about 36 % were allocated to HMCE, 8 % to Special Branch, 32 % to the South East (mainly the Metropolitan Police), and the remaining 24 % were sent to five NCIS police regions.

21. 
The following table shows the results for the NCIS classification of result. 

Table 1   NCIS classification of disclosures
Classification

Number in class
Percentage of total
Drug Positive
4
0.4

Crime Positive
         11
1.0

Drug Suspect
14
1.3

Crime Suspect
25
2.3

Unidentified
        172
        15.5

Negative
        211
        19.0

Not known
        669
        60.3

This is the most important result of the first stage of data analysis, and is the single most dramatic and, arguably, alarming result of the project.  The perspective within which these figures need to be viewed is a complex one.  Some factors will help to mitigate their immediate effect.  Others may actually make these figures look even worse.  It would be disproportionate to provide a full commentary within this chapter.  However, the central figure of 1.4 per cent posi​tive (meaning that the disclos​ure involved at least an arrest), including less than a half per cent that involved drugs trafficking, appears to be a poor total yield from these reports:  at about one drug trafficking arrest per 200 disclosures, this was not perhaps the sort of result anticipated when the Drugs Trafficking Offences Act 1986 was drafted.  If one bears in mind that not every arrest leads to a charge, trial and conviction, as well as the fact that NCIS estimates that about two thirds of those disclosures that were posi​tive on average did not initiate the investigation but rather occurred in parallel with and/or reinforced the investigation, it may take of the order of 1,000 disclosures to convict a trafficker, irrespective of whether any proceeds are recovered.  At the current rate of 13,000 disclosures a year, this means that the entire money-laundering system produces an unambiguous "yield" of only 13 drugs trafficking convictions annually (plus, significant​ly, perhaps 35 more convictions for fraud and for other serious offences at a time when reporting for non-drug suspicions was rarer than it is today).  Convictions arising in this way are not the only social yield from reports:  there are also deterrent and "criminal exposure effects", which we will discuss further in the conclusion. 

This result led us to ask NCIS whether they could provide any direct information on the total success in terms of trafficking convictions (and asset restraint/seizures) in relation to the disclosures made up until the end of 1991.  The response was that there had been no attempt to monitor this sort of information, due to practical difficulties such as the administrative problems in having to check continually on the progress of cases
.  

22.
In over 85 % of cases, there was no report from the actual investigator back to NCIS, which meant that it was not possible to obtain an adequate profile of the time lag between a disclosure being made and an investigation being reported upon.  Few forces were very conscientious in sending back negative reports.  This has had an interesting side effect.  Until recent​ly, some NCIS officers have been inclined to place a high figure on the success rate of the disclosures.  It turned out that their false impressions were appar​ently based upon considering "hits" as a proportion of the report-backs actually made to NCIS rather than the whole set of FINLOGS.  Since those report​ed to NCIS were much more likely than those not reported to be positive, this produced an artificially high "hit rate". 

In some cases, the report will be an interim one, and in others it will be a closing one.  At that time, about a third were reported on between six months and a year after the disclosure was made.  Given that our analysis scale is non uniform, it would be reasonable to assume that the length of time a running investigation lasts (i.e. excluding those that are not investigated further after initial checks) is fairly evenly spread over the year, with 5-6 months as the most likely monthly time range.  We felt that this area was particularly unsatisfactory, because it results in the fact that neither we nor NCIS are able to provide accurate statistics for the final results of investiga​tions initiated by disclosures.  (Though we are aware that, like many "cleared up crimes", most disclosures recorded as "hits" do not end in conviction.)

23.
The feedback status was reported by the liaison officer as "not known" in almost all cases.  From our discussions with bankers, it was clear that very limited official information is provided and that it is provided very late. 

24.
Full names of suspects were given in 97 % of cases.  This parameter was included because there was some complaint that sometimes, only initials were provided, and this was insufficient for investigative purposes, including Police National Computer checks, where more than one family member may have the same initials.  However the results suggest that there are few exceptions to the practice of giving names in full, and this may be just due to occasional carelessness in the filling in of forms.  It may also be due to the fact that where disclosures involved one off transactions (e.g. currency exchange, etc), full names may not have been known.  The 1993 regulations on customer identification should improve this aspect with respect to transactions which are higher than the laid down 15,000 ECU threshold. 

25. 
Dates of birth were only given in just under 60 % of cases.  Again the more stringent identification requirements in the Regulations mean that passport details or driving licence details are more likely to be included in future records on new accounts, and that therefore the institution should be able to provide dates of birth, which are of obvious investigative usefulness.

26. 
Passport details were only given in 16 % of cases, which is not surprising.  The 
remarks already made in respect of the parameter 25 above apply.

27.  
We are not surprised that driving licence details were only given in 4 % of cases.  Despite the increase in counterfeit, stolen, and fraudulently obtained passports, passports are generally regarded as more useful and reliable identification documents. 

28. 
In about half the cases, transactions involved a counterparty.  In about 15 % of those cases, details of the counterparty were not given on the disclosure.  This parameter was included as the result of a suggestion of a very experienced NCIS officer.  This matter should be included in the checklist of an "appropriate person" i.e. the person nominated by an institution as responsible for organisational compliance - since the beneficial owner, rather than the account-holder, may well be the ultimate recipient of the funds.  We are aware that some of these details are oversights which can be rectified by a phone call.  However it is much more efficient if officers can proceed to check databases without delays caused by a typical telephone chase for routine information which ought reasonably have been provided on the FINLOG.

29. 
This last parameter was also inspired by an NCIS officer, who said that he could recall cases where inconvenience had been caused by a branch's failure to pass on account identification details to another branch within the same institution.  The liaison officer found this to be true in about a third of the very small number of cases where there was an in-house transfer.  We would have thought that such details were useful for administrative efficiency within banks. 

There was room for refining the parameter grid: however, time and circumstances did not give an adequate opportunity to treat the above as a second pilot project.  We believe, notwith​standing this defect, that the quantity and detail of information obtained is sufficient to provide the basis for a very broad range of tentative conclusions and recommendations.  As one of those recommendations will involve advising that ongoing parametric analysis should be developed and maintained by NCIS so that future policy advice can be based on up to date and accurate information, we feel that we have learned sufficient to provide a justification for a more analytical approach to the administration of the disclosure system.  Guidance notes and notes for money-laundering reporting officers will need to be revised on an ongoing basis in any event, but we would expect some of the record-keeping issues to improve automati​cally, as the new guidelines mean that for new accounts, fuller information will be required.  Law enforcement techniques also need to adapt, as professional criminals and criminal professionals find ways round the system.   

Analysis of "positives"tc \l2 "Analysis of "positives"
As observed in Table 1 earlier, NCIS has six result classifications, as follows:

1. Drug positive

2. Crime positive

3. Drug suspect

4. Crime suspect

5. UNIDENT

6. Negative

It is important to realise that this classification is made by the actual investigating officer in Customs or the police to whom the disclosure is sent, not by an NCIS officer.  This means that there is some variation as to where the line between "suspect" and "positive" is drawn.  As in the general Home Office rules on "clear-ups" of recorded crime, virtually all officers would classify a result as "positive" if they felt justified in making an arrest, even though an arrest may not result in a charge and the CPS may discontinue the prosecution before it reaches the court.  An NCIS officer claimed that only a fraction of positives would lead to a conviction: possibly two or three in ten.  Some officers would classify results as positives if they personally felt certain as to the drugs or crime link, even though they were not even in a position to make an arrest.  Consequently, if all officers were consistent, the number of positives could be higher (or, on the tougher evidential criteria of arrests and, a fortiori, convictions, could be much lower).

Similarly the suspect range is blurred at both ends.  Some officers would classify a FINLOG as "crime suspect" or "drug suspect" merely on the basis that a name or address is already on a database as a result of some other source of intelligence.  In fact this perhaps highlights a major distinction between a banker's suspicion - which is related normally to the direct conduct of an individual - and a law enforce​ment suspicion which is more often based on an intelligence link, however weak, to previously obtained information, e.g. does this person have "form" (convictions)?

Perhaps the criterion for classifying as "suspect" ought to be tougher, especially as there is a "dustbin" called UNIDENT for classifying those cases where officers feel instinctively that the transactions were linked to criminality but are a long way from even having evidence to satisfy themselves.  The researchers feel that accurate statistical information on the progress of disclosure investigations is desirable if adequate information is to be made available to policy makers.  (See the final chapter.)  It should be borne in mind that most of the "positives" being analysed, although often contributing to "intelligence", are actually "dead-ends" in terms of conviction and asset restraint/seizure.  On the other hand, in principle, one disclosure could lead to the identification of a drugs trafficker, major fraudster or terrorist: to ignore the qualitative dimension by focusing simply on statistical yield would be a serious mistake.  In spite of disagreements as to boundaries, the results are very useful in indicating which disclosures have proved relevant to law enforcement agencies, even though the restrictions of investigative inputs mean that their full potential is unrealised.

Of the 1,110 cases trawled in the main batch, a total of 54 were classified within the four interesting categories (i.e. the first four of the above list).  Of those four were drug positive, 11 were crime positive, 14 were drug suspect and 25 were crime suspect.  It will be appreciated that these numbers are very small for statistical analysis, and thus we decided to ask the liaison officer to process a second batch of disclosures, concentrating only on the "positives".  This second batch contained 145 FINLOGS.  Ideally the 145 positives should have been amalgamated with the 54 earlier ones to obtain a larger sample of 199.  Due to our time constraints, the following analysis of positives is based on the 145.  However, checks have been made to see whether adding on the 54 cases would make a significant difference to the statistics.  Where relevant, we have noted whether there is a significant discrepancy between the statistics produced by the two samples.  Thus any adverse effect should be minimised. 

The 145 cases produced 7 drug positives, 23 crime positives, 41 drug suspects, and 73 crime suspects.  About 30 % of the first batch, compared with 20 % of the second batch of positives were in the top positive category.  The total of 11 drug positives for the two batches relates to a period of about 14 months.  Given the estimate that only two or three out of ten "positives" result in a conviction, our earlier estimate that there have only been of the order of a dozen or so drug convictions initiated by disclosures since the system began still appears realistic.  (There have been 27 convictions in England and Wales for s.24 drugs money-laundering offences from 1986 up to the end of 1992, but we do not know how many, if any at all, were actually initiated by disclosures.)  In addition, there were some two dozen cases where financial disclosures played a part, sometimes a very helpful part, in preparing the case, e.g. a disclosure made about a person already apprehended may provide information about finances which would never have been available.  This can lead to further intelligence about crime networks, and may assist in asset confiscation later, particularly post the Criminal Justice Act 1993.

It will be noted that for the 199 "positives" in our later sample, the ratio of crime positive to drug positive is just over 3:1.  Informal NCIS estimates are usually given as about 50/50: but our analysis suggests that it is more like 75/25 in favour of general crime, in spite of the fact that the vast majority of disclosures were made under the Drugs Trafficking Offences Act 1986.  This supports our general observation that bankers are seldom in a position to know the sort of crime committed by their suspect customer.  Nevertheless we are fairly confident that suspicion of the predicate crime was fairly rare for those disclosures which were completely pro-active on the part of institutions.  One of the reasons for this confidence is the low number of reports made under the Criminal Justice Act 1988, in spite of the fact that when it comes to "hits", the majority turn out to have been non-drug trafficking predicates. 

Analysis and comments, by parameter numbertc \l2 "Analysis and comments, by parameter number
1.
Although the "Big Four" clearing banks were responsible for 72 % of disclosures, they were responsible for only 51 % of the "hits".  This does not suggest inefficiency in any respect: it must be borne in mind that the range of transactions, types of accounts, and services offered by the major clearing banks are very broad.  For example if one contrasts a bank and building society, despite recent changes (mainly in the direction of bancassuranc​e), a building society predominantly deals with simple types of personal account, the vast majority being either residential mortgage loan accounts or personal deposit accounts. 

In theory it should be easier for a building society to spot an anomalous transaction.  Thus the fact that our category containing most of the building societies made 7.7 % of the disclosures but 20 % of the hits is most likely explained by the sort of considerations offered, e.g. banks deal with much larger cash and non-cash transac​tions, and since transaction size disproportionately often leads to unsuccessful disclosures, it artificially lowers their "hit rate" compared with building societies.  There is little evidence to suggest that building society compliance methods as such are superior to those of the clearing banks: indeed one building society which made many disclosures had never made one which was successful!  There is also a possibility that small building societies may be favoured by some criminals because traditionally, their account opening procedures have been simpler because they have not had to contend with cheque books and therefore have lower creditworthiness criteria.  There is some police perception that building societies have in general "got their act together" better than the banks, but we have warned of the danger of trusting excessively individual perceptions of this nature.  Certainly our research suggested that the major clearing banks had made an enormous effort to apply the guidance notes to their very complex range of activities, and it would be quite unfair to make any blanket judgment in this sensitive area.  The result, however is certainly of interest and could deserve more thorough investigation.

2.
Although disclosures made under the Criminal Justice Act 1988 constituted only 4.2 % of the disclosures, they produced almost 16 % of the hits.  This is largely because many disclosers classify suspicions under the Criminal Justice Act only when their suspicion is sufficiently strong that they are almost certain that the money comes from fraud, theft or robbery.  Later we shall examine the results of disclosures for a particular institution which is confident that its Criminal Justice Act reports are all crimes.  Only one disclosure from the 145 sample was reported under the Prevention of Terrorism (Temporary Provisions) Act 1989.

3.
Account status made no significant difference to the chance of being a correct money-
laundering case. 

4.
The sex distribution of the suspicions and of the hits were almost identical, so there appears to be no direct sex discrimination in reporting, either in favour of or against women.  (In both samples, these were just under 80 % male: though this is a lower male predomi​nance than in criminal statistics generally.)  This tells us nothing, however, about the comparative proportions of men and women who are actually laundering.

5.
On average, "hits" were younger than "suspects": of all "hits", 30 % were in the 25-35 age range, 18 % in the 35-45 age range.  (Because 29 % are not known, these age ranges accounted for the bulk of those known.  Like major fraudsters, these are older than offenders typically are.  Taking drug offenders as a whole, more than a third were over 30, and over a half over 25.)  Suspicions were distributed evenly between the two age ranges.  Perhaps this reflects the truism that the less experienced are more likely to get caught out by the system!

The comparative graph in Figure 1 reflects the relative distributions: 

Figure 1   Age Range of "Positives" against all NCIS disclosures
   ─────   Percentage of positives

   ---------------   Percentage of total NCIS disclosures

6.
Of the percentage known, two thirds of passport-holders whose transactions were reported as suspicious were not British.  However, of the "hits", 39 % held British passports, compared with 31 % who held non-British passports.  We do not know whether this represents more unjustified suspicion of "foreigners" or merely the greater difficulty of following up investigations into them.  

7.
There was no differentiating pattern between the job status distribution of hits and that 
of suspects. 

8.
The length of account holder's relationship with institution differed only modestly from that of suspected reports.  About 50 % involved relationships which were less than a year long (compared with 43 % with the general sample).  However 37 % involved relationships of between one and five years compared to 32 % in the general sample.  Perhaps one odd result was that a much smaller proportion of hits than of reports involved longer term relationships.  We do not suggest that this means that banks should have greater faith in their long standing loyal customers!  There will be some statistical quirks, inevitable when one is dealing with a small percentage of a small sample.

9.
In view of some of our earlier comments, it may not surprise the reader to learn that the vast bulk of hits involve local UK customers.  Although disclosures involve over 20 % of people with foreign addresses, less than 10 % of hits have foreign addresses.  This strengthens an earlier view that investigations of the local indigenous population have a greater chance of success, though it does not tell us anything about the correctness of suspicions, since police investigative inputs are often quite modest.  Another statistic which indirectly corroborates this may be the results for HMCE investigations as compared to those of local police forces, examined later.

10.
This parameter showed the distribution between those FINLOGS involving one transaction, a series of related transactions, and general suspicious account activity over a period.  It produced similar results for both positives and original sample.

11.
Consistent with other results, the hits were more likely than the suspicion reports to involve sterling/UK activity only, i.e. over 76 %, as compared with under 60 % for the general sample, were for sterling-only accounts.

12.
The following graph (Figure 2, overleaf) shows the comparison between scale of fund 
distributions.

Figure 2   Percentage distribution of sums involved in disclosures
   ─────   Percentage of positives

   ---------------   Percentage of total NCIS disclosures

The range £5-50k accounts for 60 % of the hits; the range £50-100k accounts for 10 % of the hits; and there are only a handful of hits involving six-figure sums.  These sums involved in the reports may be mere episodes in criminal earnings, rather than being the total criminality of the individual(s) involved: however without further supporting evidence, they do not suggest that disclosures are catching many "criminal barons". 

13.
The liaison officer was satisfied with the clarity of the grounds for suspicion in all but two cases.  As explained earlier, had we been able to validate those judgments, our satisfaction rate would probably have been lower.

14. 
Just under 15 % of the disclosures in "hits" were prompted by the police or Customs, about double that of the general sample.

15.
Just over 4 % of the disclosures in "hits" were prompted by an external source other than police/Customs, far more than for the general sample.

16.
68 % of the hits involved suspicious cash deposits, compared with 57 % for the general sample.

17.
56 % of the hits involved withdrawals or transfers compared to 52 % for the general sample.

18.
The split between police and Customs allocating cases was fairly even as in the general sample.

19/20
By comparing the distribution of positives amongst the various NCIS regions with the allocation of general cases, it was possible to obtain a figure which could be said to represent the "relative success rate" of each agency.  However, as with all "league tables", these data are meaningless without interpreting them in the light of input data.  First, it is important to realise that as the agencies themselves are responsible for classifying cases as hits or otherwise, there is an inevitable lack of objectivity in these figures.  Secondly, these figures, even if accurate, cannot be viewed as a fair performance indicator without taking into account factors such as resources available.  For example, the Metropolitan Police are relatively overloaded - FINLOG processing is a real problem for them - compared with some of the less populated regions.  (Though part of this difference disappears when one takes into account overall force size.)  But even in the best-resourced forces, reports may take months before they can be investigated beyond simple checking of databases.

However, there are regional differences in policy and approach which could account for differences in performance, and based on our interviews, it appears that some forces are better at building cases out of FINLOGS than others.  Customs investiga​tions produce a very low figure: a quarter of the "success" of even the lowest police region.  This is not a reflection of their inferior competence but because they are primarily involved in apprehending cross border drug trafficking which (in one officer's representative view) includes all drugs trafficking, since most UK drugs are either imported or if not, some of the ingredients are.  However the fact that HMCE deal only with drugs, excise, EC and VAT fraud gives them a much smaller range of offences to prosecute arising from disclosures: so their "hit rate" should be expected to be lower.  Special Branch deals with an even more limited range of offenders, and would only be expected to obtain a trickle of hits from FINLOGS.  The different "hit rates" are as follows: Customs, O.27; Special Branch, 0.17; NCIS police regions (in order of increasing relative hit rate) 1.1, 1.3, 2.1, 2.1, 2.1, 4.4. 

21. 
We have already commented fully on the classification into the four interesting categories: crime positive and suspect; and drug positive and suspect.

22.
This parameter involved the time lag between disclosure and result.  The number of unclassifiable cases here was much lower - at 50 % - than the 85 % of the general sample.  There is more motivation for officers to administer interesting than unproductive FINLOGs properly.  However the result still suggests a degree of carelessness, e.g. not dating reports, which seems unacceptable.  Surely, the minimal statistics which NCIS needs in order to advise policy makers and feed back to suppliers of information is the relationship between disclosures and outcomes?  We have been forced, just as they are forced, to assume that a nil return means a negative, but we would not be surprised if some "positive results" were not communi​cated back to NCIS.  Moreover as we have seen, one person's negative may be another's suspect.  After all, they were all somebody's suspicion to start with.  There is nothing uniform or magical about a police officer's suspicion as compared with a banker's!  Police dislike of paperwork is well attested in social research, and FINLOGS, which produce nothing tangible for those filling them in, are no exception. 

23. 
The liaison officer was unable to provide any information on the feedback status of 
any of this sample.  There was an almost similar result for the general sample.

24. 
Full names were given in all but four cases.

25. 
Dates of birth were given in over 70 % of cases, compared with 59 % in the general sample.

26. 
Provision of passport details was made in a similar 16 % of cases.

27. 
Driving licence details were provided in 5 % of cases.

28. 
The provision of counterparty details in about 90 % of cases were similar.

29. 
There were only three cases where accounts were transferred in-house, and in two of them, identification records were not transferred.  We would expect this figure to rise with the record-keeping requirements of the Criminal Justice Act 1993.

Some detailed examples of FINLOG casestc \l2 "Some detailed examples of FINLOG cases
Looking at cases in more detail should put some flesh on the data, and help the reader to understand how we arrived at some of the parameters and values chosen for the data analysis exercise.  By looking at the disorganised conduct of real life, it will be seen that it could not have been easy to fit that sort of information into a framework of simply labelled boxes.  There were many ambiguities and uncertainties: this is another reason for viewing some of the statistics with caution.  We also had to make a very important compromise.  If we wanted a large sample, then we had to devise a system whereby information required could be obtained within the order of minutes rather than hours.  For example, we would like to have known (for positives) which cases were initiated by disclosures as such, and which were ones in which the disclosure either followed or ran alongside the case.  An informal NCIS estimate was that one third of cases are initiated by the disclosures.  However these guestimates are too impressionistic to rely upon.  The first case study will illustrate the difficulty in ascertaining this type of information.  (We present the information in the order it was given to us by the liaison officer.  Identifying information was given because this particular case resulted in a conviction.)  We should add that we have given here a selection of cases: the role of suspicious transaction reports in others is too sensitive to communicate here.

1.
1 kg of cocaine arrived at Southend Airport on the 17th August 1989.  A "controlled delivery" was made to the Bournemouth address of a Mrs.Tari, who was arrested.  Mr.Tari returned to the UK from the US the next day.  On 15th December Abbas Tari was convicted of drug trafficking at Southend Crown Court and sentenced to nine years imprisonment.  The disclosure arose as follows.  An account was opened by the Taris with a deposit of £3,700 in cash on the 19th July 1989.  The couple stated that they had just returned from California and that Mr.Tari was unemployed and Mrs.Tari was a housewife.  Seven days later, £14,500 in loose notes was deposited. This gave rise to an internal disclosure which reached the compliance department on the 31st July.  A further suspicion was raised by the assistant branch manager on the 14th August, when Mr.Tari asked for $10,000 in travellers' cheques.

As the disclosure predated the events at Southend airport, our natural assumption was that it was the disclosure which had given rise to the seizure and arrest.  Further enquiries elicited that this was not so!  On the 16th August, California DEA tipped off Customs about the expected package.  When the package was tailed, Customs found a bank book in the Tari flat.  They approached the bank in question, who were delighted to inform HMCE that they had already disclosed their suspicions.  

One cannot describe this case as typical.  Undoubtedly the disclosure was excellent but it did not give rise to the conviction.  Without detailed analysis, we would have wrongly assumed that the disclosure gave rise to the investigation: it certainly strengthened the reputation of the bank's compliance department.  (No cash was recovered because the withdrawal of the US travellers cheques left the account overdrawn.)

2.
The next disclosure involves a long standing dormant account which suddenly burst into life.  The disclosure was made in July 1990, about a four year old joint (married couple) account which had hardly been used for the previous year.  The husband was listed as redundant, his wife as a home help.  In June 1986, a £1,500 credit was paid in at a distant branch.  Later the same month, a third party paid in £4,000 cash at yet another distant branch.  Computer checks linked disclosure to a London heroin dealer who was arrested later in July, and turned out to be the wife's brother.  Over £13,000 was made subject to a Restraint Order. 

In trafficking terms, this was a very minor case, prosecuted because of the absolute amateurishness of the arrangements.  Although the funds involved were small, this was a good disclosure which led directly to a result, certainly the kind of "bread and butter" stuff which recharges motivation.  On the other hand, it is not likely to make inroads into the general level of drugs supply.

3.
One drug positive related to a case in which a young bank customer admitted that he was awaiting trial for importing drugs.  He had an overdrawn account to the tune of about £634.  The fledgling trafficker had borrowed this money in order to purchase 1,750 gms of cannabis in Holland.  Customs stopped him and he admitted an intention to smuggle, though he had inadvertently bought counterfeit cannabis.  The bank, although possibly embarrassed, did disclose that they had unwittingly financed the abortive purchase! 

4.
In April 1990, a female British student opened an account with a High Street bank.  Three months later she deposited about £16,000 via a cheque drawn on a Building Society.  Three days later, she purchased £6,000 worth of US dollars and obtained a draft for over £10,000 payable to a Mr.L from another branch.  The suspicion was actually prompted by the girl's father who neither liked the company being kept by his daughter, nor was he happy with the financial activities.  This led to an arrest for burglary, i.e. a crime positive. 

In our view, financial activities which would have appeared extremely suspicious in themselves had they all involved cash deposits and withdrawals take on an air of spurious legitimacy once cheques and drafts are involved.  It would be interesting to know how the building society account was developed: this was probably "unsuspici​ously" in dribs and drabs.  This example led to our including parameter 15 (disclosure after tip off, etc).

5.
In 1990, a Building Society disclosed that a Mrs.O suddenly withdrew £25,000 by cheque payable to a Mr. and Mrs.L account at the branch of another institution (Bank).  Mrs.O's account was about 18 months old and had been opened by a letter, hand delivered to the building Society by Mr.L, who was a signatory on the account and turned out to be Mrs.O's son-in-law.  Mrs.O had her own separate account at the building society and had never used the 18 month old account.  On investigation it turned out that the letter of introduction was phoney.

At this stage, we wanted to know what had prompted the suspicion.  It turned out that the suspicion originated in the Bank which received the £25,000, but which for some reason decided that the Building Society should disclose.  The basis for suspicion was very simple.  Mr.L had signed a series of cheques over to Mrs.L, using yet another bank in order to make a series of multiple share applications.  There were past prosecutions for that offence.

However the origin of the capital which financed the share transactions remained unknown.  A little surveillance resulted in the apprehension of Mr.L for selling drugs from his car.  Originally he had been obtaining drugs for his addict brother.  He ended up getting them for his friends (probably his brother's friends), dealing in small quantities at a time.  On another account, Mr. and Mrs.L had been running a Pizza Company which apparently had been running at a loss and could not account for the family assets.  Restraint Orders were obtained on £34,000 held in the Building Society Account, on the Bank Account, on the family house, and on the Pizza Company.  Mr.L would probably be classified by Dorn et al (1992) as a "sideliner", a dishonest businessman willing to enhance his income by anything on the side capable of yielding a quick profit.

As a result of this disclosure, the building society concerned revised its reporting form.  This case could be considered an excellent example of why a distinction between drug trafficking related money-laundering and other proceeds of crime activity can be meaningless.  On a small scale, this family were operating diverse crimes financed by trafficking with a business used for intermingling funds and laundering purposes.  This was a small-scale operation and the operators were incompetent, but the diversity of the activities is considered increasingly typical by police.

6.
The following case was an interesting crime positive resulting from a disclosure by a building society in 1991.  The suspicion was caused by the opening of an account with bundles of used notes by two men.  The cashier was so suspicious that a button was pressed and the men were photographed.  The first man worked at a casino.  During the investiga​tion, police noticed that one of the casino customers matched the photo of the second man, who was gambling at a table known to be losing money!  It did not take long to establish that the two were running a scam against the casino.

7.
The following case study is illustrative of the depth and detail of Customs checks, even though the final classification was UNIDENT, basically because the "crime" suspected was a relatively minor one lying outside British jurisdiction.  In 1990, a disclosure was made about a Mrs.B with a South African address who had opened current and deposit accounts some six years previous.  The suspicion was caused by Mr.B writing to the bank a fortnight before the disclosure asking the bank to honour a cash cheque for £5,000 on presentation by a third party.  The account had about £14,000 made up from recent payments one from Zurich, the other from Brussels.  The suspicion was investigated by HMCE.  The checks done included CEDRIC, Customs, Interpol, Companies House, VAT check (Vision), credit card, poll tax, and electoral roll check.  All results were negative except for the refusal of a common credit card because the applicants were resident in South Africa.  The suspicion was that the expatriates were trying to evade South African exchange control regulations.  The bank refused to carry out the requested transaction "on security grounds".

8.
This case illustrates how much time can be spent investigating an apparently textbook suspicion (or at least video-text suspicion) which seemed to amount to either personality inadequacy on behalf of suspect or paranoia on behalf of the cashier!  The FINLOG said that the branch was suspicious of an investor who seemed "wary".  He also tried to alter his passbook.  The police investigation reported that there was "nothing known" to the suspect's detriment.  On further enquiry, we discovered that all the staff at the branch had a follow up reminder session on the Drugs Trafficking Offences Act 1986.  A female clerk noticed that the numbers on the front of the pass book and numbers inside had been over-written (not altered): the printing was light.  The clerk stated the suspect was very thin and scruffily dressed: she had just been told that drug users tend to be thin and scruffy!  The investigating officer went straight to the branch (without contacting Head Office), who were not very helpful.  It then took four weeks for them to respond to a letter asking for a meeting at the branch.  An approach to Head Office prompted instant response.  The officer asked for a photocopy of the passbook which she had failed to obtain.  Had they a photo of the suspect?  Yes, the girl had activated the camera but the person who withdrew the film had managed to ruin it due to exposure or some other malfunction.  The officer, who was well known locally, did not visit the branch.  As is normal with disclosures, the suspect was not visited.  The officer asked the branch to attempt to photocopy the passbook without alerting the customer, but never heard any more.  All computer and local checks yielded negatives.  The suspect had a good credit rating and seemed to be a totally unsuspicious character.  After a very thorough investigation estimated to take 10-12 hours (mostly conducted by telephone), the officer concluded that there were no grounds for suspicion of any crime.

The officer was very critical of the disclosure.  The disclosure failed to mention debits, credits, cash, or cheques.  The lack of photocopy and the failed photograph, all combined with the lack of proper grounds for suspicion, led to a waste of effort. 

9.
Here is an example of an obviously good disclosure which nevertheless led to no more than a "crime suspect": the most common result of the four "hit" categories.

A British Mrs.X who had opened a bank account in 1982 made an uncharacteristic series of cash deposits in 1991, which totalled £3,400, with a corresponding series of debits totalling £5,240, there being a time overlap.  The branch were aware that Mrs.X had a conviction for serious violence and had a son in prison for robbery.  A report from the region's fraud office revealed that Mrs.X was well known as a regular maker of claims against shops, companies etc for damages caused by "accidents", a well-known method of making money.  (We are not suggesting that there was anything unlawful about these claims.)  It was not, however, possible to link the specific transactions to any particular criminal activities.  There was no suspicion of drugs trafficking but it appeared from the circumstances that the activities were crime related. 

10.
Another disclosure shed an interesting light on the controversial question of feedback.  In 1989 a young foreign couple opened an account at a London suburb branch of a major bank.  Within a few weeks, three deposits were made totalling almost £14,000.  Then three days after the last deposit had been made, £13,000 in cash was withdrawn with no apparent explanation.  It is probable that the suspicion was enhanced by the nationality of the pair.  Customs obtained a positive CEDRIC check.  All other traces were negative.  The husband declared earnings of £130 per week, which seemed inconsistent with the deposits. 

During this period, Customs stopped a courier of the same nationality with 1kg of heroin in his possession.  The courier was "turned" (persuaded to assist the authorities).  It turned out that the disclosure was cross-correlated with his activities.  It is interesting that although the compliance department of the bank had received feedback saying "no current interest" from NCIS, Customs had written a two page report to the disclosing branch, obviously grateful for their assistance: it was only by dint of our research that this fact was brought coincidentally to light!

11.
In a major drugs trafficking case, a British citizen Mr.G was married to a Colombian woman with strong connections to cocaine cartels.  He was shipping coke from his in-laws via Spain to the UK, where she was distributing and getting the UK funds together.  During 1990, she opened personal accounts in her own name with several banks in London and Essex, and bought for cash a substantial home in South London: there were no suspicious transaction reports about her despite significant large cash deposits.  Mr.G's arrest in the US - local boy makes bad! - was broadcast on local radio in Essex, where it was heard by a bank clerk.  The clerk told the manager, who disclosed suspicious transactions at that point.  This may have been appropriate: she may not have aroused concerns until known to be a drugs trafficker.  (She was arrested by the Regional Crime Squad and all her assets restrained by the Crown Prosecution Service under the Drugs Trafficking Offences Act 1986.  However, she fled the country subsequently.)

12.
While still President of Panama, General Noriega moved money from BCCI via Austria to a foreign bank in London which, after BCCI and General Noriega had been arrested, disclosed the transactions.  Before then, the police did not know where the £6 million in the account was.  The manager had been dealing with Noriega's brother-in-law who was running front companies for Noriega.  There was nothing problematic about the original opening of the accounts, but the disclosure was made only after the new Panama government sent faxes laying claim to Noriega's money wherever it was.  The account was not in Noriega's name, and the bank gave details of eleven accounts, including one personal one.

13.
During 1992, a salesperson obtained orders for two investment bonds from two clients' homes: they were for £30,000 and £100,000 and were both paid for in cash, mostly used notes.  The Head Office of the institution noticed that both investors had spouses employed at the Bank of England Printing Works in Essex.  The firm disclosed these as suspicious transactions.  The police financial investigators discovered that the spouses were part of a team responsible for ensuring that notes returned to the Bank of England from various banks around the country were destroyed, if in poor condition, or were re-circulated for use in ATMs.  No-one was able to determine the scale of theft because of the system of recording used notes.  Nine people were under investigation and it was discovered that some had redeemed their mortgages for cash.  (A significant undetected laundering technique.)  One had purchased a "quality" car second-hand car, and then modified it to bring it up to a top-quality specification (which cost more than a new car would have done).  Some had enjoyed expensive holidays, bought vehicles for family, etc., and other things incompatible with their legitimate incomes.  The police obtained Production Orders for access to their bank accounts (see Hewson, 1993), and nine were arrested in May 1992.  One of them had a large amount of cash hidden, and the others had net assets of £200,000.  Eventually, one person pleaded guilty and was imprisoned, but because no theft could be proven, the others were not proceeded with.  

This case received national attention in Spring 1994 when the Bank of England successfully sued some of the alleged principals for moneys that they proved could not have been obtained by legitimate means, (though one civil defendant maintained that he had obtained the funds by "legitimate" tax evasion!)  This is an excellent illustration of the fact that it is only when the proceeds of crime became so high that they could no longer be accommodated within extravagant lifestyles that problems arise for "offenders": paradoxically, it was when they became savers/investors via the financial system that the alleged thieves were detected.  This is a lesson that others may learn.

Commenttc \l3 "Comment
By now the reader will have obtained some feel for the huge range of illegitimate or suspicious activities which give rise to disclosures ranging from fraud, burglary, cash theft from employer, exchange control avoidance, multiple share purchase, and drug trafficking (or attempted drug trafficking in one case!)  During the course of our research, we were given many other examples, but for reasons of space and time, only a selection has been included.  Taken as a whole, the case studies illustrated that there were often minor human errors or inaccuracies which made it difficult to establish the development of an investigation in a logical and sequential order.  It seems a fair assumption that during this phase, there was some tendency to show us some of the more impressive results: there were more such "good results" in the pilot phase than in the complete run of cases. 

Further data analysistc \l2 "Further data analysis
The above statistics simply show how the factors we highlighted as being significant are distributed among the disclosures.  We then analysed the inter-relationship between these factors, asking, for example, in what ways the (known) filtering policies of certain institutions correlated with the results from their disclosures?  Do Customs officers at NCIS have a greater tendency than police to give lead investigations to Customs rather than police?  The list of possible questions is almost endless and a limited number of these are discussed at present, in no particular logical order. 

It was with some fully understandable difficulty that we persuaded NCIS to allow us to trawl the FINLOGS for information about some specifically named large institutions.  The reason was that the officers were responsibly concerned about the publication of data which could be interpreted as "league tables" of success.  We were able to convince the officers that the information was important because we did have knowledge about the different compliance policies of certain institutions and it would be helpful for everyone to see what effect, if any, these different policies had on outcomes (given the assumption that investigation input did not vary systematically by institution over a large sample of cases).  We also promised not to identify institutions.  However it will be inevitable that a small number of readers will be able to make inferences because of their own knowledge about policy matters referred to.  We must emphasise that we have found nothing to imply that any of these institutions were doing anything other than a competent honest job well above the minimum standards required by law, and to the general satisfaction of NCIS.

A major difference in policy was the degree of "filtering" (now officially recognised as being the task of an "appropriate person" designated under the Money-Laundering Regulations 1993).  One large institution claimed that its compliance department rejected almost two thirds of internally raised suspicions after their own investigations revealed that in their (experienced and well trained) view, there was no basis for sustaining the suspicion.  We will refer to this institution as X.  Another institution rejected about twenty per cent, and we will refer to this as Y.  Yet another avoided playing internal detective and passed on virtually all suspicions without filtering: we shall refer to this institution as Z.

A priori, one might expect that X would have three times the hit rate of Z.  On the other hand, it could be that X has such a high powered staff awareness programme that the compliance department receives a greater number of "defensive" disclosures.  Furthermore, for all we know, branch managers of Z are more inclined to check their cashier's suspicions carefully before sending them up to Head Office, knowing that Head Office will pass them on to NCIS without much additional scrutiny.  In other words, more filtering may take place at an earlier stage in Z than in X!  We cannot reiterate too often that statistics in themselves prove nothing, but may suggest causal links when viewed in the light of other knowledge.

For this purpose of this exercise, we shall make the arbitrary assumption that a "positive" has twice the value of a "suspect".  Thus we will allot a value of 1 to all "positives" and a value of a half to all "suspects".  This seems as reasonable as any other numerical basis for assessing relative value, and was chosen before any rough calculations were made so that our view would not be prejudiced by the outcome.

For Bank X, out of 205 disclosures, there were 3 valued 1, and 11 valued half, giving total result of 3+5.5=8.5.  The hit ratio= 8.5/205=0.041, or 41 per 1,000.

For Bank Y: Out of 278 disclosures, it obtained 1 valued 1, and 10 valued half, giving a hit ratio of 6.0/278=0.022, or 22 per 1,000.

For bank Z: out of 149 disclosures, it obtained 3 valued 1, and 3 valued half, giving a ratio of 4.5/149= 0.030, or 30 per 1,000.

These results do show a higher hit rate for X than Y or Z as expected, but perhaps not as dramatically higher as one might have anticipated.  Certainly we noted that Bank X tended to disclose a relatively high proportion of higher valued transactions, whereas since Z was disclosing across the board, there could have been a greater tendency for Z to pick up "tiddlers" (who may have been more easily investigated by the police or Customs).  Not surprisingly, bankers are more likely to disclose an "unusual" or "unexplained" large transaction than a small one.  Thus a compliance department which filters heavily is much more likely to disclose the big ones defensively, even though it is highly probable that the smaller "borderline" suspicions are a little more likely to yield a result.  On the basis of the size of sample investigated and the result, our view would be that there is no evidence to suggest that those who are filtering are not doing so sensibly.  On the other hand it is highly probable that heavy filtering leads to the occasional missed positive.  We shall discuss in the final chapter some arguments about filtering, but the practical issue is how best to utilise finite resources.

Intelligence based agencies tend to react instinctively against filtering, as they are happy to keep trawling through their databases anything that the financial sector gives them, which takes half to an hour of static office time.  However, CID investigations are reported to take a minimum of five or so hours: thus, certain police departments can feel flooded with what they see as indiscriminate disclosures.  In all investigation departments, there is a shortage of staff, particularly analysts.  In 1994, many police forces have trained civilian analysts, but there is only one at Customs, and none at the Customs Financial Investigation Bureau (DFIB): the database checks tend to be conducted by civilian clerical officers, where these are available.  Financial investigators - and several forces have only one - are usually deluged with reactive work resulting from arrests. 

Further data analysis by NCIStc \l2 "Further data analysis by NCIS
After we had completed the data collection part of our project, NCIS decided to embark on some statistical exercises of their own, and as a result trawled their entire database of almost 20,000 disclosures to date for certain information.  We embarked on an analysis of this information after we had completed most of the forgoing analysis.  NCIS statistics were only available on this scale for a small number of parameters, so our data are fuller.  We will first deal with the distribution of the sample amongst the seven result categories, giving our result for comparison purposes below.  The NCIS sample size was 19,588 as compared with our (Police Foundation) sample size of 1,110. 

Table 2   The results of suspicious transaction reports in two data sets

               NCIS
   Police Foundation (%)

Drug Positive
0.3
0.4

Crime Positive
0.5
1.0

Drug Suspect
1.2
1.3

Crime Suspect
1.8
2.3

Unidentified
14.2
15.5

Negative 
15.3
19.0

Unknown
66.4
60.3
As can be seen, in all cases except for those disclosures where there have been nil returns, our sample yielded a more favourable "hit rate" than did the NCIS set.  This could be partially accounted for by the fact that the NCIS sample included FINLOGs which were still (at least theoretically) "alive".  Nevertheless the grand total of 62 drug positives and 118 crime positives looks unimpressive, especially when they are subject to "decimation" by extracting all those which did not result in convictions and all those "hits" which were not actually initiated by disclosures.  (NCIS estimate two thirds for the latter.)  Based on one police area sample of over 2,000 disclosures which resulted in two convictions out of 19 positives, a brutal question could be put to the law enforcement agencies in the following form: is there any reason to believe that the 20,000 disclosures made since 1986 have resulted in more than about seven convictions?  We are fairly confident that the police region figure quoted above is unusually low, and that the number of convictions initiated by disclosures is higher, but it is probably no more than the order of a couple of dozen.

The next interesting comparison involves an examination of NCIS result breakdown by individual institution.  We present here the full results converted to percentages underneath for banks X, Y and Z.  (Bank X filters about two-thirds, Bank Y about one fifth, and Bank Z virtually none of the suspicions that branch staff develop.)

Table 3   The results of suspicious transaction reports, by bank

Bank   Discls   Drug+   Drug?   Crime+  Crime?  Unident   Neg    Blank

X
1819
11
43
20
47
276
285
1137

%
100
0.6
2.4
1.1
2.6
15.2
15.7
62.5

Y
6926
14
45
27
76
966
997
4801

%
100
0.2
0.6
0.4
1.1
13.9
14.4
69.3

Z
2611
4
26
17
27
331
364
1842

%
100
0.​1(5)
1.0
0.​6(5)
1.0
12.7
13.9
70.5

Using the same formula as earlier, namely allotting values of 1 to positives and a half to suspects, we obtain the following "hit rates":

For X: 31+ half of 90, i.e. 76  per 1819, i.e. 42 per 1,000

For Y: 41+ half of 121 i.e. 101 per 6926, i.e. 15 per 1,000

For Z: 21+ half of  53 i.e.  47 per 2611, i.e. 18 per 1,000

Another way of looking at the figures is to note that Bank X yields 6.7 % in the four "positive" categories, Bank Y produces 2.3 %, and Bank Z, 2.8 % in the first four.

There are clearly other ways of estimating the "value" or "yield" of these disclosures, but the crudest examination of the above figures strongly suggests that the bank which has adopted a strong filtering policy, on a total of only 26 % of the number of disclosures of a weakly filtering bank, is producing a yield which is almost as high.  The researchers feel that the analysis here is much more conclusive than the earlier analysis of the smaller sample.  We would cautiously suggest, therefore, that these results are as clear a vindication of the filtering policy as one is likely to obtain.

An analysis of data from one banktc \l2 "An analysis of data from one bank
Thanks to a considerable effort by one of the compliance officers of a major financial institution, we were able to conduct a small survey of a sample of 80 disclosures as they were made at institution level and, by following their progress, we concluded that their outcomes supported the view that financial institutions might fruitfully indicate to investigators how likely the conduct was to be money-laundering (see next chapter).  We also obtained further evidence of the inaccuracy of law enforcement classifications of the outcome of disclosures.  Although the sample was relatively small, the information obtained was extremely interesting and valuable and for that reason, we report on this "side project" in some detail.

We asked the compliance officer to trawl as many disclosures as possible made by his department during 1991.  He prepared a table which gave the following informa​tion: 

1.
FINLOG number with internal bank reference

2. 
Brief details of the circumstances/nature of the suspicion

3. 
Any knowledge of feedback provided by law enforcement agencies

4. 
His estimation of the degree of suspicion which the institution held at the time of the disclosure

The officer was fully aware that when making a retrospective judgment of this nature, it was possible to be unconsciously influenced by knowledge of the ultimate result.  As he himself pointed out, there was considerable subjectivity in making this type of judgment, both between different people and by the same person on different occasions: one might be very suspicious on Monday but not so suspicious on Wednesday.  Sometimes he and his immediate junior, who was also very experienced and who had considerable knowledge of law enforcement, disagreed.  However we are satisfied that an enormous effort was made to classify sensibly and we believe that the results are sufficiently impressive not to be explained by excessive bias on the part of the compliance officer.

The classifications we defined for degree of suspicion were as follows:

A: 
Red hot and urgent

B: 
Very suspicious

C: 
Routine disclosure

D: 
Defensive/borderline disclosure

It should be borne in mind that this department had a policy of fairly heavy filtering so that all their disclosures tended to be prima facie justifiable on the sort of criteria utilised in the money-laundering guidelines.  The department had a policy of pro-active investigation of suspicion and has an independent record of a relatively high hit rate.

As the compliance officer pointed out, category A disclosures were not necessarily more suspicious than Bs, merely more urgent, insofar as they suggested a need for immediate surveillance to monitor a "pick up" of cash or a suspicion of terrorism.  In fact, for the sample of 80, none were classified as "A".

In order to complete the survey, it was necessary to obtain final classifications from NCIS in terms of the seven classifications mentioned earlier.  (For ease of reference: 1=drug positive; 2=crime positive; 3=drug suspect; 4=crime suspect; 5=unidentified; 6=no crime suspected; 7=result not known.)  It turned out that in about five or so cases, NCIS provided (from its database) "7s" when the financial institution"s compliance officer had actually recorded details such as "dates of arrests", "trials", etc.  Sometimes follow up reports were promised but never arrived.  Although this was not the primary purpose of the survey, the results provided further evidence that record keeping at NCIS (NDIU at the time) was poor.  In some cases, it was not possible to work out what the result had been.  In those cases where the institution's records contain clear details of "positive results", we have relied upon those details rather than on the numerical value provided by NCIS.  The following table shows the relationship between the compliance officer's categorisation of "degree of suspicion" and the eventual result in terms of classification into the seven categories:

Table 4  Comparison between compliance officer's and eventual categorisation of degree           of suspicion

Result:      

?   
1   
2   
3   
4   
5   
6   
7   
Total

Suspicion class:

B            

0   
1   
0   
2   
2     
2   
2   
9    
16            

C            

5   
0   
0   
1   
1   
11  
12  
31   
59

D            

0   
0   
0   
0   
0     
2   
0   
3     
5

Total:    
                                           




80

Using our earlier system, i.e. allowing a value of 1 for a positive (categories 1 and 2), and ½ for a "suspect" (3 and 4), we obtain a "success rate" for Bs of 3 in 16, i.e. 18.75 %; a success rate for Cs of 1 in 59, i.e. about 1.7 %; and a zero rate for D. 

This result, which we feel is in accordance with common sense expectations, does suggest that there is a strong correlation between the compliance officer's degree of suspicion and the ultimate result.  Although only one of the Cs and none of the Ds produced a "positive" (i.e. value 1), this does not mean that it would be right for law enforcement agencies to ignore those reported suspicions which are not "red-hot".  However, other evidence suggests that the general yield is much lower than it could be.  Our argument is that if those classified as Bs were "fast streamed" and given more effort, the cost effectiveness would be greater than merely spreading a greater effort randomly over all disclosures or than focusing on Bs only after a scan of the entire set of financial transaction reports.  For example, concentrating sufficient extra effort/resources into doubling the yield from the twenty per cent of disclosures which were Bs would result in an overall hit rate increase of about five points.  If the same additional effort was spread throughout the 80 FINLOGs indiscriminately, the overall yield would theoretically increase by only of the order of one point.  Although it is not difficult to pick holes in this theoretical argument, it seems a matter of common sense to prioritise initial resourcing into those transactions which are "highly suspected" (unless there are particular reasons - such as intelligence about the bank or the customer - for overturning the reporter's judgment).  This is discussed further in the next chapter. 

Another possible conclusion from the data is that NCIS could be underestimating its success by the lack of adequate and up to date records.  On the other hand there are other respects in which success is exaggerated by optimistic classifications in the first place.  It is impossible to gauge to what extent adjustments would significantly alter the overall assessment of yield.  Finally, we would add that extensions of the exercise described here could be of great value in any further research designed to obtain more reliable estimates of the relationship between suspicion and investigation, or performance.  For example, if a much larger sample of institution disclosures with their flags were analysed in relation to the particular law enforcement department to which they were allocated, some interesting contrasting profiles could be obtained.

Chapter Five

Overview and Conclusionstc \l1 "Chapter FiveOverview and Conclusions
Neither the suspicion-based disclosure system nor any other anti-laundering system available in the world is currently, or is likely to become in the future, a major law enforcement tool for the pro-active detection of drugs trafficking or major crime.  The broad reason for this is that major criminals generally consider carefully how, if at all, they will "hide" their loot; and there is no evidence from our studies to suggest that they are ignorant of the fact that depositing cash directly in a legitimate financial institution may produce problems for them.  Such adaptations account for a shift (1) towards the use of bureaux de change
 rather than banks, and (2) towards European countries which have less stringent implementation of reporting regulations to date.  This concern of major criminals about their visibility to policing preceded the Drugs Trafficking Offences Act 1986: although not all drug traffickers have had his "benefit" of a Balliol education, Howard Marks thought it appropriate to create a business vehicle (the Oxford boutique, Annabelinda
) as early on as the 1970s in order to intermingle his increasing profits from cannabis importation with some form of legitimate cash income.  As his business expanded, he had to create larger laundering vehicles such as a travel agency, so that the drugs proceeds would not swamp the business takings and therefore become visible to honest professionals.  Even so, if Marks needed a banker quickly, it would be a dishonest one, and - as the growing number of convicted professionals during the 1990s would confirm - no Act of Parliament per se is likely to eliminate dishonest bankers, or indeed dishonest lawyers and accountants.  (Nevertheless, professionals are more likely to fall to temptation if they consider themselves free from the risk of prosecution and dismissal: this risk includes not only whether their conduct is prohibited by law or by company policy, but also whether they believe that those sanctions are likely to be imple​mented.)  We are aware from past studies and everyday experience that otherwise legitimate businesspeople who evade tax generally avoid direct banking of their "black money" in cash (or even by cheque from their businesses) into a bank or building society, because they are frightened of the Revenue finding out and questioning the disparity between their declared income and their lifestyles.  Many people are also aware that even without tipping off by bankers (or rivals), audit trails exist: ordinary businesspeople or (successful) criminals are risk-averse in this aspect of their lives.  

Some major offenders, when apprehended, have turned out to have moved their money in such a way that the authorities arguably ought to have been alerted.  However several expert officers stated that it was very rare, even in retrospect, for their financial arrangements to look "wrong".  This is not to argue that most offenders, even most "traffickers" (who are typically small-time user-dealers), are disciplined businesspeople: short-run hedonism and a party-going mentality are not conducive to long-range planning or to blending easily into a business environment.  To use some popular analogies, UK organised criminals are more likely to be Ronnie Krays than Meyer Lanskys or Michael Corleones.  Just as the Kray and Richardson gangs were incarcerated when they went "over the top", Darwinian natural selection principles may ensure that the undisciplined drug salespeople who flash their "wedges" around to impress others will eventually be "selected out" by imprisonment, at least for a while, though they are usually replaced by other, not dissimilarly styled flashy types.  Some "Mr.Bigs" live in upmarket suburbia or in the country, enjoying lifestyles that are either no flashier or no less flash than those of other nouveaux riches, with whom they can blend socially now that an inherited title is no longer a prerequisite for social acceptability: Kenneth Noye and others involved in the Brink's Mat robbery are examples.  However, anyone with money is conspicuous "on the street", where the great majority of dealers are active.

Another expert officer said that most "serious" crooks - i.e. those who were likely to be "target criminals" - use shell companies or "underground banking" arrangements in which money is transferred overseas on their behalf by persons with contacts in that country.  Yet it was clear from our analysis that the overwhelming number of disclosures centred around personal accounts, and that even when business accounts were involved, there was usually some personal account also involved in the transactions reported.  In other words, the "visibly" suspicious tended to be relatively unsophisticated transactions involving known individuals.  A fair summary is that the typical disclosure involves a large total of cash deposited within a short period which is then usually transferred rapidly.  The suspicion is usually aroused by the sheer size of the transaction(s) in relation to the known (or believed) financial circumstances of the customer.  It would be a mistake to impute to counter staff or senior management a substantial amount of actual knowledge of their customers' affairs: unless the customer has volunteered a reason for the "unusual transaction" or has been specifically questioned about it, suspicions are triggered by the way that the transaction looks on paper or by the perceived demeanour of the customer.  Although there are many departures from this simple model, and there may be more when merchant and private banks come more "on board" after the Money-Laundering Regulations 1993, there is little evidence to suggest that financial institutions have been very successful hitherto at spotting the misuse of "front" companies for the intermingling of crime proceeds with legitimate takings.  After all, if an offender is sufficiently sophisticated to be using this type of vehicle, then he will usually know how to use the disguise successfully, and even if the detection of money-laundering were part of their corporate "mission statements" (which it has not been in the past), cutbacks in bank staffing mean that surveillance of business accounts which are not giving loan-book problems is very modest
.  In short, money-laundering suspicions tend to follow the normal pro-active policing mode: conduct that is, or seems to be, "out of place" and/or meets the criteria for "methodic suspicion" for which the banker has been taught to look (latterly by the Joint Money-Laundering Committee guidelines and associated training films and talks), is picked up and reported upwards as suspected proceeds of crime.  In this connection, we would recommend the adoption of the distinction favoured by Interpol (1993) between unusual and suspicious transactions, though for reasons given elsewhere, we prefer "suspected" to "suspicious", the latter being too objective a term.  A suspicious transaction or series of them is conduct which "because of the circumstances, have reached a level of suspicion sufficient to identify a criminal offence (e.g. "subject is suspected of money-laundering and drug trafficking or other stated offence").  An unusual transaction on the other hand is one of several financial transactions of an unusual nature but where a criminal offence has yet to be determined."  By this criterion, most disclosures are of unusual rather than suspicious transactions.

Under the Criminal Justice Act 1993, except when conducting investment business, professionals such as solicitors and accountants are not obliged to report their suspicions of clients, though they have been granted immunity from civil liability should they choose to do so.  However, even if they were required to report those suspicions that they had, the regulatory pressure on auditors, particularly auditors of small companies, is basically driven by the Inland Revenue.  The Revenue and the auditors are interested in whether or not companies are declaring their true profits and directors are declaring their full benefits correctly.  It is difficult to expect those same accountants to respond dynamically to regulations which are not only very rarely relevant but also have virtually diametrically opposite symptoms!  A business which has crime funds intermingled will tend to have high gross profits, low expenses for its turnover, high salaries and dividends for its shareholders etc. In fact, unless it goes seriously over the top, it will look like an extremely healthy, efficient and honest tax-paying business.  After all, if the criminal owners want to "integrate", i.e. to legitimise their crime proceeds, then the natural thing to do is declare the income, pay full tax and thereby account nicely for the accumulation of assets.  To ask account​ants and bankers to be suspicious of and report such apparently healthy companies to NCIS is to ask a great deal of them perceptually.  

Another problem facing those who wish to enhance the "hit rate" for money-laundering reports is that accountants of small to medium companies - those (Maxwell or Polly Peck notwithstanding) which presumably are most likely to be used as laundering vehicles - tend to be general practitioners and therefore unfamiliar with the trading circumstances applicable to individual areas of commerce.  Some retail sectors (such as used cars, jewellery, and clothing) have enormous possible gross profit ranges: even a specialist firm would have difficulty in determining whether the accounts presented for such trades are realistic.  When reviewing restaurants, arcades, casinos, and "adult entertainment", the accountant enters a realm which must surely lend itself to financial magicianship of the highest order.  What is the expected turnover and gross profit of a "hostess" bar where drinks may be sold at ten times their wholesale value?  We were told of the suspected operation of a major drug trafficker in a certain town.  The suspect controlled a large number of slum properties.  These were largely occupied by low paid and "down and outs" who would claim that they were paying high rents (i.e. most of their benefits), when it was fairly clear that such rents were unrealistic.  The owner was believed to be declaring excessive returns but it was impossible - at least without expensive surveillance - to disprove his accounts, as his tenants were an ever shifting but loyal group.  The net result is that someone who is allegedly a drug trafficker is an apparently model citizen who is promptly paying his mortgage loans and building up an exemplary reputation with financial institutions as a property developer with accumulating assets.  This would be an example of "depositing" by intermingling, followed by immediate "integration" without the need for "layering": in our view, this is probably a not untypical illustration of the use of the property sector for money-laundering.  (We have encountered several cases - by no means all of them drugs trafficking ones - where large house purchases were made in cash.  When paid via solicitors' clients accounts, how many banks, or solicitors, would report the deposit to NCIS?  Hitherto, we are informed that there have been no reports by accountants and very few reports by solicitors, though NCIS itself does not maintain separate classifications of professional groups.  During 1994, concern has been expressed about the number of Russians who are buying expensive London properties with suitcases-full of sterling banknotes: estate agents have no obligation to report this as "laundering", but - if deposited - would solicitors or banks holding the vendors' accounts report the cash deposits?)

In addition to trawling a very large sample of disclosures at NCIS, we encouraged officers from diverse forces to draw our attention to any particular major success story that they could recall in which suspicious transaction reports had helped.  One senior officer said that most of the cases developed from disclosures involved small time crooks who were incompetent or who had to leave affairs in the hands of their girl friend etc.  Another said: "The whole topic of disclosures is naff.  Anyone banking their crime proceeds with a clearer would need their head examined!"  Few of the cases we looked at could be described as sophisticated money-laundering (with placement, layering, and integration).  They were often rather amateurish attempts to bank the proceeds of crime, using some precautions but insufficient to conceal the suspicion.  Arguably, on many occasions, the very fact that the perpetrators used a complex series of manoeuvres aroused the suspicion, when perhaps a simple deposit of cash would not have done!  This is not to argue that more sophisticated laundering does not exist: rather it indicates that such sophistication is not being caught by the present system of suspicion.  (See Appendix A for an abstract formulation.)

An internal review by one force showed that from a sample of just over 2,000 disclosures "dealt with", the result to date was two convictions and three restraint orders (though we understand that this was an understatement of the number of arrests).  The total cost of investigating these disclosures on the basis of man hours was estimated to be about £86,000: no allowance appeared to have been made for other overheads.  Officers were quoted saying things such as "A lot of legwork for very little result" etc.  In many respects, the diversity of perspective between Customs and police officers and among police from the same and different forces is not surprising.  Within a short space of time, legislators, bankers, and law enforcement agencies have attempted to achieve an enormous amount, the focus being - as is common in crime control - on "the new initiative".  Officers who in 1992 advised "When in doubt disclose" are now advising banks to reduce the number of disclosures being made.  The change is due partly to greater expertise and partly to the declining ratio of officer hours to disclosures, which has forced the shift in advice as a method of rationing scarce police inputs, rather than as a way of optimising the "criminal yield" from disclosures in some ideal analytical sense.  (In the Netherlands, where the number of disclosures is rising from 3,500 annually despite heavy filtering by ex-police officers working for the banks, similar agonising is going on.  There, it was anticipated that under the new system of unusual transaction reporting, 300,000 cases would be reported each year, though they are filtered by civilian staff at the CRI - their equivalent of NCIS - before going on for investigation: their staffing total is 27.  However, in the first three months of operation - to May 1994 - there have been only 4,000 reports, of which 400 have been passed onto the police for investigation, so fears are not always justified by experience.)

There seems to be increasing political will to achieve financial market integrity as well as strike a blow against major crime.  However in the process, insufficient research has been done and there has been no time to allow systems to stabilise so that the effectiveness of their long term operation can be assessed.  In other words, to the extent that the system is not "working", it is difficult to tell whether this is due to theory failure (i.e. even in principle, the system could not be expected to work) or to implementation failure (i.e. problems in the way that the process has been implemented, including the reluctance to devolve responsibili​ties and resources to NCIS and to the Regional Crime Squads).  (We should stress that a decision not to give NCIS an operational role need not be viewed as an "implementa​tion failure", but rather as a defensible political choice with some negative - and perhaps some positive - consequences for crime control.)  We consider that, after the Criminal Justice Act 1993, the United Kingdom should attempt to avoid enacting any further major anti-money-laundering legislation for at least five years.  This period, in our view, is needed to study and consolidate the effects of the existing legislation and to ensure that any action taken is based upon fine tuning, primarily through negotiation or the use of existing powers.  There needs to be thorough ongoing analysis of the results of the system, and a review of the optimal resourcing level in order to achieve its objectives. 

One of the greatest strengths of the current operation of the disclosure system is the nature of the working relationship between law enforcement and financial institutions.  As the 1992 Financial Action Task Force review stated, the UK's "approach to the problem of laundering, based on close co-operation between the authorities and financial institutions, could serve as a model for other countries."  This special relationship is perceived to be unique to the United Kingdom and all parties are anxious that this relationship is maintained, indeed developed.  Thus, with a few exceptions, police and Customs officers are just as anxious as bankers for the legislature not to impose further requirements upon financial institutions.  In practice, bankers who fall short of active conspiracy are very seldom charged: there is no occupational breakdown, but we have been told that few bankers are among the 65 prosecutions and 27 convictions for s.24 money-laundering offences between 1986 and the end of 1992.  In this sense, the threat is more symbolic than real, though bankers are understandably less sanguine about this than are politicians.  We have only been given the details of one prosecution of a non-conspiring banker: by contrast, we came across several instances of very questionable banking conduct which has never resulted in a report, even to the Bank of England, let alone a prosecution for failing to report suspicion. 

In relation to the above, there is one case in 1992 to which we can refer only very obliquely.  Subsequent to the issue of the first set of guidelines by the Joint Money-Laundering Committee, a man turned up at a branch of a minor bank and opened up a new account depositing a large five figure sum in cash.  The money holdall also held an apparently loaded revolver which accidentally dropped out of it.  The cashier unsurprisingly formed a suspicion that this money might be the proceeds of crime, and reported this event to the manager.  Despite what one presumes to have been his own training about money-laundering, the manager did not disclose it to his head office or to NCIS.  The customer was subsequently arrested for drug trafficking.  When the bank was approached about the customer's financial arrangements, the manager was very open in admitting the circumstances described above.  The investigating officers were convinced that as there was no attempt to conceal the facts, the lack of disclosure had to be put down to naïvety, ignorance etc.  This interpretation was a generous one: given the marketing orientation of modern banking, was there not a possibility that he needed that deposit to improve his branch figures for new accounts (of which, admittedly, it would have constituted only a modest proportion)?  When we asked the officer in charge whether this occurrence had been reported to the Bank of England, the response indicated that there was no desire to disturb the cosy relationship between the police and that retail bank, or indeed the banks in general, which is perceived to be "at risk" from "aggressive policing".  Had the banker not been a professional person, it seems likely to us that more strenuous efforts might have been made to find a charge with which to prosecute him: this will be easier subsequent to the implementation of the Criminal Justice Act 1993.  Whether the prosecution of such negligence would really alienate the banking community or rather would satisfy those bankers who believe that the guidelines should be enforced is moot: some question the point of (costly) virtue if vice or negligence go unpunished.  Suffice it to observe that the obligations imposed under the Criminal Justice Act 1993 ought to clarify managers' minds under such circumstances in the future: though what liability is there if someone other than a designated "appropriate person" has suspicion transferred to him but then discounts it (or says that he has discounted it)?

Let us mention a further example, to illustrate the weaknesses in the current approach to money-laundering viewed as an international system.  Nigeria is well known as an intermediate country for drugs trafficking.  In the past few years, over 4,000 Nigerians have been convicted of drugs trafficking overseas: probably the largest single national group.  No-one is lawfully permitted to take out of Nigeria more than $5,000 in cash without a very good reason
.  Yet during 1992 and 1993, Nigerian money-changers were permitted to import and deposit £20-30 million a month in cash at the London branch of a small private bank, the Banque Francaise de l'Orient (which is part of the Banque Indosuez group), for exchange into whatever currency they wished and for onward transmission to whatever bank they wished, without arousing any significant UK crime investigation or banking regulatory interest.  The Bank of England took the view that the bank was regulated by the Bank of France; the Bank of France considered that this was legitimate money-changing business; and the Banque Francaise de l'Orient itself (and its parent) were delighted that they had found a lucrative source of business which turned around a poor-performing bank with expensive overheads into a serious money-maker.  As regards the "know your customer" principle, they knew their customer - which was a Nigerian money-changing firm with considerable trade financing business - and (whether or not they ought to have suspected) they claimed that they did not suspect that any of the money was drugs money.  The Bank of England did not keep a tally of how much cash the French bank (or, indeed, any bank) took in: the returns to the Bank of England were of "foreign currency bought and sold", so for practical purposes, what was happening was foreign currency arbitrage, etc.  One courier was stopped at Heathrow with $2.5 million in cash, en route from Switzerland to Lagos, and was let go when the money-changing firm asserted that he was just transporting money for them as part of their normal business.  Because of their concern about money-laundering regulations (and reputational risks), NatWest and the Republic National Bank (of the US) refused to take the Nigerian money, but the French bank apparently saw nothing wrong with it.  (It is not known whether the French bank was aware that the others had refused the business.)  Despite the fact that "UK plc" did not appear to gain anything from enhancing the profits of the French bank, the Bank of England did not intervene.  It was only when the haemorrhaging of 5 billion French francs a year from the Nigerian Central Bank impelled them to stop the trade in CFA francs - French African francs freely convertible at a fixed rate into French francs - that the system stopped.  Yet it is hard to believe that these transactions were not benefitting the international narcotics trade.  It is this kind of example that leads many to conclude that the system of suspicious transaction reporting is only scratching at the surface of money-laundering.

Similarly, although most of the transactions took place in the Netherlands, a large recent case involving the wholesale supply of Ecstasy tablets from Holland to the UK netted the leaders some 70 million guilders (£23 million) profit, some 33 million guilders having been spent on production, personnel, transport, and communications.  The organisation employed someone to exchange the funds, mainly sterling.  Using a false name and false identity papers, he would periodically visit an affiliate of a prominent Dutch bank to negotiate about the exchange rate.  The bank accepted this man as a very respectable businessman who worked a lot with large amounts of cash.  The organisation used a foreign expert in corporate legal entities in tax havens and, with the help of auditors and lawyers, he set up limited companies in England, Jersey, the Isle of Man, Gibraltar, Ireland, Hong Kong, Panama, and Delaware, USA, few of which were registered with their local Chamber of Commerce or tax office.  The local registrants acted as nominee owners.  Although the shell companies were not allowed to do business in the countries where they were incorporated - at least not without paying administration fees and taxes - they could open bank accounts, and much of the money was distributed around in this way.  The investigation indicated that the local representatives were not aware of the source of this money.  Much property was purchased in the Netherlands and then rebuilt for cash to luxurious standards.  Indeed, some of the cash was sent from the overseas companies to Dutch public notaries who were involved in the purchasing of the real estate.  A Dutch administration and tax consultancy office looked after the businesses as a whole, and administered the artificial schemes.  Monthly, a Dutch firm delivered batches of goods to her foreign enterprise subsidiary for exorbitant prices, resulting in a rising business debt and enormous stocks at the subsidiary.  The manager of the subsidiary was induced to take a loan from a foreign investment company (estab​lished by the traffickers) for repayment of the business debt.  In this way, the drugs money was channelled back and used as trading capital in legal activities.  The Dutch administrators apparently never appreciated that the capital deficiency and vast loans which were not underwritten or covered by any official loan agreement were either unusual or suspicious.  When arrested, the organisers had begun to set up artificial trading firms to exchange the money.  As far as we are aware, no suspicious transaction reports were filed in the UK or in the Netherlands.

Even granted these wider reservations about the impact of the system as a whole, there is widespread agreement amongst law enforcement officers that the yield of the disclosures is far too low, both in absolute numbers and as a proportion of suspicions reported.  Where the disagreements start is on the cause of this yield: to what extent it reflects low quality banking inputs, low (quality and/or quantity) law enforcement inputs, and/or the inherent "fuzziness" of the concept of suspicion.  Without focusing on those disclosures which, although suspected, were in fact innocent, it is not difficult to list the probable contributory causes which include:

1.
Inability to obtain sufficient evidence without the expensive investment of heavy surveillance for periods of time that are difficult to define in advance.  (This surveillance is easier to justify in the Regional Crime Squad and Customs, particularly since the latter are paid a general "disturbance allowance" rather than specific overtime)

2.
The trail going cold because of time delays in (a) reporting from the branch to head office; (b) reporting by head office to NCIS; (c) allocation of the case by NCIS to a particular force and/or Customs; or (d) investigation by the squad to whom NCIS passed the disclosure

3.
Lack of police interest in disclosures discarded by Customs 

4.
Lack of financial institution co-operation when requested for further information

5.
Laziness

6.
Insufficient understanding of commercial context and/or general incompetence

7.
Insufficiently fast support from Crown Prosecution Service in overseas enquiries (and slow or negative responses from overseas authorities themselves)

8.
Magistrates who are unwilling to grant s.27 Drugs Trafficking Offences Act 1986 orders or judges who are unwilling to grant Production Orders

9.
"Undiscerning" juries

10.
Simple overload of conflicting priorities

With assistance from our figures, it is possible to demonstrate the salience of some of these factors.  For example consider item 3.  The reader may recall that our results showed a relative "hit rate" of 0.27 per 100 for those disclosures handled by HMCE, as compared to rates of between one and four per 100 for various police forces.  There is no reason why those cases allocated to Customs should be inherently less criminal.  If anything, the contrary is arguable.  The most plausible explanation is that there are fewer offences for which Customs might prosecute, i.e. drugs trafficking and serious VAT evasion.  However, the data also suggest that when a disclosure is allocated to either HMCE or Special Branch for lead investigation, then unless it is one of the very rare "hits", it is discarded before it has received significant police investigative effort.  (Which is not to assert that it would actually receive much police input if it came direct to them.)  Variations in "hit rates" occur not just between police and Customs but also between different police forces.  We suspect that these variations are related to resourcing and competence, rather than a chance product of the intrinsic value of the reports reaching different areas.  This seems to us to be a matter with which senior supervisory officers, as well as HM Inspector​ate of Constabulary, should be concerned.  We cannot rationally specify the relative percentage contributions made by each category, but we have no doubt that efficiency improvements are possible.  If we assume that the yield is of the order of 0.1 per cent, we would expect improvements to increase this figure very substantially.  However, even if the average disclosure quality doubled (by the virtual elimination of defensive reporting) and factors 1 to 6 and 10 were vastly improved, thus doubling the yield in that respect, we would only have increased the proportion of "true positive" hits from 0.1 per cent to 0.4 per cent.  However, there would be a consequent fourfold increase in "intelligence" (which might have some impact on later convictions and/or asset confiscation), to be added to the increased "hit rate". 

Readers should not be too depressed about these coldly analytical arguments.  A disclosure is a report of a suspicion, a mental state, not a report of a crime: as one officer wisely remarked, "there is nothing wrong with this system as long as everyone realises that most of these disclosures are there to be archived, not to initiate full blooded investigations!"  A helpful analogy might be the number of crime arrests arising out of questioning on the street, or from stops and searches prior to the Police and Criminal Evidence Act 1984.  These may be a useful source of intelligence and arrests, but their proportionate yield was and is low.  (See the Report of the Royal Commission on Criminal Procedure, 1981.)  At least disclosures do not generate riots!

It is probably opportune to remind the reader that the deterrent and preventative effect of a well administered disclosure system is likely to reduce laundering in the UK, even if some of the more sophisticated offenders simply displace their laundering overseas rather than being incapacitated altogether.  However, we believe that such disclosures are unlikely to make more than a small contribution to the solving of crimes directly, though the fact that some major offenders appear to be keeping large sums in cash at home suggests that the regulations have begun to bite.  Such cash storage (and the associated rise in the couriering of cash out of the UK) increases vulnerability to arrest and to cash forfeiture.  In this sense, an approach to "performance evaluation" based solely around the yield in arrests or convictions could substantially underestimate the impact of the legislation and administrative changes.

Money-Laundering Controls: the Australian Experiencetc \l2 "Money-Laundering Controls: the Australian Experience
The universality of the problems that arise in combating money-laundering are well illustrated by the Australian experience.  In 1988, Australia established the Cash Transaction Reports Agency (now renamed AUSTRAC) under the Cash Transaction Reports Act, and geared it up to become probably the most efficient, hi-tech processor of financial information in the world.  Assisted by the fact that there were a relatively small number of highly computerised banks, it was able to input financial transaction data electronically from an early stage in a way realised by very few banks in the UK even today.  In 1993, approximately ninety per cent of cash exchanges over A$10,000 were delivered to AUSTRAC in electronic, rather than in paper, form.  Cost-justified explicitly as a way of increasing government revenue by acting against tax evasion, AUSTRAC was linked directly to the Australian Tax Office, but its purpose was generally to assist in uncovering the sort of organised and white-collar crime (including corruption) reviewed by several Royal Commissions - a common Australian approach to the investigation of major crime problems.  During the period 1989-1992/3, the public sector cost of the system was A$22.5 million, while new international tracking systems that commenced in 1992 entailed a further $12.7 million in start-up costs.  

The Australian system involves the reporting of both "significant" and "suspicious" transactions.  Under s.7 of the Financial Transaction Reports Act 1988 (FTR), cash dealers who are not specifically exempted and who party to cash transactions of A$10,000 or more are required to report them to the Director of AUSTRAC by the end of the following day (in the case of foreign currency) and within 15 days for other cash transactions.  Between July 1990 and April 1993, 1.6 million such "significant transactions" were reported - rising strongly over time - over ninety per cent of reports being by the four major trading banks.  The estimated cost of supplying these reports was some A$3.5 million in 1992, though these costs are falling due to mechanisation: most costs consist of staff time.  What were their effects?  The Australian Tax Office made modest claims for the value of significant transaction reports, largely - they considered - because they had devoted most of their resources to following up suspect transaction reports; and law enforcement authorities also made few claims for the impact of significant transaction reports.  The Senate Committee (1993: 29)
 concluded that significant cash transaction reporting should be retained, partly (and paradoxically) because "despite three years of operation, it is not possible to form a concluded view on the forensic value of the information collected by this reporting requirement."

S.16 of the FTR Act 1988 provides that where a cash dealer is a party to a transaction and has reasonable grounds to suspect that information it has concerning the transaction may have value for certain purposes related to taxation or criminal law [italics not in legislation] the cash dealer must, as soon as practicable after forming the suspicion, prepare a report of the transaction and communicate it to the Director of AUSTRAC.  The transaction need not be in cash, and may be of any value.  Cash dealers who have made reports must give further information if requested by AUSTRAC or a variety of law enforcement and tax organisations.  But how is "suspicion" defined?  The guidelines refer to the bringing together of all relevant factors about the persons involved and the "unusual nature or circum​stances" of the transactions.  Between January 1990 and April 1993, 16,079 suspect transaction reports had been made: they are now running at around 4,500 per year.  (One should bear in mind the smaller volume of business in Australia compared with the UK.)  The big four banks supply roughly half the reports, a smaller proportion than in the UK.  What was the yield of these reports?  The estimated extra tax revenue generated by AUSTRAC totalled some A$30 million over three years, now averaging $13 million annually, of which nearly all was attributable to the suspect transaction rather than the (non-suspect) significant transaction reports.  A review in 1992 concluded that less than ten per cent of reports result in any direct action by law enforcement or taxation authorities (though the term "direct action" is a fairly broad one). 

Let us now examine some specific cases.  In April 1990, what is now AUSTRAC received transaction reports revealing that a bank in the Northern Territory received $1.6 million remitted from New South Wales and Victoria.  This was reported on to the National Crimes Authority, and the final outcome was A$50 million further assessments of tobacco licence fees, and a clear generation of over $33 million in revenue.  Use of AUSTRAC data by the NCA was said also (Senate Committee, 1993: 99) to have led to "(a) the ultimate arrest of six persons involved in the theft of travellers' cheques valued at $32 million and other related offences, and (b) a referral to the Australian Federal Police of a matter which was believed to involve a significant drug importation."  The New South Wales Crime Commission observed that there was still a low level of awareness among investigators and prosecutors of the money-laundering provisions and confiscation schemes; that the proof of predicate crimes was difficult; that criminals could evade the scheme by, for example, using solicitors and others not covered by the legislation (as they are not covered in the UK, other than when conducting investment business regulated under the Financial Services Act 1986); and that there were some worthwhile cases in the pipeline that had drawn upon AUSTRAC-generated information.  These non-tax achievements are fairly modest, since presumably they are the most notable cases, though as in our UK analysis, they may reflect the paucity of investigative inputs rather than the inherent probability of system failure.  

In practice, Australian "suspicious transactions" (or what we prefer to call suspected transactions) are similar to those in the UK.  They centre around the size of the transaction; the frequency of transactions and whether or not these are "in character" with what bankers know about the customer's business; the changing of smaller denomination notes into larger ones (which are more easily transported out); the condition of the cash (e.g. grubby) and how it is carried (e.g. in bags and suitcases); and the cashing of cheques supposedly received for work performed.  The major reasons given for reports were the structuring of transactions below the $10,000 limit (twenty-eight per cent of reports) - twenty per cent of all reports were prompted because this structuring or "smurfing" was done after the customer was asked to sign a "significant cash transaction report", suggesting ignorance of the regulations which one would expect to diminish over time; international transfers of substantial amounts of cash (ten per cent of reports); and cash transactions with strangers at the branch (six per cent of reports).  In the case of non-cash transactions, grounds for suspicion included salary or wages being credited to the accounts of customers known to be receiving social security benefit (fourteen per cent); transfers of large balances overseas by bankers' draft or telegraphic transfer; irregularities in visa or immigration documents; the use of false names; and the vague catch-all, "unusual appearance or behaviour".  The Senate Committee expressed itself "satisfied that the filtering processes [within financial institutions] already in place operate as a check on the lodgment of baseless or frivolous reports" (1993: 46).  

The fundamental ambivalence of many citizens towards the growth in powers of the State are illustrated by some of the submission to the Australian Senate in 1993.  The Privacy Commissioner argued (p.8) that AUSTRAC had "extended its role beyond that of a clearing house providing information to other agencies, towards that of a general intelligence agency monitoring individuals' financial activity.  Its activities have included participation in a number of bilateral projects and investigations, and research into such matters as modelling of cash flows within a community."  The Victoria Council for Civil Liberties likewise expressed reservations about the growth of investigative activities by AUSTRAC.  Yet this very role was praised by the controversial National Crimes Authority (NCA), which co-ordinated a Task Force named Operation Quit, investigating suspected conspiracies to evade tobacco licence fees in Victoria, New South Wales, Queensland, and the Northern Territory.  The NCA stated (p.8) that the tracking of "significant transaction reports" and "suspected transaction reports" is used 



"to identify the movement of cash by specific identities.  Link charts, profiles and financial analyses incorporating AUSTR​AC information have been extensively used as an aid to identifying targets and available intelligence and evidence.  AUSTRAC information was extremely useful, confirming suspicious activity in some cases and providing a trigger for suspicious activity in others ... In several cases, further banking information obtained under s.16(4) of the Act led to the identification of "structuring" offences under s.31 of the Act and was directly responsible for the investigation of criminal activity and resulting criminal proceedings."

As to whether such practices constituted "abuse", the Senate Committee (1993: 60) noted that unlike other criminal investigation, which could distort the outcome of investigations via oppression of suspects, AUSTRAC "deals with material which, though supplied by the force of law, is created without compulsion and in the absence of state authority.  Thus the risk of it being tainted to the disadvantage of the supplier is markedly reduced."  This seems to us to be a fair point, though - as with all policing "special operations" - it does not dispose of the issue of the "fairness" or "appropriateness" of the targets selected for detailed scrutiny.  

This is not the place to undertake a general comparative evaluation of policing in Britain and Australia, but what this review of the Australian experience confirms is that great attention needs to be paid to the "downstream" use of financial information by law enforcement.  Such information may take a long time to bear fruit, and both private and public sector institutions need time to learn how to engage in this relatively novel form of upperworld "partnership policing".  The evaluation of intelligence activity is inherently difficult, and there is always a risk of "short-termism" which can unjustifiably discredit all activities which - like "social crime prevention", including community policing - do not have obvious measures of input, output, and input-output relationships upon which to judge their efficiency and effectiveness.

Chapter Six

Recommendationstc \l1 "Chapter SixRecommendations
It is now the stage for our recommendations for action, in which our aim is to provoke some wider debate between and within different public and private sector institutions.  We have erred on the side of making detailed and specific suggestions, instead of fudged and ambiguous diplomatic phrasing, to provide a clearer focus for discussion.  However, we reiterate our appreciation that policy never flows automatically from research evidence, and that we have embarked only upon the beginning of an analytical voyage through money-laundering and de facto regulatory oceans that remain largely uncharted. 

We will divide our recommendations into the following sections: 

1.
Recommendations to financial institutions (both as to educa​tion of employees and compliance with the legislation)

2.
Recommendations regarding the general role of NCIS

3.
Recommendations for investigators (particularly regarding the management of disclosure-based investigations by the police)

4.
Recommendations concerning inter-agency communication and co-operation

5.
Recommendations to regulators

6.
Recommendations to government, and comments on the global role of the UK as a "market leader" in the prevention of money-laundering

The basis for most of the recommendations has been discussed in detail elsewhere in this report, but for the sake of those who are reading it selectively, some of the justifying evidence and argument will be reiterated.  It is assumed that the legislative framework will be that determined by the Criminal Justice Act 1993.  Inevitably, we have made value judgements which may not attract universal agreement. 

1. 
Recommendations to Financial Institutionstc \l2 "1. 
Recommendations to Financial Institutions
(i)  
Educationtc \l3 "(i)  
Education
The current BBA and other Joint Money-Laundering Working Party initiatives, guidance notes and video should be maintained.  However grassroots education should be tempered with an awareness at branch level (i.e. at least manager and assistant manager level) that from the introduction of the 1986 Act until 1992, the total number of disclosures has been far less than the total number of bank branches in the UK.  Only in 1992 did disclosures reach an average of anything approaching one per bank branch per year, but it is obvious from these data that whatever their level of awareness, the suspicion and reporting of money-laundering is a very rare event for a typical retail banker.  This would be true a fortiori for a merchant banker and others outside the mass retail banking circuit.  

This statistic may be irrelevant in a high crime deprived inner city area.  However, provided that it does not "tip off" the customer, managers who simply do not know much about their customer should, in our view, try to find out whether a transaction which appears unusual could plausibly have some legitimate rationale rather than be proceeds of crime.  On the other hand, managers should not hesitate to act quickly if they have reason to believe that funds are probably the proceeds of crime.  The whole question of suspicion has been discussed in detail elsewhere: the compliance department and those defined by the organisation as "appropriate persons" under the Money-Laundering Regulations 1993 are there to advise them what to do when in doubt.

On balance, we feel that staff should be aware of money-laundering on a similar level to being aware of the dangers and safety procedures relating to fire.  They should be briefed, on the one hand, not to hesitate to initiate harmless and inexpensive precautions such as activating cameras, photocopying documents etc., but not to expect that every nervous person with lots of cash to deposit is probably a crook (and that every calm business-type person is not a crook).  As far as the law is concerned, staff should be - and by now have been - made aware that there are criminal offences connected with failing to report suspicions once they arise, and that theoretically they (or, more likely, the designated Money-Laundering Reporting Officer) could go to jail for not reporting: but it should also be explained that people are extremely unlikely to be prosecuted for human error: they will be prosecuted, if at all, only if it is believed - though not necessarily correctly - that they have actively connived for personal gain.  

We applaud the more specialised programmes devised by an interdisciplinary team drawn from NCIS, police and Customs, Serious Fraud Office, etc.  Such programmes could form part of wider educational efforts which could encompass frauds of various kinds.  How to look at a cash business with an eye to its possible use as a money-laundering vehicle seems to be the sort of topic which should be incorporated into such an educational programme.  Bankers and accountants might reasonably ask themselves why a small boutique in a back street is making £100,000 p.a. when all their other customers are begging for £5,000 additions to their overdrafts in order to survive the recession.  One of our case studies involved a butcher who was also importing drugs in a small boat of his own.  His turnover figures were vast and incredible for the type of business involved.  On the other hand, many corner shops have staggeringly large turnovers without these being the proceeds of crime (though not all these sales will appear in their books for tax declarations).

All currently known methods of money-laundering involve a very high ratio of legitimate to criminal businesspeople carrying out the same manoeuvres: this is precisely what gives detection efforts - like stops of citizens on the street - their overpredictive character.  However, unlike many of those (mainly young and non-affluent) suspected persons who are stopped and questioned by police on the street, wrongly suspected businesspeople - the false positives in our research - are commercially necessary to the financial institutions (and, in some cases, to invisible trade earnings), and it is this which gives the prevention of money-laundering its specially problematic political and economic character.

(ii)
The role of designated "appropriate persons" and compliance officers tc \l3 "(ii)
The role of designated "appropriate persons" and compliance officers 
We are broadly satisfied with the revised Guideline recommendations on the sort of information that financial institutions should provide.  It would be appropriate to state the nature of the predicate crime suspected, in those cases where there is a particularised suspicion.  Otherwise we feel that it is meaningless to state under which Act the disclosure is made.  All timing information should be given, including dates on which different levels of internal suspicion were raised and acted upon, so that a time flow sequence of events can easily be constructed
.  

In all cases, there should be sufficient information to enable the investigating officer reasonably to expect that a court order could be obtained.  In the case of "red-hot" disclosures, the bank should prepare a back up package of evidence for rapid release on granting of a s.27 order and, in any event, for informal additional disclosure on request.  Arguably the bank may in fact send such a package without a court order on the grounds that it is information relevant to the suspicion.  This recommendation should be reviewed in the light of experience: if bankers find that the police or Customs are not following up these "flagged cases" with court orders, they should not waste their customers' and shareholders' money by providing them routinely.  Without the ability and willingness to act upon it, information is largely pointless.

In those cases where the account was originally opened at another branch, the "appropriate person" should ensure that identifying and account opening records are made fully available.  Regardless of the response of law enforcement, follow up disclosures on the same customer should still be made if there is further activity giving rise to suspicion.  Where the institution has evidence which may be of interest to law enforcement (e.g. photos, photocopies of documents etc), this information should be clearly indicated as being available.

The format of disclosures should be flexible to allow varying lengths of contribution under each heading.  It is desirable to attempt to stick to a consistent order in which information is given.  Language should be used economically to provide substantive and unambiguous information.  A clear advantage of a word processor/computer system is that all the prompts can be provided by headings, but the available space is completely flexible.  Most large NCIS "suppliers" - including all the clearing banks - have already invested in the appropriate software, though it is reportedly not user-friendly and is laborious (and therefore labour-intensive and costly) to input.  Though manual handling may sometimes produce more care before reporting (to avoid unnecessary paperwork), the future is obviously in automation in disclosure handling, to avoid needless retyping of paperwork which slows down the throughput of the data and therefore the chances of action upon the disclosure.  Ultimately, the investigating officer should have a clear picture of the reason a suspicion was developed, and he should also have to hand all the basic information which he is likely to need to launch an investigation and/or to obtain a Production Order for the documents
.

For those bankers concerned about overstepping the line between diligent compliance and becoming detectives, our view is that provided that they do not tip off the suspect customer, bankers should seek to obtain any information which under current "know your customer" guidelines
 ought to be held (whether or not it is in fact held).  Furthermore, incidental local information which a manager may have about a customer by chance (e.g. the vehicle in which he turned up) may be passed on.  Even in the case of "defensive disclosures"
, unless experience gives rise to suspicion that the individual officer(s) concerned are "just fishing", if a law enforce​ment agency returns and is able to substantiate a claim that it has found an additional link which increases the likelihood that this disclosure is based upon crime, our view is that the banker should recategorise the suspicion and offer the same level of co-operation as he would for a non-defensive disclosure.  The bank was sufficiently suspicious to disclose.  The agency has now corroborated that suspicion, thus raising its level or degree.  

Filtering suspicionstc \l4 "Filtering suspicions
The ambivalence over the desirability of filtering is instructive.  Prior to 1992, the general message, particularly from the police but also from many Customs officers, was to maximise the number of disclosures, in the hope that "big cases" would arise from them.  (Partly because of the mystique that surrounded "banking secrecy", some officers may have thought that the mere act of getting bankers "onside" would unlock the door to international crime.)  Since, as we have discovered, it is so hard to predict the characteristics of a disclosure that will lead to success, there is some rationality in that position.  However, the problem that has been created is a resource management one, particularly for NCIS itself and for the Metropolitan Police and other major recipients of disclosures.  As in other police functions, resources do not rise automatically to meet increased work.  At an average of one hour per disclosure (in the case of Customs), and somewhat longer (in the case of the police, to whom not all databases are available centrally) to conduct basic checks on all databases, it would take a total of over 30,000 hours of staff time, combining time spent in both organisations, to process 13,000 disclosures, without any "investigation" other than discovering whether or not the person was "known to the authorities" already.  On the (high-sided) assumption of an eight-hour day and a utilisation rate of 250 days per year, it should take about 15 staff nationally to conduct these basic checks, though the true staff cost is likely to be significantly higher because of "inefficiencies", in the form of duplication of checks by different police forces and the non-standard way in which many disclosures are made.  Given staff resources at NCIS, this means that their entire Financial Investigation Unit is consumed in the reactive processing of disclosures, and the only way they could conduct more investigation work would be to work harder (without overtime payment) or to allow a backlog to grow in the checking of new disclosures.  (Which backlog would never be cleared.)   

Although many officers we have interviewed in individual forces might ideally like to maximise the number of disclosures, on the basis that "you never know what you might find", this inevitably means that given finite resources, they have to spend an increasing amount of time simply wading through what they are sent, to make a decision on which cases they will focus upon.  The cheapest way of bringing this down to a level at which financial investigation officers in forces can cope is for NCIS not to distribute all the disclosures, as at present, but to filter out all those that do not yield "hits" on their databases (which exclude local intelligence databases, for these are unavailable outside the individual force).  Moreover, apart from Customs, who have a sufficiently large number of staff (53) in their Investigation Division Financial Intelligence Bureau in London to reallocate some of them operationally to "major enquiries" (e.g. for surveillance) if they feel that they have a compelling reason, many financial intelligence officers in the police have to interest "operational squads" (who have plenty of other work to do) in taking on their "intelligence packages".  Since surveillance time is so expensive, the operational squads are likely to act only if this will take them close to the point of arrest (e.g. the movement of drugs).

So the level of filtering rationally desired by Customs and by the police depends on their level of resourcing.  On the one hand, the more the disclosures, the more likely it is that one of them may produce a "hit" on the routine checks.  On the other hand, the more the disclosures, the less time they have left to do some "real investigative work" on (a) those cases that produce a "hit" on names already known, and (b) irrespective of whether the individual or corporate names have been suspected previously, those cases in which the circumstantial details on the disclosure make it plausible that an offence has been committed which is capable of leading to a prosecution.  Any serious amount of enquiry may take days, particularly if Production Orders have to be obtained for access to banking information under the Drugs Trafficking Offences Act 1986 or the Police and Criminal Evidence Act 1984 (see Hewson, 1993).  Overseas enquiries may have to be done via Interpol, by Commis​sions Rogatoires, or by international Mutual Legal Assistance Treaties - the latter two normally requiring the involvement of a prosecutor and onward transmission via the Central Authority (within the Home Office) - if they are to be of any evidential use.  Anything that involves inter-agency co-operation generally involves some delay, since the other agencies or persons whose consent is sought have their own priorities, and have to be persuaded to make time.

Our recommendations to financial institutions on filtering are based on three very general ideas, some of which sit awkwardly together.  The first is that banks have a duty to preserve customer confidentiality unless there are valid legal reasons not to do so.  The second is that they are required to show due diligence in co-operation with law enforcement.  The third is that it is ultimately in the interests of the financial sector to ensure that they have taken reasonable steps to contribute to the success of the system voluntarily, so that they are in a good position to stave off any future further encroachment by legislators or regulators. 

It seems to us that ignorance of every aspect of a customer's business is not a convincing reason for disclosing his financial activities to law enforcement agencies.  We recommend that where resources permit, every effort is made to ensure that there is a plausibly genuine suspicion before a report is made.  The criterion to be used, in our view, is this: would the compliance officer, knowing what he knows about the disclosure and with regard to his training and experience, regard it as worthy of further disclosure to NCIS?  If the response is, "I personally would have thought that there is nothing particularly suspicious, but the manager seems suspicious and I have already ascertained all his reasons for suspicion", then our view is that, in accordance with the Criminal Justice Act 1993, the item should not be disclosed, but should be held on record internally in case there are further developments.  The reader should note that - reflecting divergences in legal advice and risk-aversion over potential criminal liability for not passing on "suspicions" - the headquarters departments of more than one major financial institution reject about 65 % of internally raised suspicions before communicating them to NCIS, while others reject only 30 %; and that the (considered) view of one police force was that 50-75 % of disclosures were of "poor quality". 

We are aware that some Customs, police and Special Branch staff would prefer it if institutions did not filter the suspicions of branch staff.  However, quite apart from any "right to privacy" issues, total policing is impossible, even if it were desirable: a line must be drawn and it is our view that wherever it is drawn, some piece of information which could have led to the "big one" - what we term "the false negative" - will be suppressed.  There has to be a realistic level of suspicion unless we decide that what is wanted is an "unusual transaction" system, as the Dutch have now adopted.  This would involve reporting every transaction lying outside a customer's normal operation level except when the bank knows the explanation and finds it legitimate.  This sort of system, in our view, would probably lead to at least a tenfold increase in disclosures - the Dutch initial prediction was that there would be a hundred-fold increase in their heavily-filtered system, though the first three months' experience has not borne out these concerns - and would perhaps mean an end to intensive investigation of any individual disclosures.  If taken rigorously and consistently, it would be a step down the road to highly expensive and - the the best of our knowledge, no more effective - systems in operation in the US.  For those institutions who do not feel that they can resource an appropriate level of internal enquiry, we suggest that such FINLOGS as appear to be borderline in suspicion, i.e. are defensive, should be clearly marked as such.

In a less imperfect world, in which police investigative inputs were greater than they currently are, we would suggest that other disclosures should be divided into two categories: "highly likely" and "moderately likely" to be money-laundering.  The first category should be those cases where the bank believes that it is very likely, if not certain, that the funds are proceeds of crime.  In other words, it is not merely a case of an unusual transaction about which very little is known, but rather that it looks like quite a "usual" transaction (for a criminal!)  Perhaps the criterion for this category is that the compliance officer would, on balance, expect a good investigation to yield an arrest.  Such suspicions need a fast posting system, possibly backed up by telephone.  They should not be handled with the routine batch but be processed individually as soon as the priority judgement has been made internally: the internal communication system should be such that employees above assistant manager level should phone the institution's Head Office department directly and immediately, should they form a suspicion of the nature described.  Not all "highly suspected" transactions need be dealt with immediately by the police or Customs e.g. by surveillance, but unless they are "flagged", they may become undetectably mixed up with the morass of less highly suspected transactions, whether at the stage of reporting or that of redistribution by NCIS to squads or financial investigation units for detailed investigation.

To avoid clogging the small number of officers and civilians working at NCIS and in police forces on financial investigation, NCIS properly discourages "defensive reporting".  However, though - despite the legal problems that some banks believe they encounter as a consequence - we commend filtering as much as possible, there inevitably will be some such defensive reporting, particularly among those who are relatively inexperienced and are under such pressure of work that they do not have the time to prepare the sort of "compliance audit trail" that might be required to justify ex post facto a decision not to report a transaction.  As with many other crime control activities, the time and effort required for different courses of action will have a profound effect on what is done in practice, whatever the theoretical principles that underlie the system.  In summary, we recommend that scope be given for financial institutions to "flag" those transactions that they consider to be "highly likely" to be money-laundering and/or which they believe will be readily investigated: this is discussed further below.  Although we understand that financial institutions are concerned about bad publicity - which is likely to be greater if the sums involved in money-laundering are large - that, in our view, is the only time when the absolute amount of money can reasonably be the deciding criterion for a report.

We are aware that many bankers, as well as some Customs and Special Branch officers, are not as keen on this type of classification as are fraud squad and drugs squad officers.  Our response is that this suggestion does not indicate that bankers should be expected to become detectives (in the largely mythical Sherlock Holmes image of the detective): they obviously will have only part of the "pattern of conduct" that would confirm or disconfirm suspicion into "criminality", and we share the concern about the erosion of the sphere of private liberties, as well as the concern that both NCIS and law enforcement investigators might use this as an excuse not to resource their own follow up on the "moderately likely" or "routine" suspicions.  As a practical matter, officers who did not act upon a "highly likely to be laundering" priority report that was later revealed to be money-laundering might be criticised, but such accountability might be no bad thing, provided that there is feedback to the institution so that it can learn and provided that the "highly likely" flags are few in number.  However, it would be up to the law enforcement agency to decide what weight to give to the banker's judgment.

By classifying their attitude to the disclosure, reporters are merely adding value to the information they are providing.  (A hypothetical exception would be the banker who deliberately misleads enforcement while covering himself, by wrongly classifying "clear laundering" as "routine".  However, such cases will be rare, and it is hard to see how the authorities would be worse off in such a case than they are at present.)  Obviously, unless they are actual conspirators, bankers have only a limited picture of the person whose conduct appears to them to be suspicious, for they have no idea of the general activities of their customer or of criminal record and other information held by the police or Customs: if a routine or "moderately suspicious" disclosure rings a serious intelligence bell with Customs or the police, they may proceed to investigate rapidly, regardless of the banker's view.  Likewise, though this may be rarer, something identified by bankers as "highly suspicious" may be uninvestigatable either in principle or because of resource constraints at that particular moment in time
.  As with other "repeat players" such as informants, investiga​tors must learn to evaluate the strength of information from bankers, using their normal axes of (a) reputability of source and (b) estimated likelihood of being useful.  

Given the significant compliance cost of the current system, and its modest benefits to date in direct detection (though there may be more preventative effects), we suggest here one potential area of compromise, which seeks to optimise the disagreements between financial institutions and between policing ones: if the technology was easier than it is at present, bankers could flag, with considerable details, those cases which they felt were highly likely to be money-laundering, while providing less information - the minimum necessary for the police and Customs to run database checks - on the others, which would not be filtered as heavily as they are by some institutions at present.  The aim would be to avoid making bankers do a lot more than their technology can "feasibly" do with the "unusual" transactions, while reflecting the reality of law enforcement resources.  However, our own feelings about this recommendation to bankers to indicate their degree of suspicion are ambivalent.  Unless crime investigators are going to take the system of suspicious transaction reporting seriously, and take responsibility for analysing and feeding back its effects so that both they and financial institutions can learn constructively how to deal with money-laundering, it is hard to argue that the private sector should put themselves out further.  

2.
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The Flow of Inter-Agency Communications, and Record-Keeping at NCIS
Our impression of the historical development of the department could be summed up by saying that in its early days, a small group of able, experienced, and committed officers, some with considerable personal reputations as successful detectives, attempted to build up a system for dealing with an ever increasing flood of disclosures with very little strategic managerial planning.  Resourcing has clearly not risen in line with volume, which has grown from 501 in 1987 and 4,087 in 1991 to nearly 13,000 in 1993.  Most of the knowledge about laundering was contained in the heads of a few core departmental members: this is typical of CID officers generally in routine cases (see Maguire et al, 1992
).  But NCIS' Financial Intelligence Unit has plainly not escaped the general crisis of being overwhelmed by reactive demands, at the expense of the time to define and deal with its strategic objectives.

The finite resources of the former National Drugs Intelligence Unit (NDIU) and NCIS meant that particularly with the public relations demands of "commercial community policing" - selling to financial institutions the importance of making disclosures and gaining their confidence - there has been little opportunity for NCIS officers to develop strategic intelligence and to work up some disclosures themselves, using their personal contacts and national databases.  Moreover, some of the less urgent and attractive tasks were neglected: for example, record keeping and filing was sometimes lackadaisical.  Furthermore, the task of chasing up financial investigation officers for long overdue reports on FINLOGs was never really satisfactorily addressed.  This in turn has made it difficult, if not impossible, for NCIS to maintain any meaningful or consistent "feedback" service to the financial institutions in accordance with agreements made, and with their obligations under the European Directive.  In short, what might be described as the "back office" roles have been neglected in favour of the "people aspects" of NCIS' work.  To some extent, this is being remedied: in the course of our research, we witnessed an atmosphere of great change, including a physical move, an increasing use of computer linked reporting, new database initiatives, and some new statistical records partly inspired (as openly acknowledged) by our own methods.  However, there remains a major issue of what independent intelligence-developing, as opposed to clearing-house functions, NCIS will be able to perform.  One experienced NCIS officer and investigator told us that with sufficient manpower, NCIS could add a great deal to investigations by giving them a "kickstart".  He mentioned about an hour of time per FINLOG.  At a rate of about 400 FINLOGs per week, that would call for about ten additional officers, which NCIS as a whole is not in a position to provide.  However, NCIS does not have access to local intelligence databases, and many operational detectives dislike the idea of using "packages" without some direct assessment by them of the reliability and validity of the information.

Despite the problem of deciding where the borderline is between operational and intelligence functions, there is an argument in principle for increasing manpower so that NCIS officers could at least assist some investigations on a selective basis.  The police (and those responsible for funding the police) have to decide how much they value in practice as well as rhetorically "the intelligence function".  There is a case for allowing NCIS to re-prioritise the "flags" we recommend financial institutions to place on them: but unless NCIS can clear their backlog of reactive processing, it may be more practical (and less delaying) if force and Customs investigators do this when the FINLOG is allocated to them.  In the latter respect, given the fact that so many people have their bank accounts where they work rather than where they live (and commute from), it may be sensible to give the disclosures to the force area in which the account is held rather than where the "disclosed upon" lives.  (Though this has the disadvantage that observations on, and information about, those persons' domestic lifestyles may be harder to obtain.)

Feedbacktc \l4 "Feedback
We recommend that the arrangements for feedback to financial institutions are thoroughly reviewed and possibly renegotiated.  It is difficult to understand how, even if consistently complied with, the present arrangements can be of any benefit to financial institutions.  Reporting that a FINLOG is "under enquiry" or is of "no further interest" is not of itself information which could possibly give rise to any action by a financial institution other than to discourage financial institutions from making follow up reports on the same cus​tomer/account.  This would seem counter-productive and inappropriate, insofar as a second disclosure may well generate more interest than the original disclosure.  Delays averaging five weeks make this hypothetical, but feedback to bankers that is used in making a commercial decision is fraught with indirect "tipping off" risks.  What may be more appropriate is for feedback in the form of general statistics to be made available.  For example despite the risk of understat​ing benefits by concentrating on the short term impacts, and the risks of "statistical fudges", large disclosers could possibly be given some statistical information indicating what proportion of their disclosures for a given period have added various types of value to police and HMCE investigations.  A six monthly bulletin to large disclosers could be prepared, which gave general information and constructive guidance.  

Notwithstanding the above broad recommendation, if feedback from NCIS to financial institutions is to be more timely and meaningful, it is important for NCIS to be more pro-active and successful in obtaining information on the progress of investigations.  This would also have the additional benefit of keeping pressure on regional investigators to deal adequately with their workload.  In any event, a failure to obtain adequate information from investigators results in incomplete and inaccurate management information.  Thus we see it as essential that NCIS has sufficient resources to ensure that they have the wherewithal to obtain up to date information on the progress of all FINLOG cases.  This is also important to financial institutions.  Whatever general reassurances were offered in conferences and in meetings while the money-laundering regulations were being drafted, in the absence of a specific assurance that their suspicion is invalid, bankers may subsequently be prosecuted for "assisting a money-launderer" or, if they wanted to terminate their dealings with an unconfirmed "suspected person", they could risk accidentally committing a "tipping off" offence.  

In relation to record keeping, we recommend that a set of parameters is defined as desirable for statistical purposes.  On processing, all FINLOGs should have the "values" of each defining parameter entered so that management can obtain an instant answer to any statistical trawl which they might require whether for policy reasons, education, feedback or press release purposes.  As in the Dutch equivalent, CRI, the computer programme should prompt the operator for missing information on a periodic basis, defined by such time scales as are considered appropriate for the various parameters.  In our view, the information available should be expanded to include the detailed results of investigations in terms of convictions, and asset restraint and confiscation orders.  Certainly we feel that early (and, as we have discovered, "subjective") classifications into the various categories need to be modified, so that the final statistics present a more accurate picture of the "yield". 

For proper monitoring of the functioning of the disclosure system, major drugs and other criminal cases involving large money transfers should be periodically reviewed for evidence of "reasonable compliance" with the Regulations.  We are concerned about the creation of operationally "valueless" monitoring, but it seems appropriate that NCIS (or some body) should have a role in examining serious crime cases in which no disclosure has been made, for a variety of reasons.  One reason is to examine whether there should have been a disclosure.  Another is to learn the maximum about new loopholes or methods of money-laundering/moving which perhaps have not been picked up by the financial institutions.  NCIS could have a useful liaison role in seeing that relevant information is passed on to regulatory agencies, in line with our recommendation on this point made elsewhere.  The Financial Intelligence Unit could also play a greater role in facilitating the communica​tion and transfer of good investigative practice between different regions.  Such issues are doubtless under consideration by ongoing management reviews at NCIS.

3.
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Recommendations for investigators
A major recommendation regards management/quality control within law enforcement as a whole.  Our view is that in combination with NCIS, forces should agree and develop a reasonably uniform policy with respect to acting upon and reporting back on FINLOGs.  Furthermore, greater care should be taken over the allocation and training of officers for the pro-active work involved in building up a case arising from a FINLOG.  Not all good detectives are best suited to the type of work which can be generated by a disclosure.  Not all officers are equally motivated to deal with disclosures, partly because - as in much police work - it is difficult to tell whether any offence has been committed at all, let alone what the prospects of later conviction are.  Work associated with FINLOGs perhaps needs a greater degree of management than the average criminal investigation which is often adequately driven by the presence of crimes, victims, and evidence.  More consideration should be given to protecting a certain amount of officer time from the intrusion of an excessive or uncontrolled amount of reactive work which is subject to urgent day to day fluctuations
.  Though time taken writing progress reports is time that cannot be spent on investigations, it is highly desirable for all FINLOGs to be adequately updated with reports from investigating officers, even if such reports are a "nil return" either as a whole or for the defined reporting period in question.  The importance of sharing good practice, and the problems of communicating this, have been mentioned earlier.  The precise way in which this is achieved is an internal matter for the police as a whole.  However we would have thought that in consultation with NCIS, senior management could attempt to arrive at norms for the even allocation of manpower (in accordance with the relative volumes of FINLOGs allocated), for a minimum standard of training, for a more uniform managerial policy, and for generally greater discipline in the processing of FINLOGs.  It would also be appropriate for there to be a more uniform use of criteria for seeking s.27 Production Orders.  The prime motivating factor for implementing some of these recommendations could be the fact that there is a substantial variation in yield of disclosures between different regions. 

4.
Recommendations regarding inter-agency co-operationtc \l3 "4.
Recommendations regarding inter-agency co-operation
Particularly in a resource-competitive environment in which performance indicators are critical, inter-agency co-operation is hard to achieve.  The demands to attribute results to individual institutions doubtless will exacerbate tensions between police and Customs officers.  Even when cases are allocated to Customs, the police - who also receive them - should at least ensure that they conduct database checks.  There are well-known tensions at an institutional level, though many personal and working relationships are friendly.  There seems more scope for the mutual sharing of good practice and intelligence database analysis, which is probably best accomplished through NCIS.  Also mentioned elsewhere is the question of information being shared with regulators such as the Bank of England.  We re-iterate our view that there should be agreement on the reporting to the Bank of non-disclosed transactions which arguably ought to have been "suspected". 

5.
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Recommendations for regulators, particularly the Bank of England
a) 
Our view is that in all cases where it seems plausible to an investigating officer that a disclosure should have been made, but was not made, the Customs or police officer in charge should report this to the Bank of England or other appropriate regulatory body.  This reporting requirement should be mandatory, to improve and broaden the "data set" against which the Bank can monitor compliance by individual institutions with the Regulations.  (We are not suggesting that all, or even a substantial number, of such cases of "negligence" should be prosecuted: our objective is to maximise compliance in the least punitive way possible, by regulatory advice.)   

b)
The new identification requirements do not solve the problem of inadequate information on old accounts, nor do they allow for changes of circumstances.  As our data reveal, old-established accounts are a significant source of "hits" in existing reports and occupy a significant role also in major crime cases that have not included a suspicious transaction report.  Given the vast number of old accounts that are not (or are never detected) money-laundering, we have no suggestions about how this could be achieved, but it is a major gap in the system of registration, particularly as regards companies whose ownership may change without the bank mandate having to be altered.  The potential significance of this issue is indicated by the fact that in 1994, the Swiss authorities discovered that an account containing $150 million was held in the name of the former wife of a wanted alleged Colombian narcotics trafficker.  She had opened the account in 1979 - a time when money-laundering was low on the banking agenda - with a $50 million cash deposit.  UBS apparently investigated the family's provenance at the time, discovering that they had extensive hotel and shipping interests in Colombia: they presumably did not demand a full audit of how those interests had been paid for initially
!  The account having been legitimated by this initial examination, further deposits would have been "in character" with the business of a Colombian businessperson, and the subsequent inactivity in the account did not put them on the alert until, after her divorce, she ill-advisedly decided to purchase her house near Geneva, thereby generating the usual police interest in persons wishing to buy Swiss property, leading to information from overseas agencies such as the DEA and to the public scandal.

6.
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Recommendations to government
Governments inevitably make decisions on how to allocate scarce resources, but it is appropriate for us to indicate whether a significant improvement to the system can be achieved merely by "better management" - doing more with the same - or whether more resources are needed to improve the service (and would be likely actually to improve the service).  

The Financial Investigations Unit in NCIS dealing with suspicious disclosures clearly is unable to develop its own investigations, while simultaneously acting as an information broker between the variety of private and public sector institutions from which it obtains and to which it supplies information.  Extra resources are needed if the Unit is to improve its service.  Consideration should also be given to reimbursing some private sector compliance costs, where these involve a "significant" amount of internal staff work of a kind which would normally be done by the police: in effect, some investigative functions have been cost-lessly privatised, as financial institutions - as under the Financial Services Act 1986 - have been induced to perform public regulatory functions.  Without more resources, despite its consequences for missing some important cases involving people and companies who are not already "known to the authorities" on some central database, there may have to be some crude filtering by NCIS whereby in the absence of positive "flags" by financial institutions that they think a case is highly likely to be laundering, only those cases which are "hits" on those bases available to NCIS will be passed on to Customs or police for further investiga​tion.  This will mean that information kept in detectives' heads or on local intelligence systems which is not communicated centrally cannot be matched against disclosures brought in.  However, this is one way of rationing scarce resources.

If the government, HM Inspectorate of Constabulary, and Police Committees expect suspicious transaction disclosures to be adequately followed through, whether or not follow up is uniform throughout the police areas, a greater stress will have to be laid than at present upon the funding of both reactive and pro-active units to pursue disclosures.  The Regional Crime Squads offer one kind of model for this, but they (appropriately) deal with only a modest proportion of cases, and it would be inadvisable to dilute them with more minor cases.  The Audit Commission (1993)
 has already made recommendations for increased targeting of offenders, but we emphasise that this assumes that reliable intelligence on offenders exists.  Some equivalent of "case-screening" must be carried out to make the volume of disclosures manageable, with a core index being generated and distributed by NCIS so that forces can follow up FINLOGS that have not been passed out (or have been passed to other regions).  A requirement for NCIS to pass on to individual forces all disclosures, unscreened, "for investigation" was sensible when 250 annually were expected (and only double that number were received annually before 1990), and where local forces were worried about giving too much discretion to a national organisation: a workload 50 times that number (and rising) requires a different approach.  

In our view, it would be unfortunate if NCIS became narrowly drugs-focused (a) on principle, and (b) since many "target criminals" are generalist "enterprise criminals" and the most appropriate strategy for disrupting and/or convicting them might be to cherry-pick offences.  There is no reason to suppose that disclosures are likely to arise only for the drug trafficking activities of those who deal in drugs, and as we point out in our data analysis, few "suspicious transactions" are even in principle directly attributable to particular forms of crime.  Given the social significance of and the amount of money involved in fraud and other serious offences for gain, it would be a matter for concern if these were to be downgraded in financial investigation.  Consequently, provided that it is accompanied by resources appropriate to its function, we welcome the foundation of an Economic Crime Branch, embracing the functions of the Financial Desk, Counterfeiting Currency Unit, and other corporate-related investigative activities.  Realistically, given traditional antagonisms in some areas, if police and Customs usage of disclosures is to improve, both institutions must continue to be "reasonably" represented within NCIS.  The political reality for any intelligence function is that unless detectives "in the field" find it useful, they will neither supply it with information nor will give credibility to what they receive from it.  Thus a vicious circle of decline comes into being.  What should be appreciated is that if policing is to be more intelligence-driven than it has been in the past, those sectors of policing organisations - and one should include here Customs and the intelligence services - who develop the intelligence work, of which suspicious transaction reports are a sub-set, must be the highest calibre officers.  Whatever the rhetoric about the value of strategic intelligence in police work, if ambitious and talented officers see that in the reality of promotion decisions, involvement in this area is not genuine "career development", they will cease to apply for the jobs available, and a vicious cycle will ensue.

Chapter Seven

Concluding Remarkstc \l1 "Chapter SevenConcluding Remarks
Though we are not convinced that the terminology of battle is appropriate, on any reading of the condition of "the British forces", the War on Drugs is currently in a state of crisis (as is also the War on Serious Fraud and most other "crime problems").  There are sufficient successes in operations to show that some specialist Customs and police squads are doing a competent job for the £335 million spent by taxpayers on drug enforcement activities in 1992-93 (which excludes substantial private sector enforcement costs such as the implementa​tion of the Money-Laundering Regulations 1993).  However, as regards the reduction of consumption of illegal drugs of varied levels of harmfulness - which reduction is (or rationally ought to be) the ultimate objective of the enforcement system - there is little hard evidence of impact, either in the UK or the US
.  Even on the level of catching offenders, statistics reveal that during 1992, convictions, cautions and compounding for unlawful supply, production, and import or export totalled 440 for cocaine, 470 for heroin, 479 for LSD, 425 for MDMA (ecstasy), 38 for methadone, 1,353 for amphetamine, and 6,017 for cannabis.  Altogether, during 1992, looking at all offences other than cannabis, just 5,530 people were convicted in courts for drug trafficking offences.  The sophistication levels of convicted "drugs traffickers" varies enormously, from garden-variety "traffickers" growing a bit of cannabis at home to sell to friends, to the more major persistent importers upon whom publicity focuses.  Among other non-drugs trafficking criminals for gain, too, there is a huge variation, from the massive corporate manipulations investigated by the Serious Fraud Office, to the more modest "phoenix companies", long-firm frauds, and small-time investment frauds which abound in the lower reaches of the "upperworld", to those who commit and "fence" professional burglaries.  All of these generate funds which may have to be concealed from the authorities, though not necessarily by depositing in the banking system: one can still buy expensive paintings or antiques, houses and cars for cash, and - somewhat more riskily - "invest" substantial sums in gambling in casinos or with bookmakers, without generating a suspicious transaction report
.

In terms of sheer volumes of data, there is obviously a powerful contrast between the 12,780 reports the UK system struggled to cope with in 1993 and the 8,998,000 Currency Transaction Reports (involving $415.4 billion) filed by US organisations and processed by the US Financial Crimes Enforcement Network (FinCEN) in 1992.  This illustrates dramatically the difference in data generated by suspicion-based and "objective" moentary sum-based financial reporting systems.  Yet once one strips out the rhetoric, neither approach has shown any dramatic effect to date on the apprehension of major offenders.  And no-one knows the potential value or limitations of the system of suspicion-based disclosures, about which so much political rhetoric has been expended.  There is, we think, room for any method of obtaining intelligence about offending which otherwise might go unrecognised, particularly for a method such as suspicious transaction reporting which has the potential to reveal organisational relationships that underlie crime.  (Though in the case of money-laundering, the law now requires those professionals and financial institutions that formerly - knowingly or unknowingly - carried out the laundering to operate the regulations to prevent this from happening, or at least to prevent it happening unknowingly.)  Recommendations by the Audit Commission for the police to increase pro-active surveillance should be taken seriously, but unless the location of offending is predictable, surveillance relies upon the police already having suspects, and this focus on prior criminal involvement can distort the risks of being convicted to the benefit of those - many fraudsters, for example - who are not already "known to the police" and whose lack of vulnerability to periodic surveillance has been revealed by the fact that systematic mis-selling of private pensions and serious investment frauds can be committed by salespeople and by senior management "under the nose" of inspections by Self-Regulatory Organisations.  

We are not suggesting that "nothing works" in drugs or in any other field of law enforce​ment: it is entirely fallacious to infer that criminal sanctions have no effect at all from the facts that (i) many criminals go unpunished and (ii) as noted by Fagan (1994)
, many are undeterred by the risk and consequences of sanctions, even when these are high.  We do find it plausible that there is some deterrent, disruptive, and displacement effect of anti-laundering measures, as those with huge cash surpluses find it more burdensome and expensive to dispose of, to save, and to re-invest their cash, and overseas offenders by-pass the UK as a transit point for their illegal-source funds.  Likewise, there will be a better audit trail of account-holders in future, as the Money-Laundering Regulations 1993 and their companion guidelines for new account-opening and for large one-off transactions attain general compliance.  These law enforcement benefits will occur irrespective of whether or not the total number of convictions directly attributable to financial disclosures rises much above the 48 or so that we estimate on the basis of 1991 data.  Whether there is any "significant" preventative effect of these measures on money-laundering and on drugs trafficking overall remains uncertain, and we have not sought here to address the broader issue of whether the net social benefits of drugs enforcement exceed their social costs.  But, looking parochially at the UK, even in the politically unlikely event that all drugs were decriminalised and there were political settlements in Northern Ireland, and in all other political conflicts in which British banks are used, which dramatically reduced the "need" for terrorist funds, there would still be arguments in favour of some form of money-laundering reporting requirements in respect of other forms of crime.

To illuminate the scale of the surveillance problem, let us put the policing of money-laundering in its broad commercial context.  Citibank alone handles $66 trillion per day in transactions world-wide.  In 1992, there were 20,756,000 non-interest bearing, 35,020,000 interest-bearing, and 9,804,000 deposit accounts held by members of the British Banking Association in the UK.  1.6 billion transactions on those accounts were effected by 408,700 staff (including foreign banks, merchant banks, and retail banks) at 12,623 branches (plus 21,211 for Girobank).  On top of this, there were, in 1992, 89 building societies with 5,765 branches, employing 62,191 full-time and 17,212 part-time staff.  (The number of their accounts and transactions is not collected.)  This is an enormous spread of activities to police with the modest resources available, or indeed with any conceivable set of resources.  Unlike burglaries and robberies, most cross-border transactions are conducted purely electronically, without anyone physically seeing them: because of the legislation (and sometimes to guarantee that the transaction will be paid for) customers must be identified, but how are bankers to know whether there is a legitimate "business case" for the myriad of transactions they undertake, and why should it be their business to "shadow" their customers?  Legislation does not require them to behave like investigating accountants looking for covert criminality, but they (and the "informal banking" sector) would have to do so if they were to smoke out all the laundering and fraud.  For that reason, we prefer to view the UK system as one that deals with "suspected transactions" rather than "suspicious transactions", the phrase in popular use: the former refers to a state of mind in evaluating what we see; the latter to some objective characteristics of transactions which may never be revealed or which, if "revealed", may turn out not to be crime at all.

We are aware that our findings on the impact of money-laundering reporting to date may be unwelcome in many quarters.  Many citizens, law enforcement officials, and politicians are searching desperately for signs of success in fighting crime, and most of the bankers we have met would like to feel that they are playing a positive part rather than setting up expensive systems for merely ritual compliance with the demands of law.  Our response to this is twofold.  First, our society would be better off if we had more modest claims and expectations about new developments in crime control: we find it implausible that any single measure (including decriminalisation) would have the capability of "nuke-ing" out of existence a major social and criminal problem such as widespread drugs use.  Second, some of those efforts by financial services staff clearly have borne fruit, and many more will do so in the future.  Nevertheless, the proportion (and perhaps even the absolute number) of reports that provide a material contribution to conviction will rise only if the various law enforcement agencies are able to process their reports more effectively than at present and turn them into operational, targeted intelligence.  

Irrespective of any such changes in the processing of suspicious transaction reports, there remains a "theory problem" in the relationship between crime and the system of laundering controls.  Many people who commit crime for gain - whether or not to pay for drugs - are too undisciplined and/or unsophisticated to set up corporate fronts.  Nor do a large percentage of drugs traffickers - most of whom (by number of persons) are user-dealers - need to launder money, though without finding some route for depositing and transferring it, those who deal in high volumes of high profit-margin drugs almost certainly will be unable to cope with the volume of cash they generate.  In relation to those who offenders do want and/or need to move or save their money, the focus of the legislation on banker's suspicions goes against the grain of banking trends towards ever-greater labour cost-cutting and automation: the view that once they open their accounts, unless they are in debt, bankers routinely monitor their customer's activities seems to be based on nostalgic Ovaltine-like images of the neighbour​hood banker who in England has been consigned to the dustbin of history (except for elite "private bankers" who act for "high net worth" individuals who are highly indignant that anyone could think their money might possibly be the proceeds of crime).  Individual deposits can be, and are, monitored for possible laundering now that the law requires "adequate" systems to be put in place.  However this is only part of the processing of transactions and to draw up a strategy on the assumption that most banking is a highly personalised business is as appropriate as addressing the problems of contemporary policing through the lens of Dixon of Dock Green.  

No system can dispense altogether with human judgment when testing the rationale for transactions and deciding whether or not they are "plausibly criminal" (and therefore genuinely suspicious).  However, given the trend towards automation and impersonality in the the non-"deal making" mass sectors of the banking industry, and the limited impact of bankers' disclosures on convictions to date, one of the promising areas of current and future development is the use of knowledge-based systems, neural networks, and artificial intelligence to throw up pro-actively potential money-laundering cases, particularly those using corporate vehicles which currently are largely unmonitored and unreported.  These will then have to be reviewed to see whether the funds deposits and transfers really are criminal.  However, unless they develop sophisticated micro-economic as well as macro-economic models, even such hi-tech approaches cannot trawl underground banking and other unofficial parts of the global exchange system: if this were not so, the Australian and US systems, which have had to become technology-based to cope with their vast volumes of data, would have experienced more success in combating money-laundering and detecting offenders than they have been able to demonstrate to date.  Another more mundane possibility which we would commend is to conduct an experiment in which randomly allocated disclosures receive either very heavy investigative input or merely routine checking of databases, and to evaluate what are the consequences in terms of arrests and - carefully defined - "intelligence"
.  Only in these sorts of ways will it be possible to see whether reports from bankers and profession​als about "suspicious" financial behaviour by their customers and clients have real potential as a law enforcement tool, or whether they are yet another mirage in the search for regulating and disrupting, if not destroying, organised crime.

Appendix A

A Theoretical Model of the Intersection between Money-Laundering and Suspicion-Based Reportingtc \l1 "Appendix AA Theoretical Model of the Intersection between Money-Laundering and Suspicion-Based Reporting
We will outline below an abstract model of the analytical relationship between the various constituents of the UK money-laundering criminal justice process. 

Let C be the set of all transactions which are predicated by crime.

Let c be the set of all transactions within the "financial system" (including informal banking) which are predicated by crime.  A transaction is a member of this set if the following condition is fulfilled: if all the financial(?) facts pertaining to that transaction were known by a party to any element of it, then that party would either be legally able to or be obliged to report it.

Let S be the set of transactions which would, if scrutinised by a panel of experi​enced compliance officers, be considered by the majority of them to be "suspicious".

Let s be the set of all suspected transaction reports.

Let x be the set of all successful indictments whose primary trigger was a suspected transaction disclosure.

The following statements are true:

c is a proper subset of C.

In practice, s overlaps with S, but is not a proper sub-set of it because of "ineffic​iencies" (i.e. variations in competence and resources) among disclosing entities.  (Though with greater head office expertise and common training, post-Criminal Justice Act 1993, we expect s to become closer to being a proper sub-set of S.)

x is a proper sub-set of s and of c (unless there is a miscarriage of justice).

S overlaps with c and C.

s overlaps with c and C.

Figure 3   Relationships between Proceeds of Crime, 

              Suspicious Transac​tion Reports, and Convictions
On the preceding page is the Venn diagram which represents our understanding of these relationships.  It may be questioned as to what use can be made of this model.  The answer is that we can make plausible factual statements about a number of these sets, particular for estimates which have a reasonable probability of being within a given range, enabling us to draw some conclusions about the relationship between the target C and the ultimate yield x.  (There is some ambiguity here, for disagree​ment exists about whether the targets should be restricted to the predicate crimes that generate the funds or should also include the "money-laundering offences" committed by intermediaries, though there are problems in knowing how many of these money-handling activities possess the requisite level of criminal intent.)  

The relationship between c and Ctc \l2 "The relationship between c and C
The evidence strongly suggests that c is really a very small sub-set of C.  First, from estimates of the UK retail drugs trade, followed by the total for reported and unreported crime for profit (including tax evasion) is of the order of several billion, most of which is accounted for by fraud.  

It is speculative to examine the distribution of this "criminal money" among the criminal population, but excluding tax evasion (which may account for half the total figure), one may expect considerable inequality of criminal income and that the (unspent) proceeds of crime are shared among relatively few people.  For example, though fraudulent losses do not equate with fraudulent profits - much of the money being simply wasted in bad deals - the up to £5 billion distributed among the 60 cases of the Serious Fraud Office will illustrate this skewed criminal proceeds.  Likewise, though they are less known about as individuals - because of the illegitimacy of their roles - major drug importers and wholesalers are relatively few in number.  Most officers believe that "target criminals" are knowledgeable about money-laundering controls and are able to use methods of funds transfer and savings other than making large cash deposits into own-name individual accounts: perhaps that is why they have survived long enough to become target criminals?  Though we have been unable to test this independently with offenders themselves, it seems reasonable to assume that c is a small sub-set of C, though this may fluctuate depending upon offenders' own learning curves and the distribution of anti-laundering initiatives.  

The relationship between S and ctc \l2 "The relationship between S and c
The notion of what should lie within the compass of S is of obvious central importance.  One could argue that if the suspicion-based reporting system is to be as successful as it can be, the crucial contributions from the financial sector are:

(i)
The definition of what should constitute the set S; and

(ii)
Systems for ensuring that the maximum numbers of this set are spotted and therefore are detected.

The Guidance Notes issued by the Joint Money-Laundering Committee are an attempt to define (i), and the training programmes are aimed at encouraging the fulfilment of (ii).

However, there are likely to be a number of reasons why a substantial proportion - indeed, perhaps most - of S lies outside c.  First, people behave in a "suspicious way" for a very large variety of non-criminal motivations, e.g. tax avoidance, highly secretive business strategies (for example takeover or "share support" operations), hiding assets from spouses, and the indulgence of lawful vices such as gambling.  We do not know how many disclosures would end up as "false positives" if the investigative resources devoted to them were not constrained, but in the foreseeable climate, the overlap between c and S is likely to be very small.

The relationship between S and stc \l2 "The relationship between S and s
As to the question of how many of the set S actually end up in s, one has to bear in mind that - other than by electronic means, e.g. artificial intelligence - no major deposit-taking financial institution could reasonably be expected to set up systems designed to examine all transactions with a primary purpose of detecting transactions constituting S.  Therefore s will be a small sub-set of S, and has only a small overlap with c, as our analysis of the yield from disclosures demonstrates.

There is then that subset of s which generates positive results.  Given that crime and drug positives are less than one per cent of all disclosures, and that less than a third of those detections in which there were associated disclosures were actually triggered by them, it follows that x is a very small fraction of s: approaching one thousandth of s.

The model presented here can be adapted in a number of ways.  A bank could ignore C and redefine c as the number of actual laundering transactions channelled through it, using this as a guide to what it is seeking to achieve.  Moreover, if we then want to look at the likely yield of asset restraint and confiscation from the set x, we would have to shave off yet another order of magnitude.  The uncomfortable conclusion is that for all its manifold virtues in generating a closer relationship between banks and police, the suspicion-based disclosure system is severely limited for two principal reasons: first, most of those proceeds are not exposed to the scrutiny of that sector
; and second, other than by instinct or chance, the watchdog role of the financial sector is too crude a monitoring device to do more than detect the more blatant laundering or depositing actions.  
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     �	M. Levi (1991)  Customer Confidentiality, Money-Laundering, and Police-Bank Relationships, London:  Police Foundation.   One important difference between "bank secrecy" and "home secrecy" is that family members have no third party obligations to report when they suspect that others are committing criminal offences.


     �	A recent, highly readable contribution by Jeffrey Robinson (1994) contains a number of significant technical errors concerning legislation and bodies such as the Financial Action Task Force:  we hope that we have avoided such gross mistakes.
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     �	Sometimes civil cases involving constructive trust are also money-laundering cases, but they are dealt with by the civil law because companies or individuals have been defrauded and their primary objective is to get their money back, rather than to punish fraudsters or professional intermediaries through public law.


     �	Similar comments could be made of the use of the term "fraud".


     �	Kerry Report (1992) The BCCI Affair, Washington, DC: US Senate, vol.1., p.65


     �	Thereby making the regulation of money-laundering self-financing!


     �	Indeed, subject to the outcome of the trial of Maxwell and others in 1995, the criminality of the transactions remains in doubt.


     �	L.Osofsky (1993) "Fighting money-laundering, American-style", in Journal of International Banking Law, 8(9), 359-364.


     �	There has also been a movement "downmarket" by high-level narcotics wholesalers, as they take greater risks of exposure in order to recoup the level of funds to which they have become accustomed, by aiming for the higher profit mark-ups on drugs to be found in intermediate-level wholesaling.  This makes them vulnerable to police "buy-bust" stings.


     �	This is not the place to examine the harmfulness of corruption and different forms of crime:  see Levi (1987, ch.3); Levi and Pithouse (forthcoming).  However, though it is arguable that stable "organised crime" makes social   control more efficient in particular ways, its effects in damaging social welfare by extorting funds from public and private sector are undeniable.
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     �	M.Levi (1993) The Investigation, Prosecution, and Trial of Serious Fraud, Royal Commission on Criminal Justice Research Study No.14, London: HMSO


     �	Though - and this is a major hurdle - the prosecution would first have to prove "beyond reasonable doubt" that the funds were the proceeds of terrorism, and not the proceeds of any other crime or legitimate business:  this may be why there have not been any such prosecutions to date, either in Great Britain or in Northern Ireland:  it is often easier to prosecute for the substantive crime.


     �	M. Levi, P. Bissell, and T. Richardson, The Prevention of Cheque and Credit Card Fraud, Crime Prevention Unit Paper 26, (1991) London:  Home Office.  We were impressed to discover that in one recent major fraud case, a defendant who was caught with several passports in different (fictitious) names, all of which were used to open accounts which had allegedly been the subject of fraud, was granted bail.


     �	M.Levi and L.Osofsky (forthcoming) The Investigation, Seizure and Confiscation of the Proceeds of Crime, Report for the Home Office Police Research Group.
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     �	Classics of this genre involve "conning" businesspeople into putting money into fictitious 'Mafia laundering schemes', about which they cannot subsequently complain because in Italy, as in many other countries, knowingly laundering money for the Mafia is an offence.  Others involve companies and wealthy individuals in accepting ficititious large 'rake-offs' for opening accounts to defraud Nigerian companies or to 'filter' foreign exchange on their behalf:  the confidence trickster then finds some way of inveigling money out of the greedy account-holder.


     �	Paradoxically, unless the total number of officers is increased, more time spent on handling financial disclosures will mean less time is available for investigation of fraud against financial institutions.


     �	Such inadvertent tip-offs would not lead to police action against the banker, though there is always room for dispute over the classification of tip-offs as "unavoidable".


     �	M.Levi (1987) Regulating Fraud: White-Collar Crime and the Criminal Process, London: Routledge.


     �	These comments would also apply to the new entrepreneurs of Eastern Europe:  who can differentiate readily the protection racketeer from the exploiter of business opportunities?


     �	The deviously minded may see this as an opportunity to generate a disinformation campaign, or money-laundering booby-trap.  As to the availability of guidelines, these are readily purchasable by anyone.


     �	 This figure is still too high, for few unrecovered vehicles are resold:  if we leave these out, we reach £1,191,603.
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     �	Though Panama, of course, has the advantage for launderers that the US dollar is its national currency, thereby acting as a sort of extra US State.


     �	See Appendix A for an abstract analytic model of the relationship between suspected transaction reports and the criminal justice process.


     �	This variation, along with needle scarcity and unprotected sex prostitution to pay for drugs, is a primary source of health risks for users.


     �	N.Dorn, K.Murji, and N.South (1992) Traffickers, London: Routledge


     �	By an order of magnitude estimate we mean that the limits of uncertainty are £10 million and £1000 million, although we would cautiously suggest that the upper limit of this estimate is closer to £500 million, with a lower limit closer to £50 million.
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     �	On the other hand, the inconvenience of being stopped, questioned, and possibly searched is greater (and more overt) than the reporting of a transaction to NCIS normally generates.


     �	The lack of consistent feedback of information from the regions to NCIS seems to be a major stumbling block and perhaps should as a matter of policy be rectified, not because we are advocating centralised control of the police, but because common sense suggests that a central intelligence organisation cannot perform efficiently if it has not got consistent and timely access to relevant information.


     �	Which are now themselves regulated as regards the provisions of the Money-Laundering Regulations 1993.


     �	This firm now has different ownership.


     �	Though the provisions of the Money-Laundering Regulations 1993 will probably draw merchant banks and private banks (with high "net worth" individuals) into the net of potential suspicion in a more real way than has occurred hitherto.


     �	We are grateful to Michael Gillard of The Observer for some amplification of this case study.


     �	Senate Committee (1993) Checking the Cash: a Report on the Effectiveness of the Financial Transaction Reports Act 1988, Canberra: Senate Standing Committee on Legal and Constitutional Affairs.


     �	Though bankers may be placed in a cleft stick between protecting themselves from criminal prosecution by detailing a decision-making "audit trail" to demonstrate their reasonableness, on the one hand, and risking financial loss from the exposure in a constructive trust civil suit that they had suspicions, on the other.  Of course, they could always refuse the transaction if they thought it might be fraudulent!


     �	We were surprised to learn that police with the "CLUE" software were unable to log directly into the NCIS database, though if the same officers spent a variable amount of time travelling to the NCIS office, they could be given the information they wanted.  This may enable NCIS or others to monitor usage more carefully, reducing corruption risks, as well as to monitor the use of intelligence, producing (hopefully) some "value-added" with information not deducible from the database.  However, it does not seem to be very cost-effective, and in any event, logs of usage would be kept, as they are for the PNC.  At some time in the future, police outside NCIS will be able to log into the names index, which will help them.


     �	See the Criminal Justice Act 1993 and Regulations, and the Guidance Notes (1993).


     �	Which we consider are inevitable, however strongly discouraged by NCIS and the British Bankers' Association.


     �	There are analogies here with interventions by social services and police into allegations of child abuse and mentally disordered persons.


     �	M.Maguire, L.Noaks, N.Brearley, and D.Hobbs (1992) Assessing Investigative Performance, Social Research Unit: School of Social and Administrative Studies, University of Wales College of Cardiff.


     �	Certain parallels may be found in the redistribution of community beat officers to more "productive" work.


     �	Although their book predates this example, Bosworth-Davies and Saltmarsh (1994:209-212) cogently expose the 1992 Swiss Federal Banking Commission guidelines on money-laundering, suggesting that these have been made deliberately ineffectual, despite Switzerland's membership of FATF.  Without a (difficult to conduct) empirical review of the operation of the guidelines, however, it is hard to know whether their criticisms are wholly justified.  Sometimes effective regulation does not require tightly drafted rules.


     �Audit Commission (1993) Helping with their Enquiries, London: HMSO.


     �	If any of those drugs currently illegal were to be decriminalised formally, we would expect their consumption to rise, but we have found almost no law enforcement officials who believe that supply-side efforts alone will reduce drugs consumption significantly below their current levels:  this is not the place to review in detail the proposition that many of the crime and health costs of drug use arise from their illegality and artifically high price than from the inherent properties of the drugs themselves.  For a deeply sceptical set of reviews of the impact of anti-drug strategies in the US, see Mackenzie and Uchida (1994).


     �	Though a solicitor accepting such a large cash sum might have difficulty justifying himself to the Law Society or even a criminal court unless he had a plausible reason why the client properly should have such a large sum.  Much criminal expenditure is recycled via genuine losses to bookmakers and other "leisure pursuits".


     �	J.Fagan (1994) "Do criminal sanctions deter drug crimes?" in Mackenzie and Uchida (eds), Drugs and Crime.


     �	Both the BCCI experience and  Lord Justice Scott's enquiry into arms-for-Iraq tend to support the sceptical position that having "intelligence capabilities" is of little benefit unless at some stage, people act upon this "intelligence".


     �	The US authorities, though lacking the sophistication (or pretentiousness) of our model, have recognised this by extending the range of commercial organisations that must report large cash deposits, e.g. to car dealers.





