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The development of the internet and other communications technologies over the past decade have seen a corresponding growth in the development and use of technologically-based research methodologies. This paper explores issues arising from the new technology which impact on ethics committees and how these might be addressed. Whilst some ethical issues are comparable in both online and offline worlds there are some elements of the techno-research which require extra consideration. Although ethics guidelines can be found on the worldwide web the onus remains upon techno-researchers and ethics committee mem​bers to collaborate in deciding upon the ethical dilemmas and the rigour of proposed techno-research solutions.

Introduction

The development of the internet and other communi​cations technologies over the past decade have seen a corresponding growth in the development and use of technologically-based research methodologies [1]. Despite being well-established in many disciplines such as media and cultural studies, the health research community have been relatively sluggish in recogniz​ing the advantages that technological approaches to research enquiry can offer, although this is changing [2]. There is now some limited evidence that health​care researchers are beginning to explore the potential that techno-research methodologies can offer [3].

What is techno-research?

The most obvious example of technology in the research domain is the use of the world-wide web or the internet. The internet offers clear advantages as a research tool such as [4]:

- recruiting and accessing some hard-to-research

groups, particularly those whose activities are ille​gal or socially unacceptable

- allowing for geographical spread and richness in


data collection

- providing safe virtual environments for researchers


to carry out interviews or focus groups

- allowing for a broader range of sample.
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A number of companies are now in existence which offer online questionnaire design, hosting and analysis which means that the recruitment of research participants is limited only to computer access and is untroubled by national boundaries. In addition the incredibly swift developments in mobile technology such as SMS messaging, internet access by, and video downloads to, mobile phone and the almost global

_ 
spread of the iPodTM and other MP3 technologies mean that researchers have a new complement of tools to support their enquiries [2].

This paper will explore the ethical issues that are specific to cyberspace and will suggest key issues that ethics committee members may want to consider if such techno-research is submitted for their approval. The technological domain abounds with different, syn​onymous and often confusing terminology so, for the purposes of clarity in this paper, techno-research will refer to any empirical enquiry which uses technology as part of its data gathering or information giving method​ologies. We will use the terms online and offline to dif​ferentiate between cyberspace and the 'real world'.

Techno-research issues which impact upon ethics committees

Although many of the concerns that exercise 'cyber​ethicists' are the same as those of offline research, such as equity, fairness and respect for individual autonomy, as techno-research approaches become more firmly embedded as part of the researcher's tool kit a number of specific ethical side issues will arise which require careful consideration by research ethics committees.

Consent

As with the offline world, so with the online - consent is not optional and should never be assumed. Consent may be obtained electronically if the respondent is over 18 years of age, but this is only appropriate if the risk to participants is low and if the online consent form is designed to take potential participants through the doc​umentation a step at a time. Additionally, the consent process must not be perceived as disruptive to discourse in the virtual world that the techno-researcher inhabits [3], this being a particular issue in research that is based

entirely in the online world. Virtual consent, whether via e-mail or text messaging, has the potential to be ephemeral in the offline world and ethics committees would be well advised to press researchers on their strategies and techniques for recording and recalling such consent, such as obtaining verbal consent which can be saved as an MP3 file (a form of sound file) and kept as future proof of consent.

It has been mooted by a number of interested par​ties, notably the Association of Internet Researchers, that if consent is being sought from minors then parental consent must be obtained in paper format (via surface mail or fax). Occasionally verbal consent may be acceptable if the research is low risk, although ethics committees may be reluctant to countenance this. If the online researcher wishes to interview minors online then parental consent must be obtained in a face-to-face interview [5], although this can be seen to undermine the borderless nature of the world-wide web.

It is an indication of the evolving nature of cyber​space research that these approaches to consent are being promoted as good practice, rather than hard standards, with no clear indications as to how charac​teristics that are easily concealed within the virtual world such as age can be satisfactorily ascertained by researchers. Research ethics committees should be aware that, as yet, there are no clear guidelines for researchers and that innovative approaches to con​sent may need to be debated.

Participant Information by podcast

An innovative approach to ensuring fully-informed con​sent from research participants is to use either audio or video pod casts to present information to participants. Podcasting, a portmanteau word consisting of Apple's Wod' brand name and 'broadcasting', is a method of pub​lishing files to the internet, allowing users to subscribe to a feed and receive new files automatically by subscrip​tion, usually at no cost. It first became popular in late 2004, and is predominantly used for audio files although video podcasts are becoming increasingly common.

The advantages of using a podcast to provide par​ticipant information are clear. It can be used most effectively when attempting to engage younger research contributors in a study, and could be useful for participants with limited intellectual abilities, liter​acy problems or problems with recall since it can be downloaded and played over and over again. The chal​lenge for ethics committees when reviewing such strategies is to ensure that the basic information requirements as set out by the National Research Ethics Service (NRES) in their guidelines have been satisfactorily translated into the electronic medium.

Anonymity

Offline identity can to some extent be subsumed in the volume of data that is generated by question​
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naires, or even to a certain extent interviews or focus groups. Conversely data collection techniques that take place in the online environment must contend with the strength of 'cyber-identity'.

Some researchers use cyberspace as a research envi​ronment when investigating individuals with chronic debilitating illness, or who engage in activities which are socially inappropriate or illegal such as drug use or paedophilia. The ethical issues that a research ethics committee may wish to explore in such a case sur​round notions of disguise; for example, if a study is focussing upon a specific and rare genetic illness with only a handful of sufferers the identity of participants may be easily discovered. To facilitate this Bruckman [5] outlines four levels of, what she terms, 'disguise' that can be applied to internet study participants.

. No disguise - It can be argued that the textual rich​

ness of the internet must be recognized as a legiti​mate data source, and that the right of individuals to be credited with the material they have created is evident. This is of importance if the research under ethical review is, for example, concerned with the analysis of web pages. Copyright must be respected but there is an onus upon the researcher to verify authorship, which is not always as overt in web​based materials as in the real world.

. Light disguise - allows for the subject group to be named although individual pseudonyms and other potential identifiers are changed. Nonetheless group members may be able to identify each other when the data are presented. Verbatim quotes are used, even if they could be used to identify an individual.

. Moderate disguise - is compromise between light disguise and complete disguise and must be care​fully and fully considered at the ethical review stage of the study.

. Complete disguise - All is concealed, including group name and pseudonyms, so that subjects are not rec​ognizable either to themselves or to a third party. No verbatim quotes are used if these would facilitate

group identity via a search engine. Bruckman [5] argues that some deliberately false details may be introduced, changing the name of the disease being studied for example, but it must be stressed that this approach is not without ethical problems of its own.

Any study which intends to focus upon vulnera​ble or easily-identifiable groups should address these issues at the ethical review stage.

Covert research

The dangers of cyberspace lurkers, ie individuals who observe interactions in chat rooms, for example, without participating themselves, has been highlight​ed as a concern for parents and teachers. However there is a temptation for some techno-researchers to use lurking to gather research data. The researcher
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may simply wish to inhabit the chat room and observe or they may participate and lead discussion threads in a specific direction associated with their research. Such convert activities require the same ethical exam​ination as covert observations in the offline world, with the same issues of trust, participant autonomy and consent being worthy of consideration.

Distress to participants

Many research ethics committees spend time with appli​cants exploring the potential that a study may have for causing distress or harm to any participant. Traditional offline approaches to mitigate such effects usually involve a face-to-face verbal explanation of the study, supplemented by written information sheets and an invitation to the participant to ask questions or make further comment. In situations such as focus groups or

face-to-face interviews, the researcher will be aware of any discomfort or anxiety that is being caused to partic​ipants through their questioning and can bring the data collection episode to a halt whilst the participants col​lect themselves or even to a premature end if the distress is great. Additionally, at the end of the data collection

researchers can reassure themselves that the participant has not suffered any harm or distress from the research procedure. This type of interaction is compromised by techno-research since the researcher and the participant may not only be in different countries, they may even be on different continents. Although it can be argued that the non-hierarchal world of cyberspace may give the research participant sufficient autonomy to bring an online interview to an end if they wish, there is a dan​ger that the researcher may be oblivious to offline dis​

tress that is not apparent in the online dialogue. Hewson et al [2] suggest the sending of a 'de-briefing text' that provides some explanation of the purpose of the study and the contact details of the researcher should further information be required. This message can be sent

either via a web browser immediately after the partici​pant has submitted their response or in an e-mail.

Geographical locality

Cyberspace defies locality, it is a global community and national or international borders cannot be said to exist in the virtual online world. This can be an issue for research ethics committees when reviewing studies for data security and participant protections. The European Union, for example, has more stringent personal data security legislation than that of the United States [6]. Protection in instances where data are shared across national boundaries is seen as key [7], but techno​research sited in the virtual world could be argued to be boundary-free and this may be an area that a research ethics committee may wish to debate with applicants.

Disinhibition

One of the side effects of cyberspace immersion is dis​

inhibition. This occurs when cyberspace inhabitants become so absorbed in their online persona that they may disclose personal attitudes or beliefs that they would not normally divulge in offline environments. Suler [8] notes that one of the delights and pitfalls of cyberspace is the notion that personality, identity, social roles and even gender are fluid and open to re​interpretation by individuals. He notes that shy peo​

ple may become more vocal whilst some people may take the opportunity afforded them by the anonymity of cyberspace to become deviant or hurtful. This is often because the online world, although to all intents and purposes a public domain, can, to its inhabitants, be both private and intimate. Indeed, Waskul [9] argues that 'public' and 'private' are noth​

ing more than metaphors in cyberspace.

There are a number of ethical issues inherent in cyberspace disinhibition that committees may wish to consider. The first is how the researcher will address

the delicate balance between respecting the research participant's autonomy in deciding to share deeply private and personal data, and the paternalistic approach of the researcher deciding to censor some of the data in a spirit of protecting the individual. Cyberspace researchers should be aware of these ten​sions and should have given them due consideration in their application for ethical approval.

Disinhibition as linked to the matters surrounding consent raises two important issues both of which con​cern the genuineness of that consent. The first of these is that the perceived private nature of the cyber-world

may entice potential participants to give their consent more easily The second is slightly more complex and concerns the difference between cyberspace inhabitants and cyberspace visitors. The complex developments and infrastructure of cyber-communities reflect the offline world in a number of ways [10] especially in the strength of identification with, and loyalty to, the com​munity The extent to which the identity of a research participant in cyberspace can be aligned to their offline persona is one that may be an issue for researchers and, by association, ethics committees. For example, if a

respondent is deeply immersed in cyberspace and total​ly disinhibited then questions arise around who is giv​

ing consent, the online or the offline individual. Deep immersion and disinhibition may also affect the responses that an individual may offer to researchers when compared with the responses to individuals who only access the upper layers of cyberspace and do not take up residence but act more in the nature of cyber​space tourists. Ethics committees may wish to explore

these notions in greater detail with researchers.

How can the potential ethical problems of techno-research be addressed? Cyberspace can be viewed as multi-layered with the ethical dilemmas to be addressed becoming increasing​

	Levels
	Environment
	Participant ID
	Privacy
	Data reliability
	Research Methods
	Ethical dilemmas

	1
	Public
(eg web space)
	Accessible
 real world ID
	None
	Strong
	Neutral
	Superficial

	2
	Semi-public
(eg e-mail)
	Controlled
 real world ID
	Light
	Strong
	Overt participation
	Minimal

	3
	Semi-private
(eg listserv)
	Accessible
 virtual world ID
	Light
Moderate
	Moderate
	Overt
non-participation
	Moderate

	4
	Private
(eg chatroom)
	Controlled
 virtual world ID
	Moderate
	Weak
	Covert participation
	Significant

	5
	Virtual
(role-playing)
	Complete virtual
 world immersion
	Heavy
	Unreliable
	Covert
non-participation
	Highly Significant


Table 1: Layers and ethical dimensions to cyberspace
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ly intense as immersion deepens [11]. Table 1 shows the different layers of cyberspace and how concepts such as environment, participant identity, privacy, typ​ify the levels. The table also provides suggestions as to suitable research methods together with the strength of the ethical dilemma to be found at each layer.

Thus it can be seen that a techno-researcher who wishes to carry out a textual analysis of websites which are the most accessible layers of cyberspace may only have superficial ethical deliberations, such as the intellec​tual property of web authors, to discuss with a research ethics committee. On the other hand, the techno​researchers who immerse themselves in the deepest layer of cyberspace, the total virtual dimensions where identities are blurred and concealed and personalities are distorted, have significant ethical issues to confront which will include participant consent and support as well as data reliability and trustworthiness.

It must also be acknowledged that this table is a guide rather than a rigid protocol in that it shows that in general level 1 cyberspace research will have super​ficial ethical dilemmas, but this may not always be the case. Ethics committees faced with such applications would be well advised to probe applicants in order to assess this. In addition it should be noted that, given the trend for multi-method approaches to research prevalent in the 21st century, a researcher may dip in and out of the different levels of cyberspace in the course of a single study. If this is the case then a research ethics committee may wish to explore the different ethical elements and requirements of the dif​ferent levels with the researchers concerned.

Conclusion

As technology increasingly becomes a part of everyday life the expectations of researchers using the cyberspace environment as a source of information are likely to impact upon the work-loads of research ethics commit​tees. Whilst some of the ethical issues are comparable in both online and offline worlds there are some ele​ments of techno-research which require extra consider​

ation. Whilst some cyberspace ethics guidelines can be found on the world-wide web, see for example the Association of Internet Researchers website [7], the onus remains upon techno-researcher and ethics com​mittee members to collaborate in deciding upon the ethical dilemmas and the rigour of proposed techno​research solutions. The ethical decision-making grid presented in this paper is designed to assist ethics com​mittee members in the evaluation of risk and potential participant harm when faced with an ethics application that is rooted in the online world.
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