UNIVERSITY ACCEPTABLE USE POLICY (IT FACILITIES)

This policy applies to all use of all IT facilities (as defined in the University IT Regulations) administered by Cardiff University.

1.
Users are encouraged to use the IT facilities to further the goals and objectives of their work, study or research. Personal use must be conducted in accordance with the Guidelines for Personal Use of Cardiff University IT Facilities in addition to this policy.

2.
Users shall not use the IT facilities inappropriately.

3.
The definition of inappropriate use includes all unlawful activity.

4.
Inappropriate use includes the following activities (other than for properly supervised and lawful research purposes) some of which may be unlawful in the certain circumstances:

4.1
The creation, transmission or display of any offensive, obscene or indecent images, data or other material, or any data capable of being resolved into obscene or indecent images or material;

4.2
The creation or transmission of material which is designed or likely to be threatening or abusive, or to cause annoyance, inconvenience or needless anxiety;

4.3
The creation, transmission or display of material that deliberately and unlawfully discriminates, or encourages deliberate and unlawful discrimination, on the grounds of race, ethnicity, gender, sexual orientation, marital status, age, disability, political beliefs or religious beliefs;

4.4
The creation or transmission of defamatory material;

4.5
The sending of unsolicited communications to multiple recipients except where it relates to the academic or administrative activities of the University;

4.6
The transmission of unsolicited commercial or advertising material save where that material is embedded within, or is otherwise part of, a service to which the member has chosen to subscribe;

4.7
Deliberate activities with any of the following characteristics:

.1
wasting staff effort or IT facility resources

.2
corrupting or destroying other user’s data or violating their privacy

.3
using the IT facilities in a way that denies service to other users (for example deliberate or reckless overloading of access links or of switching equipment)

.4
the introduction of viruses, worms, packet-sniffing or password detecting software and/or hacking’ activities

.5
attempting to disguise the identity of the sender/origin of an electronic communication

.6
the representation of any views and opinions held personally by the user as the views of the University, unless the user is explicitly authorised to do so. 


PROCEDURES:
5.
Where use of the system for what would otherwise be an inappropriate use is required for University related business (such as lawful research) the user should notify the Head of School.  Advice on the application of certain legislation as it applies to the use of IT can be sought from the Corporate Compliance Unit and Information Services’ Legal Compliance Officer.

6.
In addition users should be aware that they are subject to any regulations applicable at a remote site when accessed, or to regulations governing the use of a specific application or service.

7.
Breaches of this Policy constitute a breach of the IT Regulations and shall be subject to initial investigation by Information Services.  Many activities described in this policy have the potential also to be regarded as a breach of criminal law.  The University shall maintain a constructive relationship with the Police, shall co-operate in any Police enquiry, and shall report any matter which appears to constitute a serious criminal offence, or where otherwise the University thinks fit to do so, directly to the Police.
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