Student use of IT
Responsible use of University IT facilities

When using University IT Facilities you will need to comply with the University IT Regulations and Acceptable Use Policy.  

Anyone found in breach of the regulations will be subject to the appropriate disciplinary code.  Regulations are available at http://www.cf.ac.uk/cocom/uni-it-regs/university-it-regulations.html
Remember you agree to abide the regulations each time you log on and it is therefore important that you are aware of their content.  In particular, users must not divulge passwords to anyone else or leave computers unattended while logged on – you will be held responsible for any misuse of University IT Facilities made with your account in these circumstances. 

Online Social Networking – Safe Use Guidance

Social Networking sites, such as Facebook, My Space, and also social games, such as Second Life, give the ability to share information about yourself and others quickly and easily.  Please be aware that when using such technology via the University IT Facilities the University IT Regulations and Acceptable Use Policy continue to apply.  

When using such technology it is important to be aware of the risks and take steps to protect yourself and your personal information.  Be careful about how much information you divulge about yourself - posting personal information could lead to unwanted attention including identity fraud.

Be careful what you say or show about yourself and others – do not post details which you might find embarrassing later, e.g. something you would not want family members/ your employer/ a future employer to see. 

Check the privacy statement of the site you are using to see what you are signing up and agreeing to.  Also use the sites privacy settings to determine who can view your profile and contact information.  

Disciplinary Matters

As a student you are required to observe the rules of behaviour as detailed in the Student Disciplinary Code http://www.cardiff.ac.uk/regis/sfs/regs/student-discipline.html
Unacceptable behaviour includes, inter alia, any form of harassment or bullying towards other students or members of University staff.  This may take the form of physical, verbal or written abuse and the use of images-which may be made public in a variety of media including online social networking sites. You should always consider the impact and potential consequences of comments or images you choose to make public through any media. Any allegation that a student has breached the rules of behaviour will be dealt with under the terms of the Student Discipline Procedure
 and could result in disciplinary action.

Unfair Practice

Any allegation of unfair practice including plagiarism and collusion - whether on a social networking site or through other media - will be considered under the terms of the Unfair Practice Procedure http://www.cardiff.ac.uk/regis/sfs/regs/unfair-practice-procedure.html
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