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1. Why records of research projects should be kept

Full and accurate records of research projects:

· Demonstrate good research practice and strengthen the reliability of research evidence

· Safeguard researchers and the University from allegations of research misconduct

· Protect intellectual property rights

· Demonstrate compliance with the Data Protection Act 1998, the Freedom of Information Act 2000, other relevant legislation and good clinical practice.
· Demonstrate effective practices and procedures (including financial management) to internal and external auditors and external sponsors.

2. What types of records should be kept?
· Records of participant consent (where required) 

· Records of procedures followed and results obtained, including interim results (e.g. protocol documents, risk assessments) and detailed analysis.
· Data generated in the course of research (e.g. transcripts, diaries, audio tapes, photographs, emails etc.)
· Records relating to the administration and financial management of the project (e.g. grant applications, purchase and sales invoices, orders, delivery notes, petty cash vouchers and supporting accounting records).
In summary, any information which is held in a Project Master File and which would be required in order to reconstruct the project.
3. Who is responsible for keeping the records while they are active?
Responsibility for the accuracy, completeness and security of research evidence during the project should lie with the principal investigator.  Extra care should be taken to ensure the security of research material containing personal data, which is subject to the provisions of the Data Protection Act 1998.  Further specific guidance for researchers on the DPA is available here: 
http://www.cf.ac.uk/cocom/accinf/dataprotection/datap/data-protection-for-researchers.html
4. Security measures

Paper Records

Manual data should be stored in a locked facility
 when not under the direct supervision of a member of the research team including, but not limited to:

· Questionnaires 

· Notes and other paper files

· Audio and videotapes

· Photographs and negatives

· Removable media such as floppy discs, zip and flash drives.

Electronic Records

Access to data stored on a computer should be controlled by passwords and, where appropriate, access to individual files/databases should also be password protected.  Passwords should be known only to authorised individuals and changed at regular intervals.

PCs should not be left unattended with an active, password protected program still running.

Research data should be backed up regularly.  A project shared drive should be set up where access is limited to authorised individuals and INSRV should be contacted to ensure that this is backed up.  N.B. If a project is likely to need the data to be anonymised in the future ensure this is discussed with INSRV at the outset of the project.

Advice on working away from the office and working with laptops is available here:
http://www.cf.ac.uk/cocom/recordsmanagement/guidanceleaflets/guidance.html
5. Retention and disposal

It is important that the research team is aware of all the data and information being created in the course of the project. 

A standard form (see Appendix 1) should be used to indicate:

· Types of research data being stored e.g. completed questionnaires, paper copies of databases, tapes (audio video), computer images, databases

· The location of all research data (including multiple copies of the same file, e.g. on home computers, back-up tapes, floppy and zip disks).  

· The date each file was initiated

· The date each file was destroyed

The principal researcher is responsible for the maintenance of the retention and disposal record.  Information stored should be subject to regular review to verify there is a continuing need for it.

Personal data must be disposed of securely:

· printed material should be shredded either within the school or by using the University’s confidential waste service

· tapes and discs should be destroyed using the confidential waste service

· computers must be completely cleared of data before disposal or use for other purposes

· any breaches of security must be reported to insrvConnect@cardiff.ac.uk 
At project completion 

Make plans for the storage and where appropriate disposal of data when the research project is finished. 

6. Where and in what format should they be stored?

Following the completion of a research project, the research project’s records should be stored in a secure environment that enables continued appropriate access to the required records regardless of their format or medium.  This may be within a school, or in the University’s off site storage facility.
The University’s off site storage facility is provided by a local company but managed by the University’s Records Management Team.  The storage is competitively priced, secure and has the appropriate environmental conditions.  The company provides a free retrieval service so that records sent off site can be brought back for consultation.  Further information on the service can be found on the records management webpages (http://www.cf.ac.uk/cocom/recordsmanagement/Offsitestorage/off-site-storage.html) or from the Records Management Team (records@cardiff.ac.uk).
Specialised archive boxes should be used for the long term storage of all essential documentation.  

Each box should have a label on the outside which contains the following information:

Contract number (if known)
Study title

Name of PI

Date of archiving and length of time the documentation should be kept

The total number of boxes for the study (e.g. Box 1 of 7)

A record of the content and whereabouts of all research study related archived boxes should be kept within each research active department so that access can be gained readily if necessary (e.g. after research personnel have moved on).  If you are using the off site storage service follow the advice on How to send records to off site storage
 on the Records Management webpages and complete a box transfer list
.  If you are retaining the boxes within your department complete the Box List form (Appendix 2) online at http://www.cf.ac.uk/cocom/resources/Research%20Records%20Box%20List.doc
The PI should maintain an electronic and paper version of the forms for their own records.
Record of destruction

The destruction of all paperwork after the expiry of the time limit should be recorded and signed by a person with the appropriate authority.  This record must be retained centrally within each School in a secure place for 7 years.  

7. How long should they be kept for?
The University Records Retention Schedule
 section 2.9 refers staff to this document for greater detail on Research Record retention.  Equally further guidance on research data can be found in the Cardiff University Research Governance Framework section 3
. 

In order to establish how long research records need to be retained review the following checklist.

Checklist for assessing retention periods:

1. Is there any stipulation from the project funding body e.g. set out in the funding contract or terms and conditions. Most funding bodies now stipulate whether the institution or funding body is responsible for the resulting dataset long term, in some cases requiring the dataset to be sent to them on project completion, and in other cases requiring the institution to preserve data long term.  It is vital that Researchers check the terms of their funding and if the institution is responsible for long term storage costs these must be written into grant application or clinical trial funding where appropriate. 
2. In the absence of stipulation from the funding body, data for non-clinical research projects should be kept for a period of no less than 5 years or at least 2 years post-publication (as appropriate) to allow for further analysis and review, and aid any future queries or disputes regarding intellectual property, research conduct or the actual results of the research Research data obtained from clinical research
 projects (including clinical trials) or relating to public health should be kept for a minimum of 15 years. 
3. See also section 8 of this document for further clarification. 
4. In instances of doubt as to how long data must be retained, the University Records Manager records@cardiff.ac.uk within the Corporate Compliance Unit (COCOM) should be consulted.  Wherever possible, it is best practice to anonymise the data by removing any identifying information from it.
8. Research records: retention guidelines

	
	Description
	Examples
	Retention Period
	Notes

	Research Project Conduct
	Cardiff University must determine retention requirements for research data and records on a project by project basis, or at least for clearly defined categories of projects, taking account of:

· The legal and regulatory framework for particular types of research

· The terms and conditions imposed by external research sponsors

· The commercial, political or ethical sensitivity of particular types of research for particular external sponsors.
	Records required to demonstrate good research practice
	Retain for 10 years after the completion of a research project
	

	
	
	Records containing personal information relating to clinical or public health studies funded by the MRC
	Retain for 20 years after the completion of a research project
	

	
	
	Records of protocol, consent procedure, subject consent and adverse affects generated during clinical and public health studies, or other projects requiring consent funded by the MRC
	Retain for 30 years after the completion of a research project
	

	
	
	Records of projects which:

· Are of historical importance

· First used novel clinical interventions

· Proved controversial
	A full set of records should be transferred to the Records Manager for permanent preservation
	

	
	
	Data generated in the course of a project which may have a secondary use for other research and learning
	Transfer to the Records Manager for permanent preservation (unless other conditions are set by the research sponsors)
	

	
	
	Data generated in the course of ESRC and NERC funded projects and designated for deposit in a data archive (this should be made clear in the grant documentation).
	Transfer to a designated repository in accordance with the wishes of ESRC or NERC, or discuss with the Records Manager plans for permanent preservation within the University.
	


	Final reports of all research projects
	
	
	Completion of project + 5 years 
	Review for archival value

Consult Records Manager before disposal 

	Research Project Management
	Records documenting the management of funded research projects 
	The Principal Investigator needs to ensure that designated individuals take responsibility for Financial records. Depending on the project this may be RACD,  Finance, the school finance officer or someone within the project team.
	Completion of project + 6 years unless a longer period is required by the project sponsor
	Limitation Act 1980


NB. The requirements of research funders are available in summary at page 7:

http://www.jiscinfonet.ac.uk/partnerships/records-retention-he/managing-research-records
Appendix 1:  Suggested retention and disposal form 

Research Project Name:

Principal Investigator:

Funded by:

	Type of project data stored
	Location of data (to include multiple copies of the same file)
	Date file initiated
	Date file closed
	Date file due to be reviewed
	Date file destroyed

	e.g. completed questionnaires
	e.g. paper questionnaires stored in Room 51 in locked grey filing cabinet ‘2’.
	01/05/2005
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Appendix 2:  Box List
	Box List
	 

	School/Division:
	 
	Box No.:
	 

	Unit/Section:
	 
	Summary of contents:

	 

	Research Project:
	 
	Project Funded by:
	 

	Name of Principal Investigator:
	 
	Destruction date:
	 

	File reference
	File Title
	File dates
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	
	
	
	


� The security of the locked facility will be dependent upon the type of data involved in the study.  For example any manual research data should be stored in a locked office however if the data is personal data, additional security measures need to be taken, for example locked cabinet, locked office with restricted key access.  Further advice can be sought on an individual project basis from records@cardiff.ac.uk.


� For guidance on the confidential waste service see � HYPERLINK "http://www.cf.ac.uk/cocom/resources/Confidentialwasteguidancev1.doc" ��http://www.cf.ac.uk/cocom/resources/Confidentialwasteguidancev1.doc�





� For guidance on wiping hard disk drives see � HYPERLINK "http://www.cf.ac.uk/cocom/recordsmanagement/guidanceleaflets/guidance.html" ��http://www.cf.ac.uk/cocom/recordsmanagement/guidanceleaflets/guidance.html�





�� HYPERLINK "http://www.cf.ac.uk/cocom/resources/How%20to%20send%20records%20to%20off%20site%20storage.doc" ��http://www.cf.ac.uk/cocom/resources/How%20to%20send%20records%20to%20off%20site%20storage.doc�


� � HYPERLINK "http://www.cf.ac.uk/cocom/recordsmanagement/Offsitestorage/off-site-storage.html" ��http://www.cf.ac.uk/cocom/recordsmanagement/Offsitestorage/off-site-storage.html�


� � HYPERLINK "http://www.cf.ac.uk/cocom/recordsmanagement/recordsretention/recordreten.html" ��http://www.cf.ac.uk/cocom/recordsmanagement/recordsretention/recordreten.html�


� � HYPERLINK "http://www.cf.ac.uk/racdv/staff/resgov/governance/framework/index.html" ��http://www.cf.ac.uk/racdv/staff/resgov/governance/framework/index.html�


� Clinical Research means research designed to answer a specific question about disease (aetiology, concomitants, diagnosis, prevention, outcome or treatment).  In addition to direct clinical examination, it includes the study of blood, biopsy material or post-mortem tissue deriving from the individuals concerned and of normal subjects where such study relates to a disease process being investigated. The definition includes clinical trials.  More specifically, Clinical Research should encompass at least one of the following categories:


Human participation: studies which require face-to-face contact with patients (including those recruited by virtue of their status as former patients) and/or healthy human participants and may involve use of patient records as a concomitant e.g. a clinical trial.


Records based studies: studies which require access to personal data on health or lifestyle without involving face-to-face contact with any people e.g. epidemiological studies, health economic studies, public health interventions, health services research and meta-analyses, i.e. where information may be obtained by telephone, postal questionnaires/surveys or electronic/manual data retrieval.


Clinical samples: studies which involve laboratory studies on human material which are specifically designed to understand or treat a disease/disorder. However, basic biomedical research of remote relevance to a disease/disorder, such as the use of immortalised human cell lines in model biological systems, is excluded.
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