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Working at home/away from the office: records management, freedom of information and data protection implications.  

For whom is this guidance is intended?

This guidance is intended for all University staff and research students that work at home or away from the office on an occasional basis.  It applies to anyone undertaking administrative, research or teaching-related work away from the office.

What is the purpose of this guidance?

This guidance gives general advice on the issues you need to consider to ensure that any University information you work on away from the office is protected from loss or unauthorised access and exploitation, while at the same time ensuring that it is accessible to anyone who needs to use it for their work. It applies to information in all formats, including paper files, electronic data, word processed documents and e-mails.

Addressing these issues will also help you comply with the Data Protection Act 1998 and the Freedom of Information Act 2000.

Why do Freedom of Information and Data Protection affect how I work away from the office?

The Data Protection Act 1998 and the Freedom of Information Act 2000 apply to all the paper and electronic information that you receive and create as part of your employment/relationship with the University, regardless of where you work or store that information.  

The Data Protection Act permits people to see information that the University holds about them, while the Freedom of Information Act gives people the right to access other recorded information that the University holds.  The Data Protection Act also requires us to hold information about living identifiable individuals for no longer than is necessary, to ensure that information is accurate, and to adopt appropriate security measures for this information to protect it from authorised access, amendment or deletion.  

We have 40 calendar days to respond to a data protection request and 20 working days for a freedom of information request.  These deadlines mean that the University must know what information it holds, and must be able to retrieve that information even if key staff are away.  The Freedom of Information Act also includes a code of practice on Records Management which describes the systems we should have in place for managing our information so that we can do this.

How does this affect me when I work from home?

The primary copy of University information should not be stored at home, so University records should be updated as soon as possible with copies of any work that you do away from the office.  This applies to all research, teaching or administrative work that you do.  This means that anyone who needs to refer to the records in your absence will be able to access the most up-to-date information.  It will also ensure that there is a back up copy of the work you have done so that, even if your home PC breaks down, you will not lose your work.  If you require further guidance on back ups, please contact your IT support service.  

You also need to take reasonable measures to protect the information you take away from the office from unauthorised loss, access or amendment.  This will enable us to comply with our Data Protection Act obligations and is also in the Universities’ business interests; depending on the nature of the information involved, if someone inappropriate gained unauthorised access to University information it could cause reputational, commercial or competitive damage to the University.  For example, sensitive information about members of staff or students might be disclosed inappropriately, causing them distress or someone might try to exploit another person’s research work.  

Information about connecting to the University network can be found here:
http://www.cardiff.ac.uk/schoolsanddivisions/divisions/insrv/computingservices/getstarted/connecting.html
How do I decide what security measures I need to take for information I use away from the office ?

The paper information you use away from the office is most vulnerable to loss or unauthorised access in the following ways:
· As a result of leaving papers in household areas where they may be seen by other members of your household or by visitors.  This is most likely to cause difficulties when the information is about identifiable individuals.

· As a result of a crime e.g. theft of a briefcase

· As a result of loss, particularly on the journey to or from work.

Unless you work directly from/to the appropriate University server via a Remote Access Server, the electronic information you work on at home is vulnerable to loss or unauthorised access or amendment in two ways:

· Physically, through the loss, damage or access to the computer or storage medium on which the record is held.  This is most likely to happen on the journey to or from work, or as a result of a theft from your home.  However, a member of your household might also access information accidentally, for example, if information is stored on a household PC without further protection.

· Remotely, through someone accessing your computer while it is connected to the Internet or through a virus.  If you use a broadband connection, whenever your computer is switched on and not only when in use, it is possible for someone to access your computer.  

When deciding what reasonable security precautions you need to take against these vulnerabilities, it is necessary to balance their financial cost, time and practical implications against the seriousness of the damage that would result if someone did see the information or made unauthorised alterations to it.  Depending on the nature of the information, this damage could entail legal action against you or the University; damage to your research or to that of your colleagues, co-authors or fellow grant applicants; damage to the University’s or your reputation; or damage to collaborative relationships caused by the inappropriate release of information.

University information should always be protected against theft of the physical storage medium or access by a household member.

Sensitive information, whether about identifiable individuals or information that would affect the University’s or another party’s business or research interests, will require a higher level of security precautions.  Examples might include unpublished research information, patent applications, information that connects named individuals with ‘controversial’ research topics, research with human data subjects.  

For some information the risks may be so high that it should never be taken home.  This might include information about identifiable patients (where a strong degree of confidentiality applies), or information whose disclosure is forbidden by law.

What are the implications of using my privately owned PC for work purposes?

Whenever possible, you should ensure that copies of University information are not stored on your private PC, including in temporary directories.  In many cases it will be possible to avoid local storage of information by working directly from/to the appropriate University server by the Remote Access Server. 

If you do hold copies of University information on your privately owned PC, by law you will still be expected to produce them in the event that their subject matter is relevant to a freedom of information or data protection request.  It is therefore, advisable to store an official copy of the information in an appropriate file in a University office or on a University computer; this will avoid disruption to your home life in the event that we do receive a request for the information.  

If University information is stored even for a short time on a PC you keep at home, whether privately owned or provided by the University, you should take measures to prevent accidental access to household members and unauthorised access by intruders.  One option might be to create an account on this PC, use it exclusively for work and password project the account so that accidental access by other household members is avoided.  

You should also take proportionate measures to protect information from remote unauthorised access.  Always make sure your computer system and applications are up to date with security patches.  

Before you attempt to access any Internet-based University resources you should download the Cardiff University Security Certificate
http://www.cf.ac.uk/infos/certificate/
If you have used your home PC to work on sensitive University information including information about living, identifiable individuals (such as raw research data), when you dispose of the computer you must make arrangements to ensure that the sensitive information is no longer accessible.  This might involve the professional wiping of the hard drive, or in very extreme cases destruction of the hard drive.  You may also wish to take similar precautions if the computer was used for your research records so that other people cannot access that research data.  The University Records Manager can assist with the assessment of the risks associated with unauthorised access to information and advise on the best way to destroy data. Up to date information on the University’s internal procedures for wiping and recycling computer equipment can be found here:
http://www.cardiff.ac.uk/schoolsanddivisions/divisions/estat/recycling/index.html
I use a laptop to work away from the office: do I need to take any special measures?
You should ensure that appropriate security measures are taken to prevent unauthorised access to information in the event that the laptop is stolen and to prevent accidental access by members of your household. 

You should not store the official record copy of University information on a laptop that is regularly away from the office as the information is not readily accessible and it vulnerable to loss or theft.  If necessity means that the official record has to be stored on a laptop you should make arrangements to back up that information so that it is not lost in the event of failure threat or loss of the laptop.

I sometimes send and receive work e-mails from a personal e-mail account.  Does this matter?
It is strongly recommended that you avoid using a non-University e-mail account for University business. All University e-mail accounts are accessible via the Internet so it should be rare that you need to use any other account.  

Information about accessing email remotely can be found here:
http://www.cardiff.ac.uk/schoolsanddivisions/divisions/insrv/help/faq/aqu.html#remoteaccess
What help is available?
The University Records Manager and the University Information Rights Manager both based in the Corporate Compliance Unit can provide advice, guidance and training on records management, freedom of information and data protection issues.
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