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32
INFORMATION & COMMUNICATIONS TECHNOLOGY (ICT) SYSTEMS MANAGEMENT
The function of managing the institution’s ICT systems.

For providing ICT services to staff, students and other users of the institution’s ICT systems, set up a customised section using the framework given in 36
Internal Services Management.
32.1
ICT Systems Strategy Development
	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	
	
	
	
	
	
	
	

	Records documenting the development and establishment of the institution's ICT systems strategy.
	
	Superseded + 5 years
	
	NA
	
	Review for archival value
	Consult Records Manager before disposal


32.2 ICT Systems Management Planning 

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	
	
	
	
	
	
	
	

	Records documenting the formulation of plans for the implementation of the institution's ICT systems strategy.
	
	Superseded + 5 years
	
	NA
	
	Review for archival value
	Consult Records Manager before disposal


32.3
ICT Systems Management Performance Management
The activities involved in monitoring the institution’s performance against the plans for implementing its ICT systems strategy.

Activities include: developing performance indicators and measurement mechanisms; measuring, monitoring and analysing performance; conducting formal reviews of performance and responding to the results, including preparing and implementing action plans to address under-performance or other issues raised.

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	
	
	
	
	
	
	
	

	Records containing data on, and analyses of, performance against the plans for the implementation of the institution's ICT systems strategy.
	
	Current academic year + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records containing reports of performance against the plans for the implementation of the institution's ICT systems strategy.
	
	Current academic year + 5 years
	
	NA
	
	Review for archival value
	

	
	
	
	
	
	
	
	

	Records documenting the conduct and results of audits and reviews of the ICT systems management function, and responses to the results.
	
	Current academic year + 5 years
	
	NA
	
	Review for archival value
	Consult Records Manager before disposal


32.4 ICT Systems Management Policy Development 

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	
	
	
	
	
	
	
	

	Records documenting the development and establishment of the institution's ICT systems management policies.
	
	Superseded + 5 years
	
	NA
	
	Review for archival value
	Consult Records Manager before disposal


32.5 ICT Systems Management Procedures Development 

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	Records documenting the development of the institution's ICT systems management procedures.
	
	Superseded + 3 years
	
	NA
	
	
	


32.6
ICT Systems Development
The activities involved in developing new ICT systems and re-developing existing systems.

Activities include: specifying requirements; evaluating potential systems/solutions; installing systems; testing; commissioning; controlling changes; decommissioning. 

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	Records documenting the initial development and post-implementation modification and maintenance of ICT systems.
	
	Decommissioning of system + 5 years
	
	NA
	
	
	

	Records documenting the initial development of ICT systems which are not implemented.
	
	Last action on development + 5 years
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting the management of ICT systems development projects (i.e. project management records).
	
	Termination of project + 5 years
	
	NA
	
	
	


32.7
ICT Systems Operations Management
The activities involved in operating ICT systems.

Activities include: monitoring performance; testing; reporting, investigating and resolving faults; managing system data storage, including backup, archiving and deletion; maintaining appropriate software licences.

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	Records documenting the routine monitoring and testing of the operation of ICT systems, and action taken to rectify problems and optimise performance.
	
	Current year + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting faults reported by users of ICT systems, and action taken to investigate and resolve the problem.
	
	Last action on fault + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting the management of system data storage, including the operation of routine data backup, archiving and deletion routines.
	
	Current year + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting user requests to recover data from backup or archive stores, and action taken.
	
	Last action on request + 3 months
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting the maintenance of appropriate software licences for live ICT systems.
	
	Issue of new licence
	
	NA
	
	
	


32.8
ICT Systems Security Management
The activities involved in managing access to, and use of, the institution’s ICT systems by staff, students or other authorised users.

Activities include: opening and closing user accounts; monitoring use of systems to ensure compliance with institutional policies and relevant legislation; responding to security breaches or incidents; sanitisation of ICT hardware before disposal. 

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	Records documenting the security arrangements for ICT systems.
	
	Decommissioning of system + 5 years
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting the opening, maintenance and closure of user accounts for ICT systems.
	
	Closure of account + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting routine monitoring of the use of ICT systems to ensure compliance with legal requirements and institutional policies.
	
	Current year + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting attempted or actual security breaches of the institution's ICT systems, and action taken.
	
	Last action on incident + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Requests for, and authorisation of, connections of third party equipment to the institution's networks, either on institutional premises or via dial-up communications links.
	
	Termination of connection + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting the removal / return of mobile ICT systems hardware and software from / to the institution's premises.
	
	Return of equipment + 3 months
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting arrangements for the sanitisation of institutional ICT equipment prior to disposal.
	
	Disposal of equipment + 1 year
	
	NA
	
	
	


32.9
ICT Systems User Support
The activities involved in providing support to users of the institution’s ICT systems.

Users include employees and other staff, students and other authorised users.

Activities include: designing and delivering system-specific user training; handling user requests for specific support.

strategy for the acquisition, control and management of equipment and consumables. 

	Description
	
	Retention Period
	
	Citation
	
	Notes
	

	Records documenting the development of technical and application training for ICT system users.
	
	Superseded + 1 year
	
	NA
	
	
	

	
	
	
	
	
	
	
	

	Records documenting user requests for technical and application support, and assistance provided.
	
	Last action on request + 1 year
	
	NA
	
	
	


